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Abstract: Non-governmental and civil society organizations have long
been recognized as crucial players in climate politics. Today, thanks to
the internet, social media, satellite, and other technologies, climate
activists are pioneering new organizational forms and strategies.
Organizations like Fridays For Future, 350.org, and GetUp! have used
social media and other digital platforms to mobilize millions of people.
Many NGOs use digital tools to collect and analyze ‘big data’ on
environmental factors, and to investigate and prosecute environmental
crimes. Although the rise of digitally based advocacy organizations is
well documented, we know less about how digital technologies are
used in different aspects of climate activism, and with what effects. On
this basis, we ask: how do NGOs use digital technology to campaign for
climate action? What are the benefits and downsides of using
technology to push for political change? To what extent does
technology influence the goals activists strive for and their strategies?
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Climate Activism and Digital Technologies 1

Foreword

This Element grew out of several years of conversations about climate change,
advocacy, and the role of digital technologies. Between 2017 and 2022 we were
both writing books about different forms of advocacy: Mette co-authored
Vigilantes beyond Borders (with J. C. Sharman), which explored the role of
non-governmental organizations (NGOs) in direct enforcement, Nina wrote
Transnational Advocacy in the Digital Era, which examined how advocacy
organizations use email, social media, and data analytics to mobilize thousands
of people and put pressure on governments. While our books focused on
different kinds of advocacy organizations and examined different strategics
and tactics, we realized the potential to collaborate on understanding how
new technologies interact with broader trends in climate advocacy. We wrote
this Element with the aim of connecting disparate literatures, identifying new
trends in use of technology by climate organizations and considering what
questions these raise for scholars and practitioners. We thereby hope to chart
a broad research agenda for scholars working at the intersection of digital
politics and climate advocacy, social movements, and NGOs.

Given the fast pace of technological innovation (ChatGPT was a new tool
when we started writing this Element in 2023), we do not try to cover every
single relevant technology or novel use. Rather, as scholars with expertise in
social and political organizations, we are interested in how NGOs, civil society
organizations (CSOs), and other organized advocacy groups are adapting
to new technologies, and what this means for their organizational structures,
strategies, and goals. This organizational-level perspective is often missing
from the field of digitalization and advocacy, which tends to consider techno-
logical innovations independently of the organizations that use them. Our aim is
thus to start a conversation and outline a research agenda focused on digital
technologies and organizational change in climate advocacy.
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2 Organizational Response to Climate Change

Introduction

Non-governmental organizations and civil society organizations are widely rec-
ognized as important players in global climate politics. However, new technolo-
gies are changing how these organizations develop and operate. Empowered by
social media, big data, artificial intelligence (Al), satellite, and more, activists
across the world are experimenting with new forms of organization and new
strategies to promote climate action. For example, digital advocacy organizations
like Fridays For Future, 350.org, Campact, and GetUp! have used online plat-
forms to mobilize millions of people in support of climate action (Hall, 2022).
They have done so with fewer resources than traditional environmental NGOs
such as Greenpeace and Friends of the Earth, who have rarely managed to rally
support on this scale. Many climate groups today use digital platforms to fun-
draise, form alliances, educate global audiences, and connect with activists in
remote locations. Others rely on digital technologies to collect, process, and
analyse vast amounts of data, which is used to lobby policymakers, monitor
companies, or investigate and prosecute environmental crimes committed by
governments or corporate actors (Eilstrup-Sangiovanni and Sharman, 2022). At
the same time, digital technologies also present new challenges for climate
activism, including risks of ‘slacktivism’ and ‘vanity metrics’, growing state
surveillance, rapid spread of misinformation, and new patterns of political exclu-
sion based on uneven access to technological infrastructures.

Clarifying the uses, and pitfalls, of technology reliance for climate activists is
crucial given the rapid evolution of digital technologies. Climate change is
a defining challenge of our age, with time fast running out to avert catastrophic
consequences (de Moor, 2021). Many NGOs and CSOs are stepping up their
work in this domain, employing a wide range of strategies from research to
raising public awareness, staging large-scale protests, lobbying policymakers,
implementing and enforcing public policies, or working directly with vulnerable
communities outside of policy venues. New digital (and also some non-digital)
technologies play a growing role in all these activities. So far, the dominant focus
in literature on advocacy and digital technology has been on how new information
and communication technology (ICT) and social media platforms lower barriers
to information exchange and facilitate wider mobilization and participant-led
advocacy. Yet, as we show in this Element, the impact of technology on climate
activism extends far beyond mobilization and member-driven campaigning to
organizational formation and fundraising, data collection and research, lobbying,
monitoring, and enforcement. For example, remote sensing and Geographic
Information System (GIS) mapping are habitually used by activists to collect
and analyze data on climate change indicators, such as deforestation, changes in
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Climate Activism and Digital Technologies 3

land use, greenhouse gas (GHG) emissions, and glacier melting. Satellites, as well
as drones and other unmanned aerial vehicles, are also used to monitor environ-
mental problems in remote and inaccessible areas, like forests and oceans, where
the effects of climate change can be difficult to document, especially for non-state
actors. Meanwhile, many NGOs use advanced data analytics to process large and
complex data, such as satellite imagery and other forms of geo-spatial informa-
tion, which can be used to track emissions and air pollution, or to detect specific
environmental crimes, helping activists to decide where to focus their advocacy
or enforcement efforts (Eilstrup-Sangiovanni and Sharman, 2022).

Against this backdrop of widening technology use(s), this Element asks: how do
advocacy organizations use new digital technologies to campaign for climate action?
Specifically, we seek to understand how technological developments influence the
formation and structure of climate organizations, the goals they strive for, and their
choice of strategies and tactics." Although the rise of digitally based advocacy
groups that predominantly mobilize and engage their members online has been
well documented (Hall et al., 2020), we know less about how digital technologies are
used in other aspects of climate advocacy, and how different technologies may
influence organizational structures and ‘repertoires of action’ (Tilly, 1977). To
address these questions, we examine the role of digital technologies across several
aspects of climate activism — from organizational formation and fundraising to
alliance-building, networking, mobilizing and campaigning, elite lobbying, moni-
toring, and enforcement. Rather than focusing on a single phase of the ‘advocacy
cycle’ (or a single type of organization), we thus examine how new technologies are
impacting the structures and practices of climate activist organizations across a range
of functions and organizational types.

In this Element, we focus predominantly on existing technologies, rather than
speculating about future innovations. Our approach is neither optimistic nor
pessimistic on technology; we examine the benefits as well as the risks of
technology use for a range of climate advocacy activities and organizations.
On the one hand, the growing speed and declining cost of online communication
mean that activist groups can cheaply and easily connect with their members
and other activists worldwide, facilitating cross-border networking, fundrais-
ing, mobilization, coordinated action, and mutual learning. Datafication and big
data analytics also afford unprecedented access to data with which activists can
hold states and corporations to account. On the other hand, potential downsides
of digital advocacy are coming into clearer view. Both authoritarian and demo-
cratic regimes increasingly use technology to track, surveil, and repress climate

! Berry (1977) distinguished advocacy strategies — general, long-range approaches to influencing public
policy — from advocacy tactics — specific actions taken to execute a particular strategy. Examples of
tactics could be boycotts, research, media campaigns, lobbying, or expert testimony/litigation.
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4 Organizational Response to Climate Change

activists. Growing reliance on digital platforms to mobilize public support can lead
to ‘clicktivism’ (that is, predominantly online engagement with political causes) or
‘slacktivism’ (that is, fleeting and superficial engagement with a cause) and to new
patterns of political exclusion. Some of these pitfalls have been highlighted in
existing literature on social movements and political communications (Gladwell,
2010). Yet, other downsides have not featured prominently in existing scholarship.
For example, the increasing availability and declining cost of new digital tech-
nologies have led to a surge in organizational formation and strategic innovation
in a relatively short space of time. Although this may entail benefits of greater
scale and span of climate activism, it also means that new strategies and
practices may proliferate without having been properly tested, leading to
missteps and setbacks for campaigns. Another risk is that opponents harness
the same technologies to campaign against climate action. We have seen, for
example, the rise of online disinformation to undermine climate science and
climate advocacy; and countermovements have used social media to organize
and attack prominent climate activists. Thus, rather than assuming that digit-
alization supports climate activism, we seek to better understand how digital
technologies facilitate new organizational forms and practices, and what
specific opportunities and risks technology presents for climate activists.

This Element is divided into five sections that each address the role of technology
in a different aspect of climate activism. In each section, we focus on opportunities
and challenges afforded by new technology use and offer practical, illustrative
examples from around the world. This broad-stroke, illustrative approach is not
intended to offer a definitive overview or appraisal of technology use by climate
activists or its effects. Nor are we able, in this short Element, to provide a thorough
introduction to the growing literature that deals with digitally based advocacy and
activism. Rather than provide a comprehensive introduction to climate advocacy in
digital spaces, our goal is to draw attention to emerging trends, and identify critical
questions for scholars. By examining the potential of new technologies to transform
climate advocacy and by highlighting risks and challenges arising from techno-
logical innovation, we outline a broad research agenda for international relations
and social movement scholars. We hope this Element will serve as a springboard for
more systematic and in-depth research and be a useful guide for activists thinking
about how to harness new technologies for climate advocacy.

More of the Same, Just Faster or a Transformative Impact?

Since the 1990s, scholarship on transnational advocacy has highlighted the
benefits of modern ICT (e.g., Keck and Sikkink, 1998). Email, internet, and
social media serve as virtual megaphones, enabling activists to broadcast their
message to a global audience and fostering a sense of interconnectedness among

Downloaded from https://www.cambridge.org/core. IP address: 18.118.141.122, on 22 Dec 2024 at 19:36:29, subject to the Cambridge Core terms of
use, available at https://www.cambridge.org/core/terms. https://doi.org/10.1017/9781009483544


https://www.cambridge.org/core/terms
https://doi.org/10.1017/9781009483544
https://www.cambridge.org/core

Climate Activism and Digital Technologies 5

disparate communities. In this literature, digital technologies are often credited
with enhancing organizational capacities by rationalizing or speeding up famil-
iar processes. Just like commercial organizations, CSOs and NGOs can exploit
digital technologies to reduce costs, enhance efficiency of internal working
processes, and extend the reach of their communications. For example, online
petitions make the process of gathering signatures for a petition more efficient
than the analogue version of this tactic but do not fundamentally change the
tactic (Hestres and Hopke, 2016). Recruiting new supporters via email or social
media is easier and cheaper than are door-to-door appeals or phone campaigns
but, again, does not fundamentally change the practice.

However, technology can also have a more transformative impact on advo-
cacy organizations. Digital technologies have the potential to fundamentally
change the collective action process, by allowing individuals to eschew trad-
itional brick-and-mortar organizations and use digital platforms to self-organize
(Hestres and Hopke, 2016). Digital technologies can also enable new forms of
political activism such as ‘data activism’ (Milan and Velden, 2016) or ‘crowd-
funding’, and boost innovation and learning across organizations by increasing
organizational capacity to receive and act on new information from outsiders
(Hall et al., 2020). Finally, the rapid scaling of campaign activities and mem-
bership enabled by digitalization can have a transformative effect on organiza-
tional ecologies. For example, in the past few decades, new climate
organizations have emerged whose scope and influence would be hard to
imagine without digital technologies. This has threatened the role of traditional
brick-and-mortar advocacy organizations (Hestres and Hopke, 2016) and
forced them to innovate, for example, by increasing their online presence and
seeking to engage their membership more directly (Schmitz et al., 2020).

Throughout this Element, we provide examples both of technology as a
booster of long-standing practices and strategies, and of its transformative
role as an instigator of new practices and meanings in the struggle to halt
destructive climate change. Our main goal, however, is to identify cases and
circumstances in which technology appears to be driving fundamental organ-
izational change. In sum, our interest is less in how technologies enable groups
to do familiar things faster or cheaper (although this is also important) and more
in how technology may prompt groups to do things differently.

Aims and Scope

We are interested in how new technologies drive organizational change and
innovation. By organizational change, we mean changes in organizational
structures, missions, cultures, strategies, and tactics. As such our focus is not
limited to a specific technology. Rather, we throw the net wide, looking at
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6 Organizational Response to Climate Change

technologies from ICT and social media to big data analytics, Al, satellite,
drones, and infrared cameras. We realize that different technologies may afford
different opportunities and constraints for climate activists, and impact different
groups differently. As such, we do not develop — let alone test — hypotheses
about how specific technologies impact climate activism. Rather, our aim is to
highlight these differences and identify questions for future research.

Just as we do not focus on a specific technology, we also do not limit our focus
to a particular form of climate activism. The strategies adopted by
climate activists are manifold and diverse (Hadden and Jasny, 2017; Eilstrup-
Sangiovanni, 2019). Organizations that share similar goals often adopt widely
different methods to achieve the change they want to see. Some organizations
(like Worldwide Fund for Nature (WWF)) collaborate directly with industries to
develop eco-friendly certification schemes, while others focus on dragging dirty
corporations before courts (e.g., ClientEarth). Greenpeace stages public protests
outside major energy companies, while the Union of Concerned Scientists pro-
duces detailed scientific reports on GHG emissions (Hadden and Jasny, 2017).
Some groups seek to persuade policymakers through lobbying or evidence-based
policy advice, while others (such as 350.org) mobilize citizens to ‘rise up’ and
demand change from people in positions of power. These different approaches
reflect different beliefs about what kinds of interventions are most likely to spark
change or, in the language of practitioners, different ‘theories of change’.

At its simplest, a theory of change represents an overarching strategy, or
organizational logic, for how an organization seeks to realize the goal(s) it cam-
paigns for.” Theories of change describe how a specific activity (say, a demonstra-
tion or court case) may lead to a specific goal (say, changing a given country’s
climate policy) by stipulating the assumptions and context the organization is
operating in, including what actors are instrumental to producing change. For
example, organizations that engage in climate litigation argue that the courts can
be effectively used to hold states (or private companies) to account for their climate
actions (or lack thereof). Meanwhile, organizations like Last Generation see direct
action as the most effective strategy: only by physically stopping fossil-fuel-
powered traffic on roads and at airports can we shift public opinion and change
government policy. Some activist organizations subscribe to just one theory of
change (e.g., Last Generation mostly engages in direct action) while others work
with multiple theories (Greenpeace engages in direct action, litigation, street
marches, lobbying, and gathering of scientific evidence). Importantly, different
theories of change may encourage different uses of technology. For example,

2 Theory of Change Institute, ‘What Is a Theory of Change’, www.theoryofchange.org/what-is-
theory-of-change/.
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Climate Activism and Digital Technologies 7

groups that engage in monitoring and enforcement often employ satellite,
remote sensing, and big/open data, whereas groups that emphasize grassroots
mobilization rely more strongly on social media. The social media strategies
of organizations that focus on public mobilization in turn differ from those of
organizations that emphasize elite persuasion (Hestres, 2015).

The sections of this Element correspond broadly to different theories of
change. Table 1 summarizes the main theories covered. In each section, we
offer illustrative examples of technologies and organizations that exemplify
these distinct theories of change. The list is not exhaustive — there are theories of
change we do not cover here that are relevant to climate activism — nor are the
featured theories and associated strategies mutually exclusive; as noted, many
advocacy organizations successfully combine different theories of change.

What groups and organizations are we looking at? Our focus is on non-state
climate activist organizations. We define activism as ‘actions aimed at fostering,
obstructing or guiding political and environmental change’ (Gutiérrez, 2018). By
non-state actors we mean NGOs, CSOs, and independent scientific institutions
operating on a non-profit basis. Given the complexity of climate change, many
NGOs and CSOs working to promote biodiversity, sustainable development, and
human rights incorporate climate goals into their broader portfolio of work. To
paraphrase Brett Solomon,” ‘you can’t run a 21st century NGO without some focus
on climate’. Our focus, however, is on organizations whose primary aim is to
encourage climate action, whether through reducing GHG emissions, protecting
vulnerable forest and marine environments to increase carbon storage, or mitigat-
ing the effects of climate change on vulnerable populations. Within this population,
we adopt a ‘transcalar’ approach to examine climate activist organizations at the
local, national, regional, transnational, and international levels (Pallas and
Bloodgood, 2022). We look at groups that adopt a range of ideological positions,
goals, strategies, and tactics, whether ‘inside’ or ‘outside’ the established political
system. This broad focus allows us to identify different innovative uses of technol-
ogy at different scales, and in different political and geographical contexts.

Importantly, we include both ‘digitally native’ organizations and those that
existed before the digital/internet era. The contemporary world is not clearly
demarcated between digital and non-digital spheres. Some of the most atten-
tion-grabbing climate activism in recent times has relied on traditional tactics
like street marches, blockades, and direct actions such as activists gluing
themselves to streets. Meanwhile, digital tools are often integrated into on-the-
ground protests whose impact is amplified by hashtag campaigns, online peti-
tions, and virtual events. Rather than online mobilization replacing traditional

3 Interview with Brett Solomon, 28 November 2023.
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Table 1 Theories of change.

Organizational
Theory of change Rationale Tactics examples Technology Section
Mobilizing the Mobilizing public Petitions; protest Fridays For Future; Social media; email; Section 1
public opinion to marches; media Extinction Rebellion; websites; online
pressure elected campaigns; leafleting; ~ Last Generation; petitions; Al
officials or other ‘naming and Sunrise Movement;
powerful actors to shaming’; public Greenpeace
enact change forums 3?0.0rg
Sierra Club
Bottom-up, Organizing and Community organizing;  350.org; Waorani; Social media; email; Sections 1
grassroots empowering working with groups ~ Digital Democracy; radio; GPS: GIS; and 2
organizing individuals to of ‘concerned Indigenous Mapping satellite
advocate and enact citizens’ to develop Collective;
change on their capacity Tierras Indigenas;
own behalf Cadasta Foundation;
Project Canopy
Monitoring Monitoring Emissions tracking; Climate Action Tracker; Satellite; GIS; Section 2
compliance and compliance with undercover ClimateTRACE; open-source data;
general laws, policies, and investigations SkyTruth; Joint AT; mobile
behaviour pledges Impact Model phones; citizen-

science platforms
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Enforcing Ensuring that
domestic and existing national
international laws and
law international

climate
agreements are
respected

Direct action Taking action to stop
fossil-fuel
infrastructure or
GHG emissions
directly at source

Directly influencing
government/key
decision-makers,
or corporate actors
through lobbying
and policy advice

Informing policy

Elite decision-
maker
persuasion

Producing and

disseminating through scientific
scientific evidence
evidence

Litigation; legal advice;
court hearings;
submissions of
evidence; direct action

Blockades; boycotts;
civil disobedience;
divestment campaigns

Lobbying; letter writing;
petitioning, in-person
meetings; presenting
scientific evidence;
policy analysis and
research

Research and policy-
maker education

Global Witness;
Greenpeace;
ClientEarth; SkyTruth

Last Generation;
Greenpeace;
Sea Shepherd

Influence Map; Climate
Cabinet Education;
Climate Policy Radar

Zooniverse;
Climateprediction.net

Satellite; GIS;
open-source
data;geo-spatial
mapping

Section 2

Email; social media; Section 2

cellphones

Email; social media; Section 3

open-source data

Crowdsourcing; Section 2
citizen-science

platforms

Note: This table does not cover all theories of change. Others include influencing individual behaviours to reduce emissions; shareholder activism; setting
voluntary standards for and with the private sector; capacity-building; and campaigning for political candidates.
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10 Organizational Response to Climate Change

offline protests, online and off-line tactics thus increasingly blend in ways that
call for further analysis.

tis important to stress that the organizations we examine have not been selected
to be representative of the general population of NGOs or CSOs, nor do they
constitute traditional case studies selected to test specific hypotheses. We are
interested in examples that highlight and illustrate the transformative potential of
current technologies rather than in showcasing conventional or typical uses.

Not all the technologies we focus on are digital and not all are strictly speaking
new (Karpf, 2020). Machine learning is not new (depending on how we define
‘new’) and neither is the internet, which has been with us since 1969. We are
interested in how new uses of technology are changing climate advocacy. For
example, how social media enable climate groups to mobilize on a wider scale, or
how satellite imagery and remote sensing help change the way many people
perceive climate change — not merely through producing scientific data that
demonstrate that climate change is ‘real’, but also by turning what many might
perceive as an abstract planetary issue into something more concrete and tangible;
for example, by clearly linking local weather events to global atmospheric changes.

Some climate activists are sceptical about the positive contribution of tech-
nologies to climate change and advocate for a return to simpler practices in
agriculture, transportation, and consumption.” Given the focus of this Element —
how technology is transforming climate advocacy — we do not explore
the perspectives of climate activists that are opting out of using technology
altogether. However, as we discuss further in Section 5 on ‘the dark side of
digital technologies’, there is an important strand of tech-sceptic climate activ-
ism which questions the environmental costs of technology and attendant
economies of ‘surveillance capitalism’ (Crawford, 2021).

Drawing Together Existing Literature

Despite a growing literature on climate activism in the fields of international
relations, social movement studies, sociology, environmental studies, geog-
raphy, and digital and political communications studies, there is a dearth of
scholarship examining how technology is transforming specific aspects of
climate activism. There is a well-established literature on the use of digital
technologies by NGOs for general information-sharing, mobilization, fundrais-
ing (Howson, 2021), recruitment, and campaigning. Notions like ‘Advocacy
2.0’, the changing face of advocacy (Chalmers and Shotton, 2016), and web-
supported activism (Neumayer and Svensson, 2016) have been put forward,
alongside concepts like ‘slacktivism’ (Gladwell, 2010). There is also an

4 We thank Jean-Frédéric Morin for highlighting this point.
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extensive literature on climate movements (e.g., Dietz and Garrelts, 2014;
Fisher, 2019; Fisher and Nasrin, 2021). However, few scholars have specifically
examined the impact of digital technologies on climate advocacy (notable
exceptions are Hestres, 2015; and Dauvergne, 2020).

At the same time, literature on social movements and advocacy has not exam-
ined, or compared, the role of technology across different aspects and functions of
advocacy, or different types of advocacy organizations. To the extent they have
focused on technology use, studies have tended to focus on discrete technologies,
such as satellite (Aday and Livingston, 2016; Rothe and Shim, 2018) or social
media (Hall et al., 2020); or on specific strategies such as digital analytics (Beraldo
and Milan, 2019). Empirically, the research agenda has been dominated by cases
from North America (Cheon and Urpelainnen, 2018; Fisher and Nasrin, 2021) and
Western Europe (de Moor et al., 2020; see also Baran and Stoltenberg, 2023). To
fill these gaps, this Element considers a wider range of climate-focused NGOs and
CSOs based in both the Global North and South. We do not argue that climate
activism is distinctive in its use of digital technologies. Many different activist
organizations and movements use technology to campaign — from the human rights
movement to anti-corruption organizations (Eilstrup-Sangiovanni and Sharman,
2021, 2022). However, we believe climate advocacy offers a particularly fertile
domain for exploring the intersection of technological and organizational change
because we have seen so many new climate organizations forming, and new
strategies and tactics being used. The high pace of organizational innovation,
alongside the high political and public salience of climate change, make this an
important area to explore for scholars of transnational advocacy.

Who Uses Tech for What?

Studies of transnational advocacy organizations often invoke dichotomies such as
large versus small organizations, old versus young, resource-rich versus resource-
poor, and hierarchical versus decentralized movements (Dellmuth and Bloodgood,
2019; Eilstrup-Sangiovanni, 2019). A common assumption is that technology
use and capacity for innovation differ across advocacy organizations, with smaller
and newly founded organizations generally being more tech-savvy than older,
more established groups. For example, previous studies have found that NGOs
founded before the digital media age often struggle to embrace transformational
change because it challenges their staff-led, and expertise-driven organizational
structures (Hall et al., 2020). One activist we spoke to suggested that youth groups
have been able to ‘adapt more quickly to new social media’.” Other studies have

% Interview with Michael Poland, Campaign Director, Fossil Fuel Non-Proliferation Treaty
Initiative, 10 February 2023.
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found that older and larger legacy organizations often have more resources to
invest in digital strategies and in building a strong presence online (Hall et al.,
2020; Hong et al., 2020). Many legacy NGOs view digital tools as a relatively
inexpensive way of expanding their support base and disseminating informa-
tion to members. In contrast, younger, digitally native groups are more likely to
use digital tools to communicate directly with supporters, seeking input
through A/B testing or other forms of digital analytics (Hall et al., 2020).

A similar question regarding relative organizational advantages applies to the
use of digital technologies for research and for monitoring and enforcement. While
the growing availability and plummeting costs of remote-sensing technologies
such as infrared cameras and drones present new opportunities for data-
collection and environmental monitoring by NGOs operating on a tight budget,
activism based around use of satellite imagery and big data analytics is often more
resource-demanding and may therefore appeal more to NGOs with strong organ-
izational and funding structures. This raises the question whether some organiza-
tions are better positioned to leverage new technologies than others, or whether
different groups derive different benefits from technology use. There may also be
important differences in how groups harness technology according to geographical
and political factors. With the question ‘who uses tech for what purposes’, we
engage with organizational ecology perspectives to understand patterns of special-
ization and ‘niche-seeking’” among advocacy groups (e.g., Eilstrup-Sangiovanni,
2019; Eilstrup-Sangiovanni & Sharman, 2022; Bush & Hadden, 2019).

Book Roadmap

This is an Element about how climate activists across the world are harnessing
new technologies. This does not mean that the technologies and uses we point to
are necessarily unique to the domain of climate activism. However, given the
magnitude of action in this space, we expect technological innovation to be
particularly visible there.

In Section 1 we examine the role of digital technologies in mobilization and
campaigning. ICT and social media have provided climate activists with unpre-
cedented tools for mobilization, communication, and campaigning. Social media
platforms allow activists to broadcast their messages to wider audiences, test new
campaign issues and framings, converse directly with their members, and broker
large digitally distributed movements — often with global reach. Recently, many
advocacy organizations have experimented with using Al to generate content and
to enhance the efficacy of their communication. However, reliance on digital
platforms to engage supporters also comes with dangers, including clicktivism,
slacktivism, ‘vanity metrics’, and increased risks of state surveillance.
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Section 2 considers how digital technologies beyond social media and ICT —
for example, satellite, drones, geographic information systems, ‘big data’, and
machine learning — enable new forms of environmental monitoring and enforce-
ment. The focus here is on how digitally-enabled monitoring is facilitating
a range of new ‘outside’ strategies; from direct action to corporate ‘naming
and shaming’ campaigns, and litigation.

Section 3 examines how new technologies also support so-called ‘inside’
strategies. These stategies include elite lobbying directed at policymakers or
large corporations, along with policy analysis and scientific research.

Section 4 explores how digitalization has changed the process of creating,
maintaining, and funding climate activist organizations. We explore how the internet
and social media platforms have made it easier both to establish and fundraise for
climate organizations, and to coordinate action within and across groups.

Finally, section 5 turns to the ‘dark side’ of technology by considering how it
can be used to surveil and repress activists, and how technology development and
use itself contributes to climate change and environmental destruction through
high energy use and reliance on scarce minerals. We also examine the rapid rise of
online disinformation and problems of uneven access to digital infrastructures
which produce new ‘digital divides’ both within and across countries.

The concluding section summarizes the bigger themes of the Element: Is
technology changing climate activism, and making it more (or less) effective?
Who uses technology for what? What are the pressing questions for scholars and
practitioners trying to understand how digital technology is transforming advocacy
and how best to harness its potential while avoiding its pitfalls?

Our analysis in each section draws on a combination of desk research and
interviews with climate activists and technology consultants who support activ-
ist organizations. Interviews were predominantly used to provide a background
understanding of how activists experience and engage with technology. As
a result, some interviews may not be directly cited in the text.

1 Mobilizing, Organizing, and Campaigning

In the lead-up to the 2009 United Nations Framework Convention on Climate
Change (UNFCCC) summit in Copenhagen, 350.org, a new climate advocacy
organization, founded by university students at Middlebury college and veteran
climate activist Bill McKibben, led a Global Day of Action. Thousands took to the
streets around the world, demanding climate action. CNN described it as ‘the most
widespread day of political action in our planet’s history’.® What was striking was
that a student-led initiative managed to rally so many people across the globe. As

© 350.0rg, ‘10 years’, https://350.0rg/10-years/ (last accessed 14 May 2021).
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Bill McKibben explains, 350.org initially had ‘seven college students, and no
money, no organization, no lists or anything, just this thought that we would go
out and try to do the work of building a global movement that hadn’t been there
before. Which, of course, was a ludicrous idea. There were seven students and seven
continents, so each took one. The guy who took Antarctica also had to take the
internet’.’

How did this tiny student organization achieve such massive mobilization? In
a matter of months, coordinators at 350.org were able to leverage digital tools to
mobilize climate activists and environmental organizations around the world to
participate in their International Day of Climate Action.® They recruited mem-
bers via email and encouraged them to form their own local chapters and
organize local actions. Chapters formed in cities and towns across the world
from New Zealand to Poland, South Africa to India. While local sections were
largely left to their own devices, 350.org centrally coordinated Global Days of
Action to ensure greater impact. Local sections were encouraged to organize
actions on the same day, with the same ask, and register their events on a central
online events page thus making the impact global. While the 350.org central
team coordinated the timing of actions (usually demonstrations) and the key
messages, they allowed anyone, anywhere to set up their own local section,
organize an action and register their planned demonstration on a global map.”

Mass mobilizations by 350.org are not a lone example. Other grassroots organ-
izations, such as Fridays For Future and Extinction Rebellion (XR), have also
mobilised thousands, if not millions, of climate protesters globally. While these
activist organizations have gained visibility and influence thanks to traditional off-
line tactics (e.g., marches, blockades and direct action) digital technology has
enabled them to quickly scale up and become global movements. Like 350.org
they have adopted a form of digitally distributed activism based on a centrally
defined set of goals, and distributed power to members to set up their own chapters
and organize activities, which has been critical to their success. Both Fridays For
Future and Extinction Rebellion have global events maps, which enable them to
combine local actions into a truly global movement. As one activist explained, they
are ‘not just in your capital city, London, Paris. It’s in every city, village and every
single Friday’.'” The success of this model has been noticed by many larger
professional NGOs, and some, such as Greenpeace, subsequently have tried to
replicate this model of digitally distributed campaigning (Hall et al., 2020).

This section explores how technology such as social media, digital analytics
and Al have played a pivotal role in enabling climate organizations to engage

7 Bill McKibben, on file with authors. 8 Interview with Jon Warnow, 22 November 2023.
? 350.0rg, ‘Get Involved’, https://350.0rg/get-involved/ (last accessed 22 March 2021).
10 Interview with Nicolas Haeringer, 350.org, June 2019 (cited in Hall, 2022: 183).
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in public-facing campaigns, and specifically to mobilize and organize members.
A large literature focuses on how the internet has enabled social movements
to increase their scale and geographic reach. As we illustrate here, this has
important implications for which organizations — well-resourced, professionally
staffed NGOs, or relatively resource-poor digital newcomers — can coordinate
the largest, most effective climate actions. Digging one step deeper, this section
illustrates how NGOs use social media and other digital technologies not only to
broadcast their messages, but also to /isten to their members, test new cam-
paigns, and involve members in designing campaigns (Hall et al., 2020). These
strategies can transform the relationship between the public/volunteers and staff
of an advocacy organization, offering power to members to initiate their own
campaigns.

Digital Mobilizing and Organizing

A crucial aspect of environmental activism is to raise public awareness and
shape political agendas through ‘information politics’ (Keck and Sikkink,
1998). New communication technologies offer clear benefits to groups trying
to reach large audiences and mobilize and organize them to push policymakers.
Social media platforms, email, and mobile texts have made it vastly easier,
cheaper, and quicker to run large-scale, public campaigns. Rather than relying
on door-to-door canvassing, word of mouth, or distribution of pamphlets,
activist organizations can reach thousands — if not millions — of people just by
writing a Facebook post or sending a WhatsApp message or text. Social media
also lowers the cost and expands the reach of public education activities
(Margetts et al., 2015). Importantly, social media can enable climate groups to
bypass traditional print and television media where attention is often captured
by legacy NGOs, or by groups close to government (Thrall et al., 2014).
Students of social movements, political communications, and digital politics
have explored the consequences of the internet for collective action (Bennett and
Segerberg, 2013; Fung, 2022; Fung et al., 2013; Farrell, 2012). This literature
speaks to broader trends in advocacy beyond the climate movement. Alongside
this, there is a burgeoning literature on digital environmental activism. A recent
literature review of 138 publications on the subject found that more than a third
were published in the last two years (see Figure 1) (Baran and Stoltenberg, 2023).
The authors found that recent studies tend to focus on the role of social media in
enabling the growth of new social movements and on issue ‘framing’ rather than on
the reach or impact of online communications. Importantly, many social media
studies focus on the role of ‘politically engaged individuals’ (e.g., YouTube
commentators or TikTok users) rather than climate advocacy organizations per se.
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Figure 1 Scholarship on digital environmental/climate activism.
Source: (Baran and Stoltenberg 2023)

Much of this recent literature focuses on the role of digital technologies in
‘supersizing’ climate advocacy — that is, increasing the scale of advocacy
efforts — rather than its transformative impact on how advocacy organizations
operate. This is partly because many studies are interested in new forms of
‘connective action’, where people use digital platforms to build personalized
rather than collective action frames and thereby increase mobilization (Bennett
and Segerberg, 2013). In this mode, conventional political organizations, such
as NGOs or CSOs, are no longer necessary for collective action, as political
messages travel over social networking platforms, email lists, and online
coordinating platforms (Bennett and Segerberg, 2013:742). There is little cost
for the individual to engage in action, and minimal organizational coordination
is needed, as the internet can connect disparate, autonomous activists, (Castells,
2012; Nyabola, 2018; Shirky, 2008:22). This trend towards ‘organizing without
organizations’ implies that ‘formal organizations are losing their grip on indi-
viduals and group ties are being replaced by large-scale, fluid social networks’
(Bennett and Segerberg, 2012:748). Hence literature on digital ‘connectivity’
often does not explore how formal organizations can harness digital technolo-
gies to build global climate movements, or to change their modes of operation.
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In contrast to scholarship highlighting the potential of ‘organizing without
organization’, other scholarship finds that hierarchy, bureaucracy, and division
of labour are essential for effective digital activism (Schradie, 2015; 2019; Han,
2014). Schradie (2019) compared grassroots and hierarchical advocacy organ-
izations (albeit not climate orientated) in the United States and found that ‘large
hierarchical organizations can amplify their digital impact, whereas horizontal
volunteer groups tend to be less effective at translating good-will into meaning-
ful action’."" Her central point is that you need resources, expertise, and a clear
division of labour to organize effectively online. Experienced activists and
campaigners have reinforced the argument that centralized campaigns, led by
professional advocacy organizations, and backed by professional staff who
delegate action to members and volunteers, are needed to campaign effectively
online (Bond and Exley, 2016; Mogus et al., 2011; Mogus and Liacas, 2016).

Four Digital Strategies for Climate Advocacy Organizations

A critical question is then: how do advocacy organizations harness digital
technology to mobilise and organize the public for climate action? We find
important variation in the digital strategies NGOs adopt, influenced by their
different theories of change. Here we look not only at the role of social media in
supersizing campaigns, but also how technology can transform the relationships
between NGO staff and the broader public (Hall et al., 2020; Kingston and
Stam, 2013:84). Hall et al. (2020) identify at least four potential ways that
NGOs can harness digital technology in public campaigns (see Table 2). They
can use it (1) to broadcast staff-generated messages; (2) to test new campaign
issues and frames; (3) to converse with their members; or (4) to facilitate and
broker large digitally distributed movements (as with the example of 350.org).

Rather than focusing on individual activists, or the social media platforms
they use, this framework centres on the role of advocacy organizations and how

Table 2 Classifying NGO’s digital advocacy strategies.'”

Staff-produced Supporter-produced

advocacy advocacy
Expand participation Broadcasting Testing
(breadth of engagement)
Deepen commitment to cause Conversing Facilitating
(depth of engagement)

" www.hup.harvard.edu/books/9780674972339.  '> Adapted from Hall et al. (2020).
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much power they are willing to devolve to members to determine campaign
goals and strategies. This is important, as some scholars have suggested that
organizations that centralize issue selection and decentralize implementation of
campaigns are more likely to be successful (Wong, 2012). Importantly, each of
the four strategies may use a range of technologies, including email, social
media, Al, and peer-to-peer messaging. The question for scholars is not which
platforms advocacy organizations are using, but rather for what purpose.

Broadcasting is the least transformative strategy. Here, NGOs simply use
social media, email, or peer-to-peer texting to communicate what they would
otherwise have done via letter, newspaper, radio, or television. This strategy is
also the most studied, as scholars can relatively easily observe the online com-
munications of advocacy organizations. There is variation in the platforms NGOs
use to broadcast. In the Global North, NGOs and CSOs tend to rely more on
Facebook, Twitter, and email, while in the Global South they gravitate towards
WhatsApp/text/peer-to-peer messaging. In China, WeChat is the most popular
application with 1.26 billion monthly active users in 2021 (Xu and Zhang, 2022).
Meanwhile, groups in India, South Africa, and Kenya have pioneered the use of
text and WhatsApp messaging for communicating with their members, and
campaigning (Hall, 2022). They have thus ‘leapfrogged’ the stage of communi-
cating via email (which most US and European organizations initially did).

In contrast to broadcasting, there is far less literature on how advocacy
organizations engage in festing or ‘analytic activism’ (Karpf, 2016). Some
advocacy organizations track which emails members open, and which have
the highest action rate. Analytic activism was pioneered by digital advocacy
organizations, such as MoveOn (in the US), GetUp! (Australia) and Avaaz
(international) that work on multiple issues including climate change (Hall
et al., 2020). Other climate-specific advocacy organizations have also begun
to conduct digital analytics, as we illustrate later in this section. They analyse
data on the performance of their social media posts to identify which campaigns
and frames are most effective, and use this information to guide campaign
choices. For example, senior campaign staff will meet regularly to discuss
which petitions and campaigns are performing best and invest more staff energy
and resources into these and drop campaigns which are performing poorly. They
will also tweak the wording of mass emails based on which subject line is more
effective and segment their membership depending on who engages most on
which issues. The logic is to optimize engagement by members by identifying
what colour, font, text, subject line, and issues are most likely to grab their
attention (Karpf, 2016).

Climate advocacy organizations can also use technology to converse with
their members. This is most easily done via social media, where organizations
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may solicit feedback, seek input on a post, and engage in discussion about issues
to deepen engagement with members. Finally, organizations may give power to
members to initiate their own campaigns via online petition platforms, and/or
launch their own actions via an events page. An advocacy organization’s role
here is to facilitate a movement rather than dictate action to its members.
Facilitating is potentially the most transformative of the four digital strategies
as it involves handing over power to members to decide which campaigns to run
and giving them the platform and power to do so. Greenpeace, for example, has
set up online petition pages where any of their members can launch their own
campaigning (Hall et al., 2020). The critical point is that digital technology
enables new organizational practices based on listening, conversing, testing,
and devolving power to a broader membership or public rather than concentrat-
ing it in the hands of professionalized staff. As such, new technologies can
enable new forms of decision-making within climate advocacy organizations.

Fridays For Future

Fridays For Future (FFF) offers an excellent example of the different ways
advocacy organizations use digital platforms to campaign. The movement claims
14 million members and has dozens of chapters around the world (they typically
have a country-level organization — e.g., FFF Germany, FFF Nigeria — as well as
sub-national chapters based in local cities or towns)."* Fridays For Future have
been extremely effective at mobilizing people and capturing media attention, and
have adeptly used digital technology to coordinate large marches (Tattersall et al.,
2022). Figures 2 and 3 show the number of countries and individuals involved in
Fridays For Future marches in the first year of the movement’s existence (Fisher
and Nasrin, 2021:5). Remarkably, these began with Greta Thunberg’s single-
person demonstration in Sweden in September 2018 and culminated in the first
global climate demonstration in March 2019 with 1 million participants. In
September 2019, Fridays For Future organized one of the largest global demon-
strations ever, with an estimated 7.3 million participants from 183 countries,
mobilized over two consecutive Fridays. Although it is difficult to attribute
specific policy or legislative changes to these large protests, representatives of
the movement have gained direct access to government decision-makers, as well
as corporations and international organizations, such as the World Economic
Forum, and the United Nations (Fisher and Nasrin, 2021:5).

Importantly, Fridays For Future has a distributed model, which means that
Greta Thunberg does not ‘run’ the movement or define its policies; rather each
national chapter has significant autonomy to develop its own messages and

13 Fridays For Future, https:/fridaysforfuture.org/

Downloaded from https://www.cambridge.org/core. IP address: 18.118.141.122, on 22 Dec 2024 at 19:36:29, subject to the Cambridge Core terms of
use, available at https://www.cambridge.org/core/terms. https://doi.org/10.1017/9781009483544


https://fridaysforfuture.org/
https://www.cambridge.org/core/terms
https://doi.org/10.1017/9781009483544
https://www.cambridge.org/core

20 Organizational Response to Climate Change

Number of Countries Participating in FFF Strikes
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Figure 2 International growth in climate strikes by countries participating.

Source: https:/fridaysforfuture.org/what-we-do/strike-statistics/list-of-countries/
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Figure 3 International growth in climate strikes by individual participants.

Source: https://fridaysforfuture.org/what-we-do/strike-statistics/list-of-countries/

actions (Nakabuye et al., 2020). Digital technology has enabled the movement
to give members a platform to organize locally and yet be part of a global
movement. The events map, found on Fridays For Future’s website, is a crucial
part of building this global climate movement (see Figure 4) as it unites and
organizes disparate groups.

In addition to facilitating a global movement, we can see different ways in
which Fridays For Future activists use digital platforms to maximise the reach
of their online communications. For example, they also use social media to
broadcast their work (Baran and Stoltenburg, 2023). As a US activist explained,
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Source: https://map.fridaysforfuture.org/map?c=&d
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‘Social media is our main — sometimes our only way — of getting the message
out’ (Sorce, 2023: 221). Many chapters have highlighted that algorithms shape
their reach and impact on social media. As the same US-based activist elabor-
ated: ‘where [social media] sends that [message] ... outside of maybe buying
targeted ads . . . that is completely up to the algorithm. So, our reach is defined
by the algorithm’ (Sorce, 2023:221). Meanwhile, Fridays For Future Uganda
found that their online content was less visible due to their location: ‘We are in
Africa ... most of our content are [sic] not shared widely compared to those in
Europe. That’s the biggest challenge’ (Sorce, 2023:220). The Uganda chapter
also noted that some of their posts went unnoticed: ‘At the end of the day you
feel like you’re not really . . . you feel like your voice is not being heard” (Sorce,
2023:221). This quote suggests that there is a ‘digital” attention economy where
content originating from some geographic locations (e.g., the US) gets noticed
more than others (e.g., Uganda).

Although there have been multiple studies of Fridays For Future (Baran and
Stoltenburg, 2023), we found only one that compared their use of social
media, and algorithms across countries, namely Sorce (2023). In Austria,
social media is handled by ‘channel managers’ (i.e., a set group of people
responsible for a platform) while in the US, everyone in the leadership team
can post to all social media (Sorce, 2023:218). Some activists explained that
they try to use digital analytics to inform their campaigns and generate content
specific to each social media platform. As an India-based activist stated: “You
just have to figure out what type of content suits which app and get your
teammates and the people you know . . . the maximum people from the outside
to interact so it will grow’ (Sorce, 2023:221). Fridays For Future India also
tracks the performance of their posts, using an ‘in-app insights function’, but
activists noted it was difficult to use these digital analytics to inform cam-
paigning decisions. As they explained: ‘So I know the reach of my Insta[gram]
page has gone down by 20 people but what does that actually mean? And how
do I use those insights to actively improve my performance? That is still
a mystery for me’ (Sorce, 2023:222).

In contrast to other chapters, Fridays For Future Austria receives external
support for its digital analytics from social media and software development
agencies, who donate their time and skills (Sorce, 2023:222). This includes
detailed analysis of social media productivity (posts per day); growth (percent-
age per week of new members) and engagement (total and individual posts).
This data is discussed in weekly team meetings to ‘future fine-tune their social
media mobilization outreach’ (Sorce 2023, 222). This is an excellent example of
digital analytics in practice — where organizations look to optimize their mes-
sages for their audience and for specific social media platforms. There are,
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however, trade-offs for Fridays For Future Austria. On the one hand, they may
be more effective compared to other national chapters that lack similar digital
analytics expertise. On the other hand, they may be more dependent on private
tech companies unless they find a way to develop this expertise in-house.
More research is needed about how widespread analytic activism is among
climate advocacy organizations and what enables and blocks organizations
from using it.

Al, Chat GPT and Climate Campaigning

Al offers climate activists novel opportunities to scale up and speed up mobil-
ization. Several activists we spoke to said they were still figuring out how Al,
and particularly ChatGPT, may be useful. We also saw evidence of experimen-
tation. We can use the four digital strategies outlined in Figure 4 to examine Al’s
potential effects for mobilizing, organizing and campaigning. First, advocacy
organizations could use ChatGPT to broadcast messages more efficiently. For
example, they could let ChatGPT draft emails to members and produce other
content for campaigns, including images, videos, drafts of public submissions,
and/or emails to politicians. Al could be particularly useful for organizations
that wish to generate content quickly to catch a particular news cycle.
Exemplifying this approach, A7 Impact Lab advocates the use of Al in advocacy
organizations and provides training to help organizations integrate Al into their
campaigns to, for example, produce campaign material or donor reports.'* The
use of Al to produce content quickly and cheaply is what we most commonly
came across in our research.

Al tools can also be used to converse with members and the wider public.
Many of us are familiar with conversing with chatbots in other aspects of our
lives, but to our knowledge, this function has not yet been used by climate
activists. ChatGPT, for example, could help climate organizations collect and
collate large amounts of member input and identify common concerns. However,
it is important to note that large language models (LLMs) do not work well in all
languages and dialects. An Indian climate activist explained to us how they used
ChatGPT to summarize focus group and interview transcripts with marginalized
communities in Maharashtra. They conducted these discussions in local dialects,
but ChatGPT could not capture the differences in Indian dialects well.'> Hence, at
the time of our interview in late 2023, ChatGPT was of limited use in this context,
although ChatGPT’s capabilities are changing quickly.

14" Al Impact Lab, https://aiimpactlab.com/about-1.
'3 Interview with Indian activist, 16 October 2023. Although another interview suggested Al is an
excellent translation tool even for dialects.
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While Al can help organizations to generate content faster and more cheaply,
some activists we spoke to raised concerns about whether the material would be
seen as inauthentic. Jon Warnow, former 350.org digital campaigner, explained
that, although it is still early days in terms of generative Al producing more
compelling content, ‘the value of that written content is going to decline fairly
precipitously in the next few years’ as decision-makers will realize the content is
Al produced. Another risk is that Al may replace staff in advocacy organizations.
If Al can generate campaign material more effectively, and quickly, it will reduce
staff costs. However, there are significant risks to reliance on Al given the biases
present in Al algorithms, and the ongoing need for expertise to ensure accurate
campaign claims. In addition, Al could pose privacy concerns related to how
information is being used and stored.'®

In terms of festing or analytic activism, Al could be used to segment contact
lists and send more targeted messages to members. Several activists discussed
how ChatGPT is useful for managing large email lists and working out how to
optimize communications to individual members. One activist explained that
Al can ‘figure out the best time of day to email someone so that they’ll open it
[the email]’."” AI can also help to discern what issues resonate with people,
and personalize content based on whether recipients want lots of emails or see
it as spam. Finally, a so far untapped but potential future use of Al is in
facilitating larger supporter-driven movements. Artificial intelligence could
be used to identify which members may be most willing or best at leading new
campaigns, for example by looking at past levels of engagement or the size
and reach of members’ social networks. It could then help connect people with
similar or complementary interests and provide a platform for organizing joint
actions.

At the time of writing, the use of Al by climate activists is still in its infancy.
Many organizations we spoke to were actively considering how to use AI. We
are also aware of at least three initiatives whose mission is to support advocacy
organizations in integrating Al into their work: A/ Impact Lab, Demtech.ai, and
Daisy Chain. The founders of these initiatives have extensive experience in
digital campaigning and have often been on the forefront of technology innov-
ation in activism. Taren Stinebrickner-Kauffman, founder of Al Impact Lab, is
the former Executive Director of SumOfUs, a digital advocacy organization
which targets businesses. Avijit Michael, co-founder of Demtech.ai, is former
Executive Director of Jhatkaa, an Indian digital advocacy organization. The
founders of DaisyChain are Nathan Woodhull, a tech developer who has

16 Interview with Amber Macintyre, Tactical Tech, 18 December 2023.
17 Interview with Indian activist, 16 October 2023.
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worked for years with digital advocacy organizations, and Jon Warnow, the
former digital lead for 350.org. There are also numerous training opportunities
and summits on using Al for organizing and mobilizing.'®

However, the transformative impact of Al on climate activist organizations is
not yet apparent. Many NGOs do not have enough high-quality internal data to
take advantage of large learning models. As Vivek Katial, Executive Director of
Good Data Institute, explained, ‘Most NGOs don’t have a robust dataset, so
they can’t use ChatGPT or other LLMs [large language models] to benefit them
for better querying, retrieval and understanding of their data. [But] they can still
leverage LLMs to support daily tasks such as content generation, emails and
even with data analysis.”'” Even organizations that do have robust data, such as
MoveOn, are not yet using Al in transformative ways. As Dave Karpf, professor
of political communications, noted, MoveOn are ‘trying out Al for the same set
of tasks that they were already using machine learning for. They are being
mindful of security risks and of Al biases. They are using it to enhance and
simplify their existing systems, not to generate original content. A7, in this case,
is functionally a system upgrade’, but not (yet) a transformative game-
changer.”’

In sum, climate advocacy organizations can use digital technologies to scale-
up their activities, and to campaign faster and more efficiently. They can also
use digital technology to change how they operate and who has decision-
making power to shape their campaigns, but importantly not all technology —
even Al — has transformative effects on climate activism.

Risks and Challenges of Mobilizing Digitally

An early critique of digital activism was that it would turn supporters into
‘clicktivists’ (whose main support for social and political causes is via the
internet) and lead to ‘slacktivism’ (superficial engagement with campaigns) that
would undermine transformative change (Gladwell, 2010; Merkel, 2017). This
argument assumed that activists would mainly use digital technology to mobilize
people online (e.g., to post on Twitter or Facebook, or to sign or share online
petitions) and that digital activism was based on ‘weak ties’ rather than ‘strong
ties’ among supporters (Gladwell, 2010). Digital activists would thus channel
energy into ineffective tactics, and decision-makers would simply ignore online
campaigns. This criticism overlooked how digital technology has enabled the

'8 Higher Ground Labs, ‘Summit: Al in Campaigning & Organizing’, January 30, 2024 www
.mobilize.us/highergroundlabs/event/595779/.

' Interview with Vivek Katial, 17 January 2023.

20 Karpf’s emphasis. Dave Karpf, ‘Bullet Points: A Couple Predictions for Al in 2024, Substack,
1 January 2024. https://davekarpf.substack.com/p/bullet-points-a-couple-predictions.
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growth of powerful off-line movements — such as Fridays For Future, XR, 350.org
described earlier. Many critics did not understand how weak ties networks can
diffuse new tactics and support the development of stronger ties.

However, advocates of digital mobilizing and organizing have acknowledged
the risk that digitally-oriented organizations may become driven more by the
pursuit of “vanity metrics’ than by the quest for transformative change (Silberman
and Mahendra, 2015; Rogers, 2018). Vanity metrics include data such as ‘list size’
(how many people you can email), rates of opening an email, website traffic, or
social media followers or likes. These are easy to measure, and present one way to
define organizational success. However, they may paint an inaccurate picture of
actual support and influence. Many subscribers to digital advocacy organizations,
such as MoveOn, do not identify as members of the organization (Fisher, 2019).
They have an arm’s-length relationship with the organization and may never have
met a staff member, let alone built strong relations to other MoveOn members in
person. Hence, organizations which primarily campaign online can boast of large
memberships, but these members may be inactive. One senior NGO staff member
observed that, ‘right now, our metrics bias us towards recruiting the most new
members, not the right new members’ (Silberman and Mahendra, 2015).

Greenpeace’s MobLab, one of the early leaders in the field of digital climate
organizing, has highlighted the pitfalls of vanity metrics. These include that
organizations may make short-sighted decisions, create bad staff incentives, and
engage members regularly but without creating change (Holtz et al., 2015). For
example, organizations that focus on increasing their list size or number of
Facebook followers can easily become distracted from their longer-term mis-
sion. The result is ‘shallow mobilizing’ rather than ‘deep organizing’ (Han,
2014). Hence, many experts in digital campaigning have encouraged a focus on
depth of member engagement rather than breadth. For example, organizations
may track how many ‘members return for action’ (MERA), rather than focus on
the total number of members on their list (Silberman and Mahendra, 2015) to
measure how successfully they engage their membership.

Another danger is that organizations become overly focused on increasing
members’ online engagement rather than asking them to take more radical, time-
intensive actions that might trigger change. The assumption of many digital cam-
paigners is that new members are more likely to engage with an organization if the
‘ask’ is easier (e.g., signing an online petition, or sharing a Tweet) and are less likely
to be willing to, say, demonstrate outside parliament, chain themselves to a tree, or
blockade a fossil fuel company. Digital campaigners often talk of a ‘ladder of
engagement’ — they aim to move members from taking ‘easy’ actions to more time-
intensive, and demanding actions over time. Yet, some digital campaigners view
this logic as problematic and argue that many organizations are undervaluing their
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members’ appetite for radical action (Bond and Exley, 2016). Some members may
prefer engaging in ‘high-bar’, time-intensive, and potentially risky actions, includ-
ing civil disobedience, over ‘low-bar’ online actions. The success of XR, Sunrise,
and Last Generation is precisely due to these organizations asking their members to
take high-bar actions, such as blocking major streets by gluing themselves to the
road, or throwing tomato sauce onto famous paintings, it is claimed. These direct-
action tactics are risky, and many activists have been arrested, but some supporters
feel the need to take drastic action given lack of progress on averting catastrophic
climate change and are not content with ‘easy’ online action.

Yet another challenge for climate advocacy organizations relying on digital
tools is that they can become dependent on big tech platforms, and vulnerable to
changes in their algorithms. Facebook and Twitter (X) are not transparent about
their algorithms, and have both changed their algorithms (which determines what
material gets seen and goes viral) and rules for who can post on their platforms
(Grygiel, 2019).>' For example, Facebook in 2016 changed its algorithm to
prioritize content from users’ friends or family over posts from organizations or
news platforms (Isaac and Ember, 2016). This made it more difficult for advocacy
organizations to reach a broad audience. Facebook has also changed the condi-
tions for posting advertisements about social issues, elections, and politics and
requires every social issue organization to be verified (it takes about six weeks to
get approved).”” Many smaller organizations we spoke to found it was much more
difficult and sometimes impractical to use Facebook ads to campaign, as
Facebook’s verification process drained limited time and staff capacity.”> Tech
companies have no interest in being transparent about their algorithms, or to
consult the broader public about changes. These are private companies which
are driven by ‘platform capitalism’ and the whims of their leaders, as seen with
Musk’s takeover of Twitter (X) (Rahman and Thelen, 2019). Further research is
needed to explore the role of social media algorithms in shaping organizational
strategies and public perceptions of climate politics.

A final, fundamental, risk of any digital organization or campaign is the
security of members’ data. A specific problem for activists using digital plat-
forms is that people are encouraged to regularly share their political views
online. This is particularly a risk in authoritarian regimes, where civic action is
often highly restricted if not illegal (Gohdes, 2020). In addition, many climate
organizations have large databases with potentially sensitive data about their

2! 1t is easy to forget that Facebook, for example, was initially created for students and only people
with an .edu email could register.

22 Facebook, ‘Business Help Center About ads about social issues, elections or politics’, www
.facebook.com/business/help/167836590566506?id=288762101909005.

2 Interview with Joshua Low, 23 September 2023.
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members — their names, addresses, and credit card details. If these organizations
are hacked, and the data falls into the wrong hands, it could be used to attack or
‘dox’ them. Tech companies are also known to hand over private data to
governments, hence even private messages (e.g., on WhatsApp) can be risky.
Scholar Lucy Bernholz has championed the motto, ‘don’t collect, what you
can’t protect’ to ensure that organizations do not collect potentially sensitive
information (Schulz, 2018). In the final section of this Elements, we discuss
further how digital tools are used to repress climate activists.

Conclusions and Questions for Further Research

Social media has enabled climate organizations to increase their scale and coord-
inate global movements for climate action. Organizations like 350.org, Fridays For
Future, Extinction Rebellion, and Last Generation have used social media and
email to mobilise thousands to march in the streets and take direct actions such as
blockading banks and highways. Much of the impact of these movements has been
due to their off-line tactics. However, the fact they were able to scale up so quickly,
and diffuse tactics globally, is thanks to digital technologies.

We have argued that scholars should focus not only on how technology has
changed the scale of organizing by climate activists, but also on #ow organizations
use technology to campaign and mobilize their members in novel ways. Rather
than focusing on what platforms activists use, we should be asking: are advocacy
organizations using digital platforms to broadcast their messages, converse with
their members, fest their campaigns, and/or facilitate global movements (Hall et al.,
2020)? These different strategies are based on different theories of change (inside
versus outside, mobilizing versus organizing, etc.). Climate activists should reflect
further on how they use digital technologies and digital analytics to support their
work. Legacy organizations which have conventionally relied on broadcasting
strategies to communicate may be reluctant to hand over power to their members
to decide campaigning actions and tactics. Yet, by distributing power to members
and volunteers they may gain greater influence (Han, 2014; Bond and Exley, 2016).
Technology is not simply a communication tool but can also transform power
relations within organizations and facilitate innovation.

Scholars should also look at when climate advocacy organizations have
successfully harnessed digital technologies to mobilize and organize off-line.
The impact of digital technology is not limited to the digital world as we have
shown in this section. Scholars could further look at varying levels of digital
campaigning expertise: how much do different climate advocacy organizations
invest in staff with digital expertise; and how are data analytics integrated into
strategic decision-making? What knowledge do activist organizations have of
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how algorithms work and how they can amplify their messages? How do
different levels of digital campaigning expertise influence campaign reach and
success? Scholars might also use population ecology approaches to examine if
and how groups with digital mobilizing expertise can complement advocacy
organizations who have off-line organizing expertise, thus boosting the overall
impact of climate advocacy (Bush and Hadden, 2019; Eilstrup-Sangiovanni,
2019). Finally, we also need more comparative work on the challenges climate
advocacy organizations face in authoritarian regimes compared with demo-
cratic regimes when campaigning online (Gohdes, 2024) and how groups in
the Global South may be leap-frogging organizations in the Global North (e.g.,
through use of peer-to-peer messaging). There are far fewer studies of digital
climate movements in the Global South, with the exception of China which is
comparatively well studied (Baran and Stoltenberg 2023:462).

Overall, this section encourages practitioners and scholars to reflect on how
digital technology is enabling fast, broad, global climate movements to form and
may also be changing the balance of power between legacy NGOs (such as Friends
for the Earth and Greenpeace) and newer climate organizations (such as FFF, XR,
and Sunrise). These newcomers, we suggest, are strong, not because they use
digital technology, but because of how they use it to distribute power to members.

2 Monitoring and Enforcement

In 2015, the Ecuador Waorani people embarked on a mission to map the boundaries
of native communities in the Pastaza region in the heart of the Ecuadorian
Amazon — an area zoned by the government for oil exploration. The mapping,
which relied on geospatial technologies such as satellite images, GIS, Global
Positioning System (GPS), and digital photography, covered 1,800 square kilo-
metres, and identified 1,832 routes consisting of rivers, streams, hunting trails, and
paths that served to connect their communities. It also recorded close to 10,000
specific geo-referenced points, including sensitive ecosystems and areas for timber,
fishing, and hunting. Mapping was done in small teams under the guidance of
‘Pikenanis’ (local ‘wise guides’ — typically community elders) who worked with
local technicians trained in using GPS, digital recording, and various software to
record findings (Aguilar, 2018). Four years later, in 2019, these digital maps
formed part of the evidentiary basis for a successful court case against the
Ecuadorian Government. The judge’s landmark ruling held that permission to
extract oil on Waorani lands had been granted without due consultation with
ancestral landowners who could demonstrate a longstanding relationship to the
land and ruled in favour of protecting a large swathe of the Waorani rainforest.”*

24 https://news.mongabay.com/2018/06/ecuador-waorani-people-map-their-rainforest-to-save-it/.

Downloaded from https://www.cambridge.org/core. IP address: 18.118.141.122, on 22 Dec 2024 at 19:36:29, subject to the Cambridge Core terms of
use, available at https://www.cambridge.org/core/terms. https://doi.org/10.1017/9781009483544


https://news.mongabay.com/2018/06/ecuador-waorani-people-map-their-rainforest-to-save-it/
https://www.cambridge.org/core/terms
https://doi.org/10.1017/9781009483544
https://www.cambridge.org/core

30 Organizational Response to Climate Change

The Waorani example illustrates how digitally based monitoring can
empower indigenous communities to fight against climate change. Indigenous
peoples’ stewardship of ancestral forested lands is increasingly recognized as
critical in efforts to combat climate devastation (Chapin et al., 2005; Ijjasz-
Vasquez and Betancourt, 2023). Indigenous territories encompass 22 percent of
the world’s land surface and hold 80 percent of the planet’s biodiversity (World
Bank, 2008). Yet, many indigenous peoples are challenged by governments’
failure to recognize their land rights. Since the 1970s, native communities have
used geospatial technologies, including satellite images, GIS, and GPS, to
protect tribal lands from cattle ranching, logging, and oil exploitation
(Wickens and Louis, 2008). However, recent decades have seen a sharp rise
in initiatives focused on unlocking the potential of indigenous digital mapping,
as the shift to online mapping platforms has created opportunities for more
people than ever before to create, shape, and share digital maps which can
support political advocacy and legal action (de Roy, 2021;% Tjjasz-Vasquez and
Betancourt, 2023; Gutiérrez, 2018; Cifuentes, 2020). An apt example of this
trend is Digital Democracy, a small NGO that specializes in working with
communities in the Amazon to harness technology to defend their land

rights.*

Digital Democracy has developed an open-source software tool,
‘MAPEQ?’, that allows native peoples to collect and store data about their
lands and share these with others in a private closed network. Importantly,
MAPEO can be customized to more than fifty local language settings, helping to
overcome the cultural and language barriers faced by many indigenous groups
online. Another example is Indigenous Mapping Collective — a virtual platform
developed in partnership with Google Maps and Google Earth Outreach to
allow indigenous groups to access digital mapping resources.”’

The Waroani’s successful use of geospatial tools to defend their land rights is
not unique. In Paraguay, a game-changer for the roughly 250,000 indigenous
people living in the Gran Chaco has been the Tierras Indigenas — an online
platform which combines data from Global Forest Watch”® and software from
the World Resources Institute’s MapBuilder” with information collected by
local indigenous groups to map the geographic footprint and establish the legal
status of their natural resources (Ijjasz-Vasquez and Betancourt, 2023). In Peru,
the Cadasta Foundation which supports indigenous communities in 45 countries
with GIS technologies and training to secure inclusive land rights for climate

Steven de Roy is Founder of the Indigenous Mapping Collective.
www.digital-democracy.org/mapeo. 27 www.indigenousmaps.comy/.

28 https://data.globalforestwatch.org/datasets/3d668cfOfbeb415bbalec00bc6263877_5/explore?
location=-25.001563%2C-60.133738%2C4.78

2 https://mapbuilder.wri.org
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sustainability,’’ has trained indigenous mappers from the Awajun and
Ashaninka communities to deploy digital technology to safeguard 11,000 hec-
tares of rainforest, sequestering 5 million tonnes of carbon (Ijjasz-Vasquez and
Betancourt, 2023). What these examples have in common is that they involve
indigenous communities combining local knowledge and tradition with modern
technology to challenge governments to recognize their stewardship over crit-
ical climate assets.

Building from examples like these, this section considers how new technolo-
gies contribute to challenging the monopoly of the state over critical information
and data infrastructure (Beraldo and Milan, 2019:2). For decades, if not centuries,
scientists and environmental policy experts have collected and analysed large-
scale data to monitor climatic and other environmental changes on a local and
global scale. The launch of the first Earth-observing satellite program (Landsat)
by NASA in 1972°" generated a wealth of new remote sensing data for use by
government agencies, major research institutions, and private companies (Baker
and Williamson, 2006). This data has been used to define climate targets, develop
regulations, and address environmental harms affecting local communities
(Engine Room, 2022:61). The production and use of remote-sensing environ-
mental data, however, was predominantly state controlled. In contrast, the recent
upsurge in commercial remote-sensing technology and publicly available satellite
imagery, combined with the ability to crowdsource data using online platforms or
simple smartphone devices, has increased both the amount and kinds of informa-
tion that can be collected by non-state actors. Thanks to such technologies, many
grassroots groups, NGOs, and indigenous communities today have access to
sophisticated data-gathering and data-analysis tools that were once the preserve
of governments and public scientific agencies (Aday and Livingston, 2009; Rothe
and Shim, 2018; Kazansky et al., 2022).

Noting the widening access to data, this section explores to what extent, and
how, digital technologies such as remote sensing (e.g., satellite, drones and
GPS), Geographic Information Systems (GIS), and ‘big data’ analytics can
serve to level the playing field between non-state actors and states (as well as
corporate actors) by facilitating new forms of monitoring and enforcement.
Data — or more simply ‘information’ — has long been viewed as a critical
resource for non-state activists. As Keck and Sikkink (1998) observed a quarter
of a century ago, ‘at the core of NGO activity is the production, exchange and
strategic use of testimonial, statistical and scientific information ... to docu-
ment problems and suggest possible solutions’ (p. x). As Beraldo and Milan

30 https://cadasta.org/landforclimate/; and https:/landportal.org/node/116598.
31 www.usgs.gov/fags/what-landsat-satellite-program-and-why-it-important.
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(2019:2) note, such activities take on new dimensions in the age of data-driven
politics, as publicly available data can be repurposed as a ‘new currency’ in the
relationship between the state and activists. For example, activists can today
analyse vast amounts of ‘open data’ made available online by public adminis-
trations to find evidence to support their claims towards the state, or to hold
private corporations accountable for environmental harms. Such monitoring
and enforcement capacities are crucial for climate action, given that many
governments and corporations have committed to taking action to keep global
average temperature increases below 1.5-2.0 degrees yet fail to deliver on these
promises.

In addition to focusing on a wider range of technologies and uses beyond
social media and email, this section also brings into view a broader range of
non-state climate actors, including research institutes based in universities,
transnational communities of scientists, and non-profit start-ups that support
NGOs in developing technologies for monitoring and enforcement. We
begin by illustrating how the diffusion of affordable remote-sensing tech-
nology like satellite-based GPS, GIS, satellite imagery, digital sensors,
drones, and more, enables climate activists to gather independent informa-
tion on issues like deforestation, changes in land use, and GHG emissions.
Next, we consider how open-source data and ‘citizen science’ enable activ-
ists to monitor complex environmental factors — from country-level emis-
sions to corporate greenwashing. Finally, we illustrate how remote sensing
and advanced data-analytics underpin activists’ efforts to ensure enforce-
ment of climate policies and regulations independently of states, through
either direct action or litigation. As in other sections, we do not strive to
provide a representative picture of ‘typical’ uses of remote-sensing tech-
nologies and open-source data by NGOs. Rather we illustrate how such
technologies are leading to new ways of fighting for climate action through
digital monitoring and enforcement.

Private Eyes in the Sky: Monitoring Global Forests

The upsurge in climate monitoring by non-state actors is perhaps nowhere more
visible than in activists’ growing use of satellite and other remote-sensing tools
to observe and document large-scale environmental developments such as
deforestation. Unlike aerial photography, satellite imaging does not depend on
prior approval from governments or private landowners. Instead, satellites can
capture images of large areas — whether terrestrial, oceanic, or atmospheric —
almost anywhere in the world on a routine basis (Baker and Williamson, 2006).
As a result, even small non-profits can increasingly monitor global forests and
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oceans, measure the melting of glaciers, catalogue the loss of natural habitats,
and track GHG emissions by major industries. While the high cost of “bespoke’
satellite imagery remains a barrier for many climate organizations, many
smaller organizations rely on publicly available satellite imagery from sources
like Google Earth or use crowd-sourced data from close-range sensing mech-
anisms such as hand-held camera devices, Internet of Things (IoT) sensors, and
unmanned aerial vehicles (UaVs), which have made remote data-collection
doable on a smaller budget (Engine Room, 2023).

A prominent platform harnessing satellite technology to fight climate change
is Global Forest Watch. Launched in 2013 by the World Resources Institute in
cooperation with other non-profit, private, and public institutions, Global Forest
Watch is an open-source web application that uses satellite imagery to monitor
global forests in (close to) real time.*> While it provides data to public author-
ities and international organizations across the world, Global Forest Watch is
also a crucial resource for non-state climate activists. The platform allows users
anywhere to scroll through data, zoom in on any location and visually combine
a wide range of social, economic, and environmental databases connected on
the platform. Climate organizations around the world can use this data to inform
their campaigns, and to support the development of other monitoring platforms
as seen in the earlier example of the Tierras Indigenas platform for mapping
indigenous territories.

Platforms similar to Global Forest Watch have been launched on a smaller
scale in countries with major tropical forests, including Indonesia, the Congo, and
Brazil (Aday and Livingston, 2009). Importantly, these platforms combine satel-
lite imagery with data from local forest groups to monitor and publicize activities
linked to deforestation.*® An illustrative example is the Indonesian Independent
Forest Monitoring network, Jaringan Pemantau Independen Kehutanan, which
connects local NGOs and indigenous and community groups trained in how to
conduct forest monitoring activities, using a blend of digital and analogue
methods.”* Another illustration is Project Canopy, a small non-profit that uses
machine learning to parse satellite imagery and identify illegal logging in the
Congo Basin Rainforest and then sends alerts to local policymakers and conser-
vation groups.®” These are just two examples among hundreds of similar projects
around the world which use remote sensing to monitor and protect forest

3 .
2 www.wri.org.

33 https://capacity4dev.europa.eu/discussions/new-report-highlights-importance-indonesian-inde
pendent-forest-monitorings-contribution-svlk_en.

34 https://capacity4dev.europa.eu/discussions/new-report-highlights-importance-indonesian-inde
pendent-forest-monitorings-contribution-svlk_en.

35 www.projectcanopy.org/#What-We-Do.
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resources at both local, national and international level. Importantly, remote
sensing is not limited to satellite imagery. Use of low-cost drones is also growing,
especially in Latin America, Indonesia, and India (Global Information Society
Watch, 2020; Paneque-Galvéz et al., 2017). For example, indigenous communi-
ties in the Amazon rainforest use drones and camera traps to monitor ancestral
territories for invaders, including illegal loggers, and to estimate forest carbon.

The growing availability and declining cost of remote sensing have the
potential to alter power dynamics between state and non-state actors ‘by
allowing activists to overcome the problem of political “scale differentials™’
(Aday and Livingston, 2009:515; Rothe and Shim, 2018). As Aday and
Livingston note, before the tech boom, the range of opinions and parameters
of discussion on climate change in the press tended to be institutionally based
and elite-driven. Today, the declining cost of orbit satellite and other remote-
sensing tools mean NGOs can credibly question official data on deforestation,
land use, GHG emissions, and atmospheric changes. In turn, this can force
governments to address issues they might have preferred to keep quiet (ibid
514.; Rothe and Shim, 2018:420). Yet, there are also important limitations to
keep in mind. First, it is still relatively expensive for NGOs to acquire real-time
satellite imagery of a high spatial or spectral resolution.*® Thus, access to useful
satellite data remains uneven. Second, accurately interpreting satellite imagery
requires a high degree of technical expertise. Many activists lack the necessary
training and experience in remote sensing to draw clear inferences or to produce
credible evidence equivalent to that of geospatial experts in state agencies,
industry, and academia (Baker and Williamson, 2006:12). Third, to establish
causal links and triangulate evidence, it is often insufficient to rely on satellite
data, as activists may need to ‘ground’ observations by taking close-up photos
or video, and by gathering oral histories and narratives to fully understand the
context and extent of threat to the specific resources that matter most to local
stakeholders. These limitations notwithstanding, the extension of remote sens-
ing technologies and skills to marginalized communities can often allow them
to gather and establish local ownership over new types of data which can bolster
their claims against governments and corporations.

Tracing Emissions at Home and Abroad

Remote sensing technology not only can help climate activists to defend ancestral
lands or protect global forests against illegal logging; against the backdrop of
growing public pledges by states and corporations, technology has also opened

36 Notes from fieldwork on board Sea Shepherds’ ship in Gabon April 30, 2023. Interview with
crew by Teale P. Bondaroff.
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new possibilities for activists to effectively compute and monitor GHG emissions.
Take the example of ClimateTRACE. ClimateTRACE is a coalition of hundreds of
NGOs, tech companies, and universities®’ which offers an independent platform to
track greenhouse gas emissions. The initiative was born in 2019 when two smaller
NGOs, WattTime and TransitionZero, received a grant from Google.org to use
satellite data to monitor emissions from power plants. At the time of writing, some
five years later, ClimateTRACE combines data from more than 300 satellites and
more than 11,000 sensors with Al and machine learning models to pinpoint
individual sources of GHG emissions, making its data publicly and freely avail-
able. What is perhaps most striking is how quickly the initiative has been able to
scale up. The first global emissions inventory was released in September 2021
providing country-level data on emissions. By November 2022, ClimateTRACE
released its first facility-level inventory, covering more than 72,000 of the biggest
known individual sources of GHG emissions across two dozen industries. By
December 2023, the inventory covered more than 352 million individual
facilities.*® The data is freely available on ClimateTRACE’s online platform,
allowing users to browse individual assets via a map function, download and
compare full country- or sector-level datasets, and access asset-level ownership
data. As such it opens new opportunities for climate action and for holding
governments and corporate actors accountable for breaches of regulations or
empty green pledges on an unprecedented scale.

Indeed, a major benefit of remote sensing technology is that it can enable
activists to reveal discrepancies between official emission reporting and actual
behaviour. Derived directly from satellites and other remote sensing methods,
ClimateTRACE’s inventories capture emissions that may go unreported in
traditional official inventories based primarily on self-reporting. They also
capture emissions by actors such as national militaries that do not have to
fully report their emissions under Kyoto Protocol reporting requirements.
Analysts have found that the majority of corporate emissions data captured in
ClimateTRACE’s inventories are not included in self-reported environmental,
social and governance (ESG) databases.’” Many countries also fail to report
their emissions accurately, despite obligations to do so under the Paris
Agreement. Digital monitoring platforms like ClimateTrace offers a mechanism
for holding them to account.

37 Coalition members include, among others, Blue Sky Analytics, CarbonPlan, Earthrise Alliance,
Hudson Carbon, Hypervine, Johns Hopkins Applied Physics Laboratory, OceanMind, RMI,
TransitionZero, WattTime. https://climatetrace.org.

38 https://climatetrace.org/news/climate-trace-unveils-open-emissions-database-of-more-than.

39 ESG data refers to environmental, social and governance data that companies disclose to account
for their sustainability and ethical practises.
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In addition to revealing discrepancies between official reporting and actual
emissions, ClimateTRACE, (and other similar platforms), can boost climate advo-
cacy by pinpointing specific areas for intervention. For example, the 2023
ClimateTRACE inventory revealed that the biggest growth in GHG emissions
since 2021 was caused by electricity production in China and India and gas
production in the US. It also showed rising emissions of methane despite more
than one hundred countries signing up to a pledge to reduce the gas during COP26
in 2021.%° Such specific, and prompt, data makes it easier and faster to design and
mobilize campaigns to hold governments accountable to their words. Besides
documenting aggregate emissions, the inventory allows users to identify specific
sources of emissions, down to the level of individual industrial facilities, thereby
facilitating campaigns to ‘name and shame’ specific industries or corporations or,
as we discuss later, to initiate lawsuits against individual offenders. Finally,
like other large-scale monitoring platforms such as Global Forest Watch,
ClimateTRACE’s inventories can be integrated with data from other platforms to
support a wide range of climate activism. To illustrate, the non-profit The Joint
Impact Model (JIM) integrates ClimateTRACE’s data with data from financial
institutions to estimate GHG emissions and climate impacts of major investment
portfolios.”’ Challenges and risks notwithstanding (we discuss these further at the
end of this section), these examples show how remote-sensing technology can help
change the balance of power between climate activists, states, and corporations and
ensure greater public accountability of governments and corporate actors.

‘Connecting the Dots": Using Geospatial Information
to Hold Dirty Corporations to Account

Moving on from predominantly space-based and aerial monitoring of GHG
emissions to technologies closer to the ground, we return to another tool in the
toolbox of contemporary climate activists: advanced Geographic Information
Systems (GIS) which enable real-time monitoring of climate assets, as well as
detailed investigations of specific environmental harms. Simply put, GIS pro-
vides a framework for collecting multiple types of data, from geographical and
topological data gathered by satellite to statistical and qualitative information
entailed in local databases or news archives and integrating these into
a combined system that allows for advanced analysis and visualization
(Engine Room, 2023). While ‘old-style’ datasets might record location-based
information like postcodes, city names, population density, and so on, GIS
systems include a further range of geographic attributes, for example, the extent
of droughts, wildfires, biomass changes, or flooding in a location. These

40 See, for example, https://climatepolicyradar.org/.  *!' www.jointimpactmodel.org.
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separate bits of information can then be layered on top of each other and
visualized in sophisticated virtual maps or 3D models, using specialist software
(Engine Room, 2023).

Geographic Information Systems provide another illustration of how digital
technologies can change power balances between climate activists and target
actors like states and corporations. Early GIS was mainly used by public institu-
tions because they required expensive, high-end hardware and software. Yet
today, GIS can be run on standard computers, or even smartphones, making the
technology more affordable and accessible. A great example of how GIS facili-
tates climate-focused monitoring and enforcement is Global Witness’ investiga-
tion linking multinational beef traders in the Brazilian rainforest to deforestation
(Global Witness, 2020).** To expose the link, Global Witness obtained all cattle
transport permits granted by Brazil’s Federal Government between 2017 and
2019 from the website of the Sanitary Agency of the state of Para. Activists used
these publicly available documents to determine which ranches supplied cattle to
the three largest Brazilian beef traders: JBS, Marfrig, and Minerva. Next, activists
downloaded the physical boundaries of those ranches using online data from the
environmental registry of Para state and matched these with the transport permits.
These data were then overlaid with Landsat and Sentinel satellite imagery
to check whether deforestation had occurred within the ranches, using
a visualization tool called TERRAS. Finally, activists used Para state and federal
databases of deforestation permits* to check whether recorded deforestation in
the ranches was legal or illegal. This analysis revealed that, in 2019 alone, the beef
company JBS purchased cattle from more than 200 ranches containing
17,000 hectares of rainforest deforestation, none of which had the required
deforestation permits. Nevertheless, a recent official audit of farms in the JBS
supply chain had found only one in six farms to be engaged in deforestation to
make space for cattle grazing, and none were deemed to be non-compliant with
Brazil’s Forest Code. Thanks to Global Witness’ subsequent work with local
prosecutors, JBS was fined nearly $1 million and forced to drop many of its
suppliers (Global Witness, 2020).

Global Witness’ campaign to expose the climate cost of Brazil’s beef industry
illustrates how integrating different sources of data can enable climate activists
to conduct ‘forensic’ digital analysis to evidence unlawful behavior and bring
culprits to justice. Thanks to technological innovation, NGOs today have
unprecedented capacity to obtain and analyze evidence in ways that can be
useful to prosecution efforts (Langer and Eason, 2019:764; Koenig, 2017,

42 Global Witness, ‘About Us’, www.globalwitness.org/en/about-us/ (last accessed 6 May 2023).
43 Brazil’s Forest Code requires rural producers that want to deforest in their property to obtain
a permit.
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Eilstrup-Sangiovanni and Sharman, 2022).** Although investigative journal-
ism, exposés, and independent investigations leading to lawsuits against pol-
luters are nothing new, digital tools supercharge such strategies by lowering the
cost of evidence gathering, and by enabling activists to produce a level of proof
that would have been difficult in the pre-digital age. In this context, ‘open-
source intelligence’, finding evidentiary needles in the haystack of free online
information, has become key (Higgins, 2021:182). Without access to open data
and digital analytics it would have been difficult for Global Witness to establish
a clear link between specific beef ranches and deforestation, or to gather
sufficient evidence to bring a successful court case. However, documenting
wrongdoing and linking crimes to specific perpetrators is only half the game. As
we discuss later in this section, although many NGOs and indigenous groups
have taken to the courts to press their claims against governments or corpor-
ations, not all cases deliver favourable outcomes. Legal processes are often
subject to long delays as defendants appeal judgments. Those found guilty often
ignore fines or other injunctions and fail to change their behavior. Hence the
sharp uptick in climate-related litigation, while promising in terms of raising
awareness, and possibly helping to deter some specific climate harms, may
often fail to get at the underlying problems driving climate devastation.

Engaging the Public through Crowdsourcing
and Citizen Science

Many of the examples featured so far in this section involve NGOs, digital
experts, and researchers working either on behalf of local communities or work-
ing to empower local actors by lending expertise or providing digital training and
resources. But digital technologies also enable more direct participation and self-
directed action by non-experts. Similar to the decentralized forms of organization
discussed in Section 1 whereby climate groups hand agenda control and initiative
to supporters to design their own actions, technologies for crowdsourcing evi-
dence and ‘citizen science’ platforms open opportunities for the wider public to
become directly engaged in monitoring, data-gathering, and scientific testing — or
even to launch their own monitoring and enforcement projects.

Crowdsourcing involves obtaining information or other input into a task
or project by enlisting the services of large numbers of people or inanimate
entities, typically via the internet (Howe, 2006). Whereas satellite imagery
and other geospatial data must be purposefully purchased, downloaded,
recorded, and integrated by trained analysts, machine-learning tools allows
analysts to combine data that is routinely collected by public and private

4 Eyewitness interview, 2020. See also www.eyewitnessproject.org.
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sensors, amateur weather stations, and other smart devices such as smart-
phones connected via the internet or other systems (Mueller et al.,
2015:3185; Milan, 2018; Beraldo and Milan, 2019). Sometimes referred to
as ‘citizen sensing’ such approaches are often complementary to more
traditional remote sensing approaches.

Whereas crowdsourcing may be inanimate; involving the acquisition and
repurposing of data from a range of sensors connected via the internet (say
domestic smart-meters or local weather stations), many crowdsourcing projects
rely on active participation by volunteers in data creation and analysis (Muller
et al., 2015). One venue for crowdsourcing climate research is Zooniverse™’
which, at the time of writing (February 2024), hosts 98 projects engaging
volunteers in projects ranging from researching the effects of water-level
changes due to climate change on the ecology of Great Lakes’ coastal wetlands,
to tracking the progress of forest restoration efforts around the world
(‘RESTOR”), or recovering the data of Argentine historic weather records to
improve understandings of climate change (Meteororum ad Extremum Terrae,
MET).

How do ordinary citizens participate in such projects? To reduce the time and
costs of monitoring forest restoration, scientists at RESTOR have developed an
Al 'model that identifies trees in photos taken by drones. To train the model, they
feed it thousands of images with pre-labelled trees. Volunteers are asked to tag
trees to validate the Al training data. Members of the public are thus invited to
take active part in climate research whose objectives and methods have been
centrally defined by a team of scientists and professional staff and that, in the
examples of both RESTOR and MET, is supported by large organizations like
UNEP, WWF, Google, and the World Meteorological Organization. However,
there are also examples of citizen science taking more decentralized forms,
mirroring the kinds of supporter-led or member-led climate action discussed in

46 offer a free

Section 1. For example, specialized apps such as ‘Epicollect
mobile data-gathering platform that allows groups to set up projects to crowd-
source information, while the Association for Advancing Participatory
Sciences®’ helps scientists, practitioners, and activists across the world to
build and operate their own citizen science projects.

In addition to reducing data collection costs, crowdsourcing can expand the
resources and capacity of climate activist groups. Climateprediction.net
(CPND), a volunteer computing and climate modelling project based at the
University of Oxford’s e-Research Centre, has since 2003 relied on volunteers

to run climate modelling simulations on their home computers. The data

% www.zooniverse.org.  *° https:/five.epicollect.net/.  *7 https://participatorysciences.org/.
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generated through distributed computing simulations is sent back to CPND and
incorporated into aggregate models.** Climate models are generally large and
extremely resource-intensive to run. By relying on distributed computing power
from thousands of volunteers, CPDN can run climate experiments that would be
too computationally demanding for even supercomputers.”’ Scientists inter-
ested in running simulations can fill in a collaboration enquiry form on the
CPDN website.

Crowdsourcing and citizen science hold significant potential to enhance the
effectiveness and lower the costs to climate activists of collecting and analyzing
large amounts of environmental data (Willis et al., 2017; Kirilenko et al., 2017).
Engaging citizens in data collection may also increase public awareness and
knowledge, thereby empowering communities to take more effective climate
action. The public often receive conflicting claims regarding the causes and
effects of climate change via the media, from scientists, and from political
representatives. Yet, as ‘ordinary’ people become active co-producers of envir-
onmental information and scientific data, power relations begin to change.
Thanks to bottom-up, citizen-powered data collection and volunteer monitor-
ing, climate activists can increasingly challenge dominant political and scien-
tific narratives with credible data that has a substantial degree of public buy-in.

There are, of course, also limitations to citizen sensing and citizen science. As
Glicksman and co-authors (2016) warn, data generated by individuals and local
communities may be ‘self-selected with unsure representativeness’. Another
potential pitfall is the growing commercial interest in remote sensing. As many
examples in this section illustrate, platforms for digitally distributed climate
monitoring and climate modelling, whilst powered by volunteer efforts, are
often designed on a pro bono basis by employees of tech start-ups or funded by
generous grants from large tech companies like Google.org. Despite their non-
profit basis, profit motives (via potential commercial applications) may lurk in
the background of some such projects. Indeed, projects such as RESTOR may
be seen to raise ethical concerns about whether volunteers are essentially being
used as free labour to gather data on which to train AI models that may also have
commercial applications. As for-profit motives enter, public interests may give
way to private ones.

Leveraging Open Data to Push for Political Change

Just as technology can help climate activists to collect independent data at greater
speed and lower cost than ever before, it also provides access to a wealth of
already existing data which can assist monitoring and enforcement. As we have

48 Climateprediction.net (last accessed 1 July 2024).  *° Climateprediction.net.
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seen, data about our physical and social environment is continuously being gener-
ated by various technologies — from satellites and aerial sensors to surveillance
cameras and personal mobile devices. Much of this data (such as text, video and
audio files, links and tags resulting from online distribution, and meta-data gener-
ated by interactions on social networking platforms) constitutes what Cukier and
Mayer-Schoenberger (2013) call ‘data in the wild’. That is, it is generated ran-
domly (Milan, 2018). However, this data can still be amassed and put to specific
uses thanks to powerful processors, smart algorithms, and advanced software
(Cukier and Mayer-Schoenberger, 2013; Milan, 2018). Meanwhile, vast amounts
of data are purposely put in the public sphere. ‘Open data’ refers to data that is
freely available online for anyone to access, download and share. ‘Open govern-
ment data’ (OGD), in turn, denotes the practice of making data from government
agencies freely available on digital platforms to enhance transparency and encour-
age public participation.”® Both kinds of data create opportunities for activists to
monitor target actors and, in some cases, to collect evidence to launch legal actions.

An example of how open data can enable new forms of climate activism is the
Climate Action Tracker. The project, which was launched in 2009 by two non-
profit organizations, Climate Analytics and the New Climate Institute, is dedi-
cated to tracking government climate action using open-source data. Climate
Action Tracker collates existing datasets (including GHG data submitted by
governments to the UNFCCC, national inventory reports and databases, and
data published by the International Energy Agency and select scientific institu-
tions) to produce a rating of which countries and sectors are taking sufficient
action to align with the Paris Agreement’s goal of limiting global warming to
1.5°C.°" The initiative evaluates climate mitigation targets, pledges, policies,
and actions for 39 major countries and the EU (covering around 85 percent of
global emissions) and serves as a crucial source of information for many other
climate activist organizations. A similar initiative, the Global Footprint
Network, collects and publicizes data on the ecological footprint and biocapa-
city of more than 200 countries and regions around the world, based on UN or
UN affiliated datasets like those published by the Food and Agriculture
Organization, the UN’s Commodity Trade Statistics Database, and the
International Energy Agency, along with studies in peer-reviewed scientific
journals, all of which are integrated to provide a single, country-specific

30 Official OGD programs have been launched in many countries which require administrative agencies
within a government to make their data discoverable, available, and downloadable through
dedicated internet portals. OECD, www.oecd.org/gov/digital-government/open-government-data
.htm;  OpenGovernmentPartnership, www.opengovpartnership.org/our-members; Dawes et al.,
2016).

5! Climate Action Tracker, https://climateactiontracker.org/ (last accessed 24 April 2023).
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measure of overall ecological resource use.”> As well as serving a crucial
monitoring function, these and similar platforms for integrating publicly avail-
able climate data can also open opportunities for activists to engage directly
with policymakers (especially with democratic governments) about where and
how to intervene to improve public policies.

Another example of how Open Government Data can empower climate
activism is activists’ use of pollutant registers such as the European Pollutant
Release & Transfer Register (E-PRTR) which records data on pollutant
releases and off-site waste transfers from 50,000 industrial facilities in the
EU and affiliated countries. On its face, E-PRTR is simply a public pollution
accounting system that requires large manufacturing firms or industrial facil-
ities to report their annual emissions. Emissions are self-reported and not
closely monitored by public authorities (Fung and O’Rourke, 2000). Once
available online, however, this data can be used for purposes well beyond
those imagined by legislators (Wotzka, 2022). For example, Greenpeace and
Friends of the Earth have used E-PRTR data to estimate premature deaths due
to hazardous substances released from European coal plants, and to measure
direct and indirect contributions to global warming from industrial livestock
farming.> Despite likely under-reporting emissions, online public registers
can thus serve as powerful campaigning tools.

Combatting Corporate Greenwashing

Closely related to monitoring the climate performance of governments and
public agencies through open data analytics are efforts to combat corporate
greenwashing. As climate change has become more politically salient, there has
been a surge in greenwashing, or ‘climate washing’, whereby businesses exag-
gerate their progress towards ‘net-zero’ pledges and other self-professed cli-
mate goals through misleading advertisement (CAAD, 2023; Setzer and
Higham, 2023; Liu et al., 2023). False claims and empty pledges mislead
consumers, investors, and regulators, and hinder effective policy interventions.
The problem was highlighted during COP27 in 2022, as the United Nation’s
High-Level Expert Group on the Net-Zero Emissions Commitments of Non-
State Entities issued a report entitled ‘Integrity Matters’ which called for
stronger criteria for net-zero pledges by corporations.” The report noted that
‘there is currently no international verification system for net-zero pledges’

52 https://data.footprintnetwork.org/#/abouttheData; Footprint Data Foundation. www.FoDaFo.org.
33 Greenpeace (2013). Studie: Tod aus dem Schlot. www.greenpeace.de/publikationen/studie-tod-
schlot.
www.un.org/sg/en/content/sg/statement/2022-11-08/secretary-generals-remarks-launch-of-
report-of-high-level-expert-group-net-zero-commitments-delivered.
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meaning that citizens, consumers, and investors are ‘largely operating in the
dark’” when seeking to make climate-friendly choices.

A necessary basis for challenging corporate greenwashing is to obtain clear
and reliable data to allow governments, consumers, investors, and civil society
actors to verify companies’ claims (UN High Level Expert Group on Net-Zero
Emissions, 2022:41). As Kazansky and co-authors (2022) observe, ‘greenwash-
ing thrives in an environment of information asymmetry’. In this context, the
ability to integrate complex data from corporate business plans, social media,
advertisement, and online emissions databases can enable climate activists to
more effectively pinpoint and document, greenwashing. For example,
Greenpeace has used open-source data from Corporate Social Responsibility
(CSR) reports and submissions to public pollutant registries to monitor big tech
firms and publish report cards on how green they are.”> Other groups, like
Global Witness, have compared corporate media communications with emis-
sions data to check the green claims by corporations.”®

The methodologies used in open-data climate indexes such as the Climate
Action Tracker and Global Footprint Alliance may be open to criticism, and the
public data on which they draw may be woefully incomplete. Nevertheless, the
growing availability of open data constitutes an important resource for climate
activists to monitor the behaviors of governments and corporate actors, and to
push for changes to policies and regulations. Still, there are limitations to open-
data activism. First, although calling out greenwashing may help to put pressure
on corporations and policymakers, it does not by itself achieve much in the
absence of stronger regulation of net-zero and other climate pledges. Second,
and more broadly, despite the emphasis on transparency, publicity, and citizen
engagement, users of open data — and open government data specifically — are
typically not ‘ordinary citizens’ but technologically skilled data analysts or
application developers who are able to navigate data in highly technical formats
(Dawes et al., 2016). These actors may focus mainly on problems that affect
them (or their funders), or that lend themselves well to quantification and
visualization in particular digital formats. Also, while expert analysts may use
open data to create applications like the Climate Action Tracker free of charge,
they can also use open data as a basis for developing revenue-generating
applications that are off limits for many stakeholders (Dawes et al., 2016). As
we discuss in more depth in Section 5, this highlights entrenched problems of
unequal access and uneven distribution of technical capacities to make effective
use of new technologies.

35 www.greenpeace.org/usa/reports/greener-electronics-2017/.

36 https://www.globalwitness.org/en/campaigns/greenwashing/.
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Enforcement

Rounding off this section, we consider how new technologies can help climate
activists contribute directly to enforcement of environmental laws and regula-
tions. The pervasiveness of corporate climate washing highlights the limitations
of relying exclusively on monitoring and ‘naming and shaming’ to change
behavior. Calling out bad behavior may be effective in some cases, but to really
change incentives there often needs to be a possibility of imposing sanctions for
continued wrongdoing. As well as improving monitoring, many of the techno-
logical innovations discussed in this section also increase the capacity of
climate activists to assist in enforcing environmental laws and regulations
through independent investigation and litigation (Eilstrup-Sangiovanni and
Sharman, 2022). For example, recent scholarship documents how the growing
sophistication and declining costs of internet-connected devices that can be
used for audio, photo, and video recording allow climate activists to document
environmental abuses and submit court-ready evidence to public prosecutors
with growing ease (Langer and Eason, 2019:794; Eilstrup-Sangiovanni and
Sharman 2021, 2022). Digital technologies also play a growing role in enabling
activists to pursue enforcement of climate laws independently of police and
public prosecutors by bringing legal cases before national, regional, and inter-
national courts (Eilstrup-Sangiovanni and Sharman, 2022).

The ways technology facilitates law enforcement are both similar and differ-
ent to how it underpins more general monitoring. Fundamentally, intervening
against environmental crime requires detailed and reliable knowledge of where
and when it occurs. By leveraging new surveillance technologies, NGOs are
arming themselves (and/or public authorities) with actionable evidence on
where and when to intervene. Some groups use remote sensing and supporting
tools such as GIS as a basis for direct interventions against lawbreakers
(Eilstrup-Sangiovanni and Sharman 2022). For example, maritime groups like
Sea Shepherd have used satellite imagery and GPS to identify, locate, and
physically block illegal fishing boats from causing damage to protected marine
areas (Eilstrup-Sangiovanni and Sharman 2022). Publicly available satellite
surveillance platforms like Global Forest Watch, which provide real-time infor-
mation about activities in global forests, also provide a basis for direct interven-
tions against illegal logging.

Technology is not only useful for broad surveillance but also for more targeted
evidence gathering. In 2010, a small NGO called SkyTruth used satellite images
to document the magnitude of the oil spill caused by the Deepwater Horizon
accident in the Gulf of Mexico. The group was the first to publicly challenge
British Petroleum’s reports of the rate of the spill, showing it was up to five times
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larger than official estimates.’’ SkyTruth’s findings soon made it into mainstream
media and congressional hearings and reports.”® The ensuing Deepwater Horizon
criminal case resulted in the largest ever criminal penalty levied against a single
US entity as BP pled guilty in 2012 to fourteen felony counts and was fined
$4 billion. SkyTruth has since developed a system of round-the-clock alerts of oil
spills using satellite images. The group has also introduced a system providing
alerts of illegal bilge dumping, whereby ships bypass costly pollution prevention
equipment by simply flushing the bilge water directly into the sea. To detect pairs
of vessels meeting at sea, analysts at SkyTruth and Google apply machine
learning algorithms to more than 30 billion Automatic Identification System
messages from boats to find telltale signs of illicit trans-shipments and correlate
these with satellite imagery of oily slicks.’” ‘Once we have reliable data that links
pollution to individual ships, we can make information quickly available to actors
that have the means to do something about it, either NGOs or government
authorities’, says the group’s founder, Jon Amos.*’

As the work of SkyTruth suggests, perhaps the most direct way in which
digital technologies can enable enforcement of climate regulations is by
helping to establish a clear link between specific actions (and actors) and
observable environmental harms, thereby facilitating legal action. Beyond
satellite, a range of digital tools exist to assist sleuthing (Walsh, 2024).
InformaCam is a mobile application developed by WITNESS and the
Guardian Project that can be used to turn pictures and videos captured by
mobile phones into public proof by using geospatial metadata such as users’
GPS coordinates, altitude, compass bearings, light meter readings, and the
signatures of nearby devices to verify the exact time, place, and circumstances
in which a digital image was captured. Because the project aims at evidence
production (rather than general monitoring of wider trends or populations) it
can be described as a ‘data forensic device’ (Bitonti, 2024; Glicksman et al.
2016) that helps activists turn dispersed observations into public proof
(Eilstrup-Sangiovanni and Sharman, 2022; Suman and Schade, 2021).
Satellite-based systems like Climate Action Tracker (described earlier) also
play arole in enforcement by enabling climate litigation against specific high-
emitting corporations (Setzer and Higham, 2023:19-22). Even where it is not
possible to attribute causality in a legally enforceable manner, remote-sensing
can serve to identify cases where the probability of non-compliant behavior
seems high, guiding further on-the-ground investigations which may usher in
legal action.

57 http://skytruth.org/issues/oceans/#sthash. Kxqo8LDO.dpuf.
38 https://crsreports.congress.gov/product/pdf/R/R41531.  >° Bladen 2018.
0 Interview with John Amos, President and Founder of Skytruth, via Skype, 18 September 2020.
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A final way technology facilitates enforcement is through widening access to
open government data that can help activists hold governments legally respon-
sible for lack of climate action. The last few decades have seen a string of high-
profile legal cases in which NGOs have sued governments for failure to heed
their commitments under the 1992 UNFCCC or the 2015 Paris Climate
Agreement on Climate Change (Bouwer, 2020; Bouwer and Setzer, 2020), or
for authorizing environmentally damaging infrastructure (Humby, 2018; Saiger,
2020; Peel and Osofsky, 2018). The first climate litigation case was in Australia
in 1994. To date, there have been more than 2,000 cases in the United States
alone and 767 outside the United States.®’ The majority of cases have been
brought against governments to establish the unlawfulness of administrative
policies and actions that fail to take account of national and international climate
obligations (Saiger 2020; Setzer and Higham, 2023). An example is the suc-
cessful challenge by Earthlife of the South African Government’s authorization
of a new coal-fired power station which rested on the argument that failure to
duly consider South Africa’s commitment under the UNFCCC and the Paris
Agreement made the authorization unlawful.®?

So far, most climate-change lawsuits have been filed against governments.
However, some corporations have also come into the firing line despite not
being parties to the UNFCCC or Paris Agreement (Setzer and Higham, 2023).
In April 2019, seven Dutch NGOs filed suit against Royal Dutch Shell for
failing to align its business model with the goals of the Paris Agreement, despite
publicly endorsing the agreement.®> On May 26, 2021, the Hague District Court
granted the NGOs’ claim and ordered Royal Dutch Shell to reduce its global
CO, emissions by 45 percent compared to 2019 levels by 2030 in what is
considered the first major climate litigation ruling against a corporation. Shell
swiftly appealed the decision, and it is uncertain, at the time of writing, whether
the ruling will stand. An optimistic view is that, whether or not the ruling is
upheld, Shell has suffered significant reputational damage, and the verdict may
serve as a deterrent to other fossil fuel companies.

Yet, despite its growing popularity, climate litigation does not always deliver
successful outcomes for NGO claimants. In February 2023, ClientEarth sued the
board of directors of Shell plc before the English High Court for failing to take
steps to protect Shell against climate-change-related risks. The Court flatly denied
the claim. Setzer and Higham (2023:28) find that, as of 2023, only around
55 percent of climate litigation cases had outcomes favourable to climate action.
Notably, verdicts favouring NGO plaintiffs are more common in cases of ‘climate

1 http://climatecasechart.com (March 30, 2021).
62 https://climatecasechart.com/non-us-case/4463/.  ® Kottasova 2019.
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washing’, which are on the rise in many countries (Setzer and Higham, 2023).%*
Nevertheless, even when courts rule in favour of NGO claimants, defendants
often fail to make meaningful amends, questioning the long-term effectiveness of
climate litigation (Eilstrup-Sangiovanni and Sharman, 2022). It is also important
to acknowledge that litigation strategies, whether to defend indigenous land rights
or hold governments accountable for climate pledges, may only deliver change in
countries with strong and independent judicial systems.

Risks and Limitations of Technology-Based Monitoring
and Enforcement

Climate activists today have greater capacity to collect, analyze, and transmit
data on environmental factors than ever before. As we have seen in this
section, they use this data in manifold ways to monitor the behavior of
governments and corporations and enforce climate policies. Perhaps the
most profound way digital technology can empower climate activists is by
facilitating ‘attribution science’. Scholars of transnational advocacy have long
argued that mobilizing people to act against social wrongs requires advocates
to present a clear and compelling causal story, with clearly identifiable per-
petrators and victims, that can serve to mobilize public outrage (Keck and
Sikkink, 1998). A difficulty facing climate activists, however, is that climate
change is so complex that it is often difficult to determine who is ultimately at
fault. Whilst there are plenty of victims of climate change, identifying those
responsible and linking their actions directly to observed harms has often
presented an insurmountable challenge. This continues to be the case.
However, new digital tools open opportunities for activists to step up moni-
toring, investigation, and enforcement actions, thereby reducing information
asymmetries and altering power balances between activists, corporations, and
states. Today, daily records and images of the entire planet are produced,
accessed, shared, and utilized by non-state actors such as NGOs, corporations,
scientists, and charitable foundations that operate across borders, reflecting
the data’s de-concentration and diffusion from governments to other actors
(Bennetet al., 2022:735). To borrow James Scott’s (2020) phrasing, the ability
to ‘see like a state’ has been extended to non-state actors, ushering in a power
shift.

Despite the opportunities afforded by remote sensing and big data analytics
for enhancing NGO monitoring and enforcement there are also important risks
and challenges. As already discussed, while the costs of commercial remote

4 www.lse.ac.uk/granthaminstitute/wp-content/uploads/2023/06/Global_trends_in_climate

change litigation 2023 snapshot.pdf.
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sensing and computerized data analysis are constantly declining, the financial
means and technical expertise required to access these tools still present
a barrier for many smaller climate organizations and marginalized communi-
ties. For example, many of the indigenous digital mapping projects featured in
this section have been initiated by well-financed NGOs and academic geospatial
labs based in the Global North, demonstrating the uneven distribution of
technological capacities and their correlation with the world’s political and
economic power centers (Bennet et al., 2022:739). There is danger that as
climate activism becomes more tech-heavy it becomes increasingly dominated
by well-resourced NGOs and technical experts, crowding out more bottom-up
civic engagement and alienating local stakeholders.

Another danger is the growing commercial interest in remote sensing and big
data analytics, and the dependence of many digital climate monitoring plat-
forms on funding grants from large tech companies such as Google.org. Despite
their non-profit basis, profit motives may lurk in the background of some such
platforms, feeding into a culture of ‘surveillance capitalism’ which thrives on
mass collection and commodification of personal data by corporations.
Associated with this, there may be personal safety fears arising from the large-
scale collection of sensitive data. Extending remote-sensing tools to marginal-
ized communities may encourage them to collect data that can be of strategic
value to powerful state and corporate actors, with fatal consequences should the
data fall into the wrong hands (Bennett et al., 2022). In one case reported by The
Engine Room (2022), data collected by an environmental group about eco-
logical changes in a forested area were misappropriated by hostile actors who
used it to violently suppress the local indigenous community.

There is a further worry that (over)reliance on technology may narrow or
skew the climate advocacy agenda. Satellite and remote sensing favour
a removed, ostensibly ‘neutral’ perspective over situated knowledge (Bennet
et al., 2022:733), which means satellite-based climate activism can risk becom-
ing detached from local needs. At the project level, prior investment in remote
sensing capacities may favour a focus on factors that can be documented by
satellites and drones (such as changes in canopy cover) over other environmen-
tal factors which may be more important to local communities (Bennet et al.,
2022). At the organizational level, financial barriers and uneven access to
scientific resources currently lead many climate-activist organizations to seek
collaborations whereby they team up with universities, professional organiza-
tions, or tech companies to conduct monitoring and research. While such
collaboration can provide access to state-of-the-art technology, it may also
impose constraints on climate organizations’ strategic repertoires and limit
their ability to set their own agendas and priorities. For example, some activists
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express concern that ‘revolving doors’ between climate non-profits and big tech
companies mean that civil society actors are less prepared to take commercial
actors to task for causing climate harms (Engine Room, 2023).

Crowdsourcing also may not be a silver bullet. The ability to collect and
integrate huge amounts of data at relatively low cost has clear benefits in terms
of allowing climate activists to quickly learn about, document, and publicize
environmental harms. Yet, it also generates new challenges in determining the
veracity of vast amounts of data scraped from public websites or crowdsourced
from unidentified sources (Muller et al., 2015). Representativeness is another
concern, as limited access or financial means to acquire and use digital sensing
devices may exclude some individuals and groups. The danger is that climate
advocacy based on crowdsourced information or citizen science ends up reflect-
ing the priorities of well-connected individuals with abundant financial means
and time on their hands, while being less sensitive to the concerns of wider
populations. More broadly, as Morozov (2013:245) notes, ‘data-as-truth’, or the
reliance on algorithmically produced ‘truthful” guidelines for decision-making,
are based on a scientific tradition that celebrates measurement as seemingly
objective. This may obscure persistent inequalities and gaps in what gets
measured by whom and what therefore counts as ‘truth’. In particular, an
emphasis on quantifiable data can lead to poor representation of indigenous
cultures and knowledge.

Ultimately, despite its promise to challenge states’ information-monopoly,
satellite imagery is generally collected and controlled by government agencies
or large commercial firms who determine what can be seen, in what format, and
by whom, raising doubt about its radical potential (Rothe and Shim, 2018). As
Bennett et al. (2022) remind us, despite the seemingly objective nature of
satellite imagery, its production and analysis are deeply political: Satellite
remote sensing, they emphasize, involves an unequal distribution of resources
both on the ‘supply side’ (those who produce satellite imagery; historically
government agencies and now large commercial firms) and on the ‘demand
side’ (those who have the capacity to acquire, use, or train others to use the data
for different social and political purposes; often well-financed NGOs and
scientific communities in the Global North) (Bennett et al., 2022:730).

Finally, as with digital mobilization and organizing (covered in Section 1),
there is a danger that digitalization may reduce public support for environmental
monitoring and enforcement, because reliance on technology means that local
knowledge and know-how become less and less central to such efforts. As one
interviewee reported to the Engine Room (2022:63), ‘If you build civic moni-
toring initiatives around the tech, at some point they will fail. Social interest will
drop because you started from the tech and found the problem and applied it to
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a given community.” A related worry is that growing reliance on digital tech-
nologies in climate activism may constrain alternative practices and perspec-
tives. We see a real risk that fascination with the affordances of technology can
sometimes lead activists to reject potentially more effective ‘low-tech’ solu-
tions, or that a focus on trialling new technologies for broad use can lead to local
needs being overlooked. The question, then, is not whether satellite and other
geospatial technologies are a godsend for climate activism, but rather to what
extent, and how, NGOs can adapt to these challenges and harness these tech-
nologies for positive change.

Undoubtedly, uneven access to technologies, and dependence on govern-
ments, scientific communities, or large tech corporations (even if indirect) will
continue to pose challenges for climate organizations seeking to harness remote
sensing. Yet, technological infrastructures are constantly evolving. At the time
of writing (March 2024), a new satellite, ‘MethaneSAT’, has recently entered
Earth’s orbit aboard a SpaceX rocket launched from the Vandenberg Space
Force Base in Southern California. MethaneSAT is said to be the world’s most
advanced methane-detecting satellite and could soon play a key role in combat-
ting climate change by monitoring and publicizing methane emissions from oil
and gas fields worldwide in real time and making this data freely available to
anyone. Crucially, the $88 million satellite was developed and funded by the
Environmental Defense Fund, making it the first satellite to be owned and
operated by an environmental non-profit.®’

Conclusions and Questions for Further Research

The benefits and challenges of employing digital technologies for climate
monitoring and enforcement raise important questions for scholars. One ques-
tion is whether digitalization delivers on its promise of bringing more voices to
the table, or merely serves to create new digital divides in the fight against
climate change. Another is whether digital monitoring and appeal to ‘objective
data’ get us any closer to building political consensus in a post-truth world,
where people are often more likely to accept arguments based on emotions and
beliefs than based on facts, and where climate disinformation is ripe. There are
further questions about whether a growing emphasis on collecting and analyz-
ing large-scale quantitative data impacts the goals and theories that climate
change activists pursue in the sense that ‘techno-centricity’ means the strategic

5 www.methanesat.org. However, optimism regarding the future ability of climate NGOs to

operate their own satellites and thereby achieve autonomous monitoring capacity must be
tempered by the observation that launching MethaneSAT required the cooperation of SpaceX
and the New Zealand Space Agency, among other corporate and governmental actors.
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repertoires of climate groups become increasingly shaped by the ability to
collect quantifiable data on target issues.

Finally, scholars might consider whether ‘datafication’ influences participa-
tion in and sustainability of climate activism over time. As we have noted, users
of big data are often not climate activists ‘in general’, but highly skilled data
scientists. Compared to traditional activists for whom working on a cause may
be a life-long commitment, our interviews suggest that data scientists and
software technicians often have ‘revolving door’ careers where they move
between climate non-profits and tech companies or other for-profit enterprises,
meaning that their commitment to a given cause may be more fleeting. In turn,
there may be a risk that more traditional activists find themselves marginalized
and demotivated in an environment that increasingly prices digital skills. These
are important questions on which more research is needed to understand how
digitalization is impacting climate activism, both in the short and long term, and
to enable climate activist groups to benefit from technology.

3 Lobbying

Climate activists are perhaps most visible when they stage mass protests, ‘name
and shame’ corporations, or take direct action to shut down dirty power plants or
block new fossil-fuel infrastructure through the courts (see Section 2). So far, our
discussion has focused on how climate activists operate ‘outside’ the political
system (and the corporate world) to put pressure on decisionmakers — either
indirectly through mobilizing public opinion and organizing communities, or
directly through confrontational strategies like direct action and litigation.
However, many climate organizations also use so-called ‘inside’ strategies of direct
interaction and dialougue with policymakers (Dellmuth and Tallberg, 2017).
Prominent inside tactics include meeting with decisionmakers, offering expert
policy advice via policy reports and analyses, and informing decisionmakers
about the views and needs of the constituencies climate advocates represent.
A wide range of climate organizations have gained access and influence at the
United Nations Framework Convention on Climate Change (UNFCCC) and other
international policy fora based on their climate expertise (Allan, 2021). Other
groups focus more on lobbying decisionmakers at local, regional, and national
levels. Their lobbying activities increasingly rely on advanced digital tools.

In this section we briefly explore the impact of technology on strategies of elite
lobbying and expert policy advice, before moving on to focus on how digital
technologies support organizational formation and fundraising in Section 4.

The importance of political lobbying can hardly be overstated. Influence Map
is an independent think-tank that produces data-driven analysis on how big
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business and finance are impacting the climate crisis. Influence Map maintains
a database of 500+ major companies and 250 industry organizations, integrat-
ing data on their lobbying activities with emissions metrics to demonstrate
how corporate lobbying weakens policies on emissions trading, carbon taxes,
clean power, shipping, aviation, and vehicle regulations, and linking these
effects of industry lobbying directly to increased GHG emissions.®®
Meanwhile, a growing body of academic research suggests that a major barrier
to climate action in many countries is political lobbying by emissions-
intensive industries that oppose climate action — particularly oil, gas, and
coal (Brulle and Downie, 2022; Downie, 2023). For example, in the United
States, more than $2 billion was spent on climate lobbying between 2000 and
2016, with organizations opposed to climate action outspending environmen-
tal organizations and renewable energy corporations by a ratio of 10:1 (Brulle,
2018). While better regulation of the political activities of fossil fuel compan-
ies and trade associations is crucial to balancing the scoreboard,’” effective
‘counter-lobbying’ by the climate movement is equally essential.

We here focus on how digital technologies can serve to reduce informa-
tion asymmetries and equalize power between non-state climate actors on
the one hand, and public policymakers and corporate lobbyists on the other
hand. Elite lobbying has traditionally centered on cultivating personal
relationships with policymakers through social events like private dinners,
celebrity talks, financial contributions to political campaigns or parties, and
meetings with Chiefs of Staff and Ministers.® Traditional lobbying has
also relied on paid advertisements in legacy media and using consultancy
firms to prepare detailed policy submissions. These activities all require
significant amounts of time, political access, and money. For larger and
wealthier interest groups with strong historical ties to policymakers — for
example, major industry organizations or trade associations, but also some
legacy NGOs — such traditional lobbying methods still constitute an
important way of gaining political influence. But for smaller and less
established climate organizations on tighter budgets, the digital age has
created new opportunities for effective lobbying that relies less on face-to-
face contact, established connections, and legacy media ads and more on
digitally mediated promotion of political interests directly to individual
policymakers.

6 https://influencemap.org.

7 The ‘Global Standard on Responsible Corporate Climate Lobbying’ sets out principles for
companies and investors to ensure that lobbying efforts are directed towards the attainment of
the Paris Goals. https://climate-lobbying.com.

8 www.adlconsulting.it/en/blog/articoli/the-digital-lobbying-process/.
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Speeding Up the Lobbying Process

As for other domains of climate activism, the most direct way digitalization is
changing climate lobbying is by rationalizing and speeding up familiar practices
through use of information technology and social media for communication.
While traditionally, lobbyists might invest large amounts of time and effort in
seeking to convince voters to phone a policymakers’ office to register their
concerns, or seeking to arrange face-to-face meetings with decision makers,
today online petitions and flash emails can achieve the same effect cheaper and
faster (Vromen et al., 2022; Stiirmer et al., 2023). For example, activists can
create links that automatically draft email templates for individuals to send to
public officials or use social media platforms to organize virtual assemblies that
bring together local climate constituencies and decisionmakers. Thanks to such
digital lobbying tools, the cost to a lobby group of generating a few hundred
email messages from concerned citizens does not differ significantly from the
cost of generating thousands. In turn, this means that the reach of an organiza-
tion’s social networks and its ability to mobilize concerned citizens often
become more important for gaining political access than organizational
budget.” On the other hand, the very fact that digitalization makes it easier to
generate large volumes of messages from mobilized constituencies may also
mean that these messages are more easily discounted by decisionmakers
(Cluverius, 2015).

Leveraging Open Government Data

The effects of digital innovation extend beyond reducing the cost of familiar
lobbying practices through using social media for communication. The explo-
sion of open government data and advanced data analytics also holds potential
to transform lobbying processes at a more strategic level (Bitonti, 2024). For
example, during the initial phase of a lobbying campaign, digital information-
management platforms enable round-the-clock monitoring of policy proposals,
legislative changes, social media posts by politicians, public sentiment, and the
positions of various stakeholder groups, thereby simplifying the process of
monitoring and analyzing political developments. Meanwhile, advanced data
analytics enable the use of sophisticated algorithms that can be used to filter,
rationalize and fact-check large amounts of information. With many hundreds
of policy proposals introduced every year in some jurisdictions, merely compil-
ing information, let alone analyzing draft legislation to understand the possible
implications of existing or new proposed regulations, can be a daunting task.

 https:/lobbyit.com/digital-advocacy-in-2024-how-online-platforms-are-reshaping-lobbying/.
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Here, web-crawling tools that automatically monitor specific pages of parlia-
mentary, congressional, or other legislative websites and download and system-
atize information according to project type, sponsors, and stage of progress
through the legislative process, can be a real game-changer in helping climate
activists stay abreast of political developments — for example, by generating
automatic alerts about new legislative proposals submitted on matters of particu-
lar interest to them (Bitonti, 2024). In what follows, we briefly consider how
digital ‘legislative observatories’ are changing processes of elite lobbying.

Legislative Observatories

Traditionally lobbying has relied on relatively limited sources of information
gleaned from personal connections with policymakers, or ‘policy insiders’, and
from limited surveys and focus groups. In contrast, today’s digital lobbyists can
draw on much wider information to inform their strategic decisions (Bitonti,
2024; see also Stiirmer et al. 2023). ‘Legislative observatories’ (or also known
as ‘policy observatories’) are digital platforms that use web scraping technology
to compile information of interest from the websites of legislative assemblies
such as the United States Congress or other national parliaments — automatically

and repeatedly.”’

These platforms produce a clear visualization of relevant
projects being debated by legislators. Since they eliminate the work of manually
downloading and cataloguing information (which can often add up to thousands
of pages), they free up more time for legal and impact analysis, or for producing
policy reports. Policy observatories can also be used to track the legislative
histories of individual politicians, including the proposals they have submitted
in the past, their record of voting, and so on. In turn, this can serve to identify
opportunities for individually targeted lobbying of policymakers who may be
pivotal to a given decision or who may be favourably disposed to act on climate
issues.

An example of a legislative observatory is Climate Cabinet Education, an
American non-profit that has built the largest database of state and local
climate action in the United States, tracking the voting records of more than
5,000 state, city, and county policymakers, and over a million other data
points — from clean energy jobs to public health impacts of pollutants.”’
Climate Cabinet Education integrates this data to produce a ‘climate heatmap’
that identifies critical leverage points for influencing political decisions on
clean energy and environmental justice. By tracking records of support for

7% www.ilo.org/wemsp5/groups/public/—ed_dialogue/—act_emp/documents/publication/

wems_887579.pdf.
"1 https://climatecabineteducation.org/.
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green policies and providing contact information for local and state decision
makers, the climate heatmap provides journalists, activists, and the wider
public with crucial information about what climate legislation is being con-
sidered in state legislatures across the United States, and how to identify
political leaders who are key to influencing these decisions. As Climate
Cabinet’s website states, ‘State and local leaders are critical for solving the
climate crisis. Yet with 500,000 local policymakers throughout America, it’s
hard to know where to start to make the biggest climate impact now. At
Climate Cabinet, we make this numbers game easy ... We’ve built the largest
database of state and local climate action ... to find leaders with outsized
opportunities to act on climate and environmental justice. Then, we activate
our team of clean energy professionals, policy experts, former caucus staff,
data scientists and organizers to make sure these key leaders have the policy
support they need.”’”” The website highlights efficiency gains from using
digital technologies to identify opportunities for targeted lobbying and policy
support: ‘Fossil fuel interests are rich and vastly overpower clean industries.
We can use automation to do more with less. We’re connecting the dots and
building shared resources for the movement.””

Another climate-focused policy observatory, with more global reach, is
Climate Policy Radar.”* This initiative, which is led by a team of inter-
national experts in climate-change law and machine learning and supported
by several British universities and scientific institutions, uses advanced
data science and Al ‘to map and analyze the global climate law and policy
landscape to provide a comprehensive overview of what climate change
interventions are being implemented, by whom, and where, and to model
the potential impact of different climate laws and policies.” Climate Policy
Radar’s database consists of national submissions to the UNFCCC along
with thousands of laws, policies, strategies, and action plans from national
and subnational governments in different countries, providing a powerful
source of information for climate activists around the world to assess
political proposals, highlight insufficient government action, and lobby
for new policies. Yet another relevant platform is the policy observatory
of the Open Future Foundation, which tracks European legislation with
potential to advance openness and contribute to a digital public space

maximizing the social benefits of shared data, knowledge and culture.”

7 https://climatecabineteducation.org/about-whoweare/.
7 https://climatecabineteducation.org/about-whoweare/.
™ https://climatepolicyradar.org/what-we-do. > openfuture.edu/observatory.

Downloaded from https://www.cambridge.org/core. IP address: 18.118.141.122, on 22 Dec 2024 at 19:36:29, subject to the Cambridge Core terms of
use, available at https://www.cambridge.org/core/terms. https://doi.org/10.1017/9781009483544


https://climatecabineteducation.org/about-whoweare/
https://climatecabineteducation.org/about-whoweare/
https://climatepolicyradar.org/what-we-do
https://www.cambridge.org/core/terms
https://doi.org/10.1017/9781009483544
https://www.cambridge.org/core

56 Organizational Response to Climate Change

Engaging Policymakers with Digital Tools

Moving on from policy monitoring and analysis to the design and implementa-
tion phase of lobbying campaigns, digital analytics can aid in strategic priori-
tization by identifying specific opportunities for lobbying decisionmakers and
forecasting expected results (Bitonti, 2024). As Bitonti explains, much like A/B
testing can help activists mobilize support for mass protests or other campaign
actions (see Section 1), Al algorithms can run simulations and evaluate the
likely outcomes of different lobbying campaigns and tactics, using publicly
available data such as the outcomes of earlier campaigns, and previously
recorded votes by members of a legislative body. Digital monitoring and data
analysis can also assist advocates in building strong partnerships and coalitions
by identifying like-minded stakeholders (Bitonti, 2024).

Shaping political agendas not only requires climate advocates to pinpoint
crucial decision-points, and frame issues in ways that can break through polit-
ical barriers and capture decisionmakers’ attention. It also requires them to
present credible evidence to make a compelling case for political change. Here,
new information sources like satellite and remote sensing data, open govern-
ment data, and citizen science projects (described in Section 2) have made it
easier for climate lobbyists to evaluate the impact of alternative policies and to
present a case for new climate laws and regulations, based on strong evidence.
This has, in turn, helped to narrow the gap in expertise and knowledge between
non-state climate advocates and public policymakers or state-backed scientific
institutions. More broadly, as Fung and O’Rourke (2020) note, publicly avail-
able ‘big data’ can help to level the playing field in pitched interest-group battles
over environmental issues. To fix ideas, open government databases such as the
E-PRTR (see Section 2), and online databases of national submissions to the
UNFCCC give activists direct access to government-legitimated information
about political pledges, targets, and regulatory initiatives (and their effects on
target actors), which activists can use and repackage to bolster their proposals
for new legislative and regulatory measures (Fung and O’Rourke, 2020).

Finally, digital tools such as infographics and 3D maps can enhance lobbying
campaigns by helping advocates to present complex data in easily understand-
able formats. Effective political lobbying often depends on making complex
problems intelligible to busy decisionmakers and presenting clear, actionable
solutions. Here, advanced data analytics can help lobbyists transform complex
data into more accessible and user-friendly information that allows policy-
makers to grasp complex problems and proposed solutions more easily.

Of course, the same digital tools that benefit climate advocates also benefit
large business organizations or fossil-fuel lobbyists. Still, in a context where
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corporate actors and business associations typically have greater financial
power and enjoy more direct political access than most NGOs and civil society
groups, digital tools may help to narrow the gap in access to information,
expertise, and analytic capacity, thereby opening the door to more effective
lobbying by a wider range of progressive climate change actors.

Limitations and Risks of Digital Lobbying

The potential limitations and dangers of relying on digital technology to support
lobbying are similar to those identified for general digital monitoring and
enforcement activities: Using Al and big data analytics to identify urgent
political issues and gauge potential support for different legislative solutions
may mean that local concerns, or issues at the margin of mainstream political
debates, recede into the background. Policymakers may tire of being bom-
barded with ‘boilerplate’ email and social media messages from concerned
citizens and their representatives, and the lack of ‘authenticity’ of such mes-
sages may make it harder to judge the real extent and depth of public concern.
Possibly, zoom-meetings and digital assemblies cannot meaningfully replace
personal ties to policymakers forged at private dinners or other face-to-face
social events. Individual climate lobbyists may also feel alienated by a growing
emphasis on computerized work-processes and digital skills. On the other hand,
compared to climate activists at large, many elite lobbyists, including those
working for non-profit organizations, may see lobbying more as a career choice
and therefore be more willing to invest in acquiring the necessary digital skills
to stay at the forefront of developments in their profession.

It would be amiss not to acknowledge that corporate lobbying by carbon-
intensive manufacturing industries, chemical industries and fossil fuel
companies vastly outstrip the lobbying activities of pro-climate groups
(InfluenceMap, 2024). These industries have a long history of seeking to
undermine climate-friendly regulations and exaggerating the potentially
negative economic consequences of green policies. Like many climate-
activist groups, these companies are adept at exploiting digital lobbying
tools, but also have large numbers of highly paid and professionally trained
lobbyists permanently stationed in places like Washington, Brussels, and
other centers of global policymaking. It thus continues to be the case that
big money buys wider access and greater potential influence on policymaking.
Thus, far from being an even playing field, elite lobbying may perhaps be
better described as a field where climate activists need to think pro-actively
and creatively about how to harness digital tools to play at all.
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Conclusions and Questions for Further Research

Very little research has examined the effects of using legislative observatories or
other digital platforms to design and manage lobbying campaigns, and we are not
aware of any studies that explore how digitalization is changing the landscape of
climate lobbying, specifically. Indeed, much research on lobbying strategies still
tends to focus on a largely outmoded set of pressure strategies, ranging from letter-
writing campaigns to phone calls, or face-to-face meetings with decision-makers
(Chalmers and Shotton, 2016). Hence, this is an area where more research is
urgently needed. Specifically, we see a need for comparative work on how digital
lobbying works in different political systems and cultures. Scholars should look at
how climate lobbyists operate in some of the biggest democracies (India and
Indonesia) as well as the largest and most entrenched authoritarian regimes
(Russia and Iran), which tend to be understudied when compared with democracies
in the Global North. There is also a need to reflect on whether and how the profiles
and career pathways of climate lobbyists are changing due to new technologies.

4 Forming, Fundraising, and Networking

In 2013 a conservative Australian government, led by Tony Abbott, decided to
abolish the government’s Climate Commission. The response was fast, and
furious, as climate advocates decided to fundraise for a new and independent
Climate Council. Rather than knocking on doors or launching a TV advertise-
ment campaign, they ran a crowdfunding campaign. In just over a week, in the
biggest crowdfunding campaign in Australian history at the time (McLean and
Fuller, 2016), they fundraised $1.1 million from 16,000 ‘founding friends’
(Climate Council, 2023). The Climate Council was established as a not-for-
profit charity with a mission ‘to be a courageous catalyst propelling Australia
towards bold, effective action to have emissions plummet during the 2020s and
hit net zero by 2035°. As this example illustrates, digital technologies can enable
new organizations to be launched at low cost, and very quickly.

This section explores how the internet and social media platforms have made it
easier to establish and fund climate activist organizations with both local and global
scope. While International Relations literature has been relatively silent about how
NGOs form and fundraise, there is a large scholarship in political science on the
importance of digital technology in funding party-political campaigns (Gerbaudo,
2018; Gibson et al., 2014; Kreiss, 2016; Karpf, 2012). Meanwhile, scholars of
social movements and transnational networks have focused on how social media
enables ‘leaderless’ social movements to form, but not on the implications of these
platforms for formal organizations (Gerbaudo, 2012; Shirky, 2008). Yet, to under-
stand the organizational ecology of contemporary climate advocacy, it is crucial to
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understand why particular organizational forms emerge, and when; why first
movers may have an advantage, over latecomers; and which organizational
forms thrive in different environments.

This section examines how digital technologies have changed the process of
founding new organizations, raising funds, and networking among organiza-
tions. As in other sections, our focus is specifically on climate organizations,
although other advocacy organizations are also likely to benefit from the
technology described here. As explained in the Introduction to this Element,
we believe that the dynamics of organizational formation, funding, and net-
working in the climate advocacy sector are particularly important to analyse
since we have seen the emergence of a wealth of new climate activist groups in
recent years, making use of digital tools.

Organizational Formation: Recruiting Members and Establishing
an Organization

Transnational advocacy scholars have had relatively little to say about the costs,
risks, and processes of setting up new advocacy organizations, but have instead
tended to focus on the strategies, tactics, and networking patterns among
advocacy organizations once established. This is surprising, given the large
number of new climate advocacy organizations emerging in the last decade —
from 350.org to Extinction Rebellion, Fridays For Future, and Last Generation.
Digital technology facilitates the establishment of new organizations and move-
ments — even if it is not the decisive factor in why new organizations emerge.
Social media enable activists to find each other more easily and coordinate
online (Shirky, 2008; Margetts et al., 2015). One tweet or Facebook post can
reach thousands of people and encourage others to take action (Margetts et al.,
2015; Dennis, 2019), as illustrated by Greta Thunberg’s lone protests outside
the Swedish parliament which inspired thousands to replicate her actions.
Budding climate activists can connect via social media and cooperate to develop
new organizations like Fridays For Future. Although not all social movements
become formalized advocacy organizations (some remain diffuse, loose net-
works), digital technologies have enabled social movements to scale more
quickly (Tufekei, 2017; Hall, 2022). Founders of new climate organizations
frequently use social media, email communications, and online petitions to
recruit new members. Digital advocacy organizations like 350.org, MoveOn,
Campact, and GetUp! also pioneered new forms of membership (Karpf, 2012).
Rather than requiring members to pay annual subscriptions or attend regular
meetings, they simply ask members to sign up to email communications, and
encourage them to sign online petitions and share social media posts. This
lowers barriers to setting up an advocacy organization, although it also means
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that members may not identify as closely with the organization (Karpf, 2012;
Fisher, 2019; Hall, 2022).

Technology has also reduced operational costs for climate advocacy organ-
izations (Karpf, 2012). The internet lowers transaction costs of recruiting
volunteers and coordinating among staff. Organizations can run low-cost events
online whether podcasts, live-streamed discussions, or zoom calls. Advocacy
organizations no longer need to pay for fixed office space but can ask staff to
work from home on their own computers. Some organizations remain fully
remote throughout their existence; for example, the Engine Room is a ‘global,

fully-remote team’’®

as is MoveOn (Karpf, 2012). However, many activists we
interviewed also highlighted the importance of in-person meetings with col-

leagues, volunteers, and supporters (Hall, 2022).

Fundraising

‘It’s hard to remember, but in 2008 it was very difficult to accept donations
globally.””’

—Nathan Woodhull (Software Engineer, Community Organizer,

and Founder of Control Shift Labs and Daisy Chain)

Online donations are one of the most popular ways for individuals to fund NGOs
today. Yet, as Nathan Woodhull noted, less than twenty years ago it was difficult for
advocacy organizations to fundraise from multiple countries online as it required
the creation of custom software.”® For example, Wikipedia had to write their own
software to fundraise internationally from members.”” By contrast, today many
current climate organizations rely predominantly on online donations from mem-
bers. It is cheaper to seek donations via email or social media than hiring street
canvassers, sending out letters, or making televised appeals. Some organizations
also use digital analytics to test the subject, content, formatting, and timing of
fundraising emails to maximise returns. For example, MoveOn has tested which
colour ‘donate button’ earns most donations (Karpf, 2016). MoveOn also calcu-
lates how much money an email is likely to raise if it is sent to everyone at once,
versus to a smaller segment of the list at a time (Hall, 2022). In future, Al may be
useful in generating more effective, and cheaper, fundraising appeals. For example,
the Good Data Institute has developed an app, ‘Chuffed GPT’, which uses Chat
GPT to create targeted campaign content and emails to supporters. Staff simply

enter a prompt, and the app produces a complete draft of a fundraising email.*

The Engine Room ‘Jobs” www.theengineroom.org/jobs/.

"7 Interview with Nathan Woodhull, 22 November 2023.

78 Interview with Nathan Woodhull, 22 November 2023.

7 Interview with Nathan Woodhull, 22 November 2023.

Good Data Institute ‘Chuffed GPT: An Algorithm for Altruism’, www.gooddatainstitute.com/
post/chuffed-gpt-an-algorithm-for-altruism (last viewed 13 December 2023).
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Across the world there is a growing tendency towards donating to organiza-
tions online. Over fifty percent of individual donors prefer to give online with
a credit or debit card over other forms of donation (direct mail/cash/bank or wire
transfer or PayPal) (Nonprofit Tech for Good, 2018:6). There is, however,
significant global variation in how people prefer to give. Africa has the highest
rates of donors who prefer to give via mobile money (9 percent), as mobile apps
to transfer funds between individuals have been around for a long time (e.g.,
Mpesa in Kenya). In Asia, 52 percent of donors prefer to give online with
a credit or debit card; 13 percent with cash; and 2 percent via mobile money.

Another important trend noted in the 2020 Global Giving Report is that 49 per-
cent of individuals give recurring donations — whether weekly, monthly, quarterly,
or annually (Nonprofit Tech for Good, 2020). These regular donations give organ-
izations more financial security and enable longer-term planning. The Global
Giving Report data does not focus specifically on climate advocacy organizations,
nor does it include other forms of financing (say, government, foundations, or
corporate donations). Nevertheless, these trends in individual donations are import-
ant, given that many new environmental organizations do not accept donations from
corporations or governments. What’s more, getting a large pool of supporters to
give small amounts of money may increase public support and legitimacy as more
people feel directly involved, and as people can directly ‘buy into’ specific projects.

In sum, digital platforms have widened the funding models available to
climate organizations. This may be particularly important for organizations
operating in hostile climates such as repressive countries where NGOs are
barred from accepting foreign funds (Chaudhry, 2022) or where there is high
density of organizations, resulting in stiff competition for funding from foun-
dations and governments (Bush and Hadden, 2019).

There is a need for further research on the financing of climate advocacy
organizations and on changes to funding patterns over time, particularly as there
are large differences in organizational budgets (see Figure 5). Interestingly, the
organizations that have the least funding (for example, Extinction Rebellion or
Sunrise Movement) are often seen as the most effective at mobilizing and
gaining media attention, compared to older, more established NGOs like
Greenpeace or WWF (Ozden, 2022). Sunrise Movement relies mostly on
volunteers and focuses almost exclusively on advocacy, while WWF has paid
professional staff and dedicates much of its resources to delivering conservation
projects around the world, rather than advocacy.®' This is not surprising: NGOs
tend to professionalize over time, and as a result require more funding to support
bureaucratic functions such as grant writing, reporting, and compliance).

81 WWF-US. 2023. Annual Report, https://files.worldwildlife.org/wwfcmsprod/files/
FinancialReport/file/8yisj3spgl WWEF_AR2023 12 20.pdf.
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2021 Revenue
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Figure 5 Revenue of US environmental organizations.®

Coordinating and Networking

Digital technology has been pivotal in connecting climate activists both domes-
tically and internationally. Scholarship on transnational advocacy in the 1990s
highlighted how fax, email, and cheaper flights enabled denser transnational
networks to form (Keck and Sikkink, 1998). Since then, technology to support
international networking has evolved dramatically. When 350.org was formed in
2008 they did all their coordinating via email and skype, which was a giant leap
forward from connecting via letter, fax, or phone in terms of increasing speed and
reducing costs. However, as Jon Warnow, the first lead digital campaigner for
350.org explained to us: ‘we struggled just to do basic stuff on Skype in the aughts
in 2008, 2009, and honestly, it wasn’t until . . . maybe like 2015, 2016, when this
stuff [online video conference calls] actually became much more usable.”™
Warnow explained that Zoom enabled a breakthrough in building trust within
350.0rg’s networks as ‘there’s nothing like being able to see people’s faces to
enable really good collaboration across borders, across cultures, all that
stuff.” Since the COVID-19 pandemic, numerous other digital tools and plat-
forms, such as Slack, have become common tools for coordination and network-
ing within and between climate advocacy organizations.

82 This graph is produced by the authors, based on each organization’s Annual Report and/or IRS
990 Form.
83 Interview with Jon Warnow, 22 November 2023.

Downloaded from https://www.cambridge.org/core. IP address: 18.118.141.122, on 22 Dec 2024 at 19:36:29, subject to the Cambridge Core terms of
use, available at https://www.cambridge.org/core/terms. https://doi.org/10.1017/9781009483544


https://www.cambridge.org/core/terms
https://doi.org/10.1017/9781009483544
https://www.cambridge.org/core

Climate Activism and Digital Technologies 63

Technology has also facilitated the growth of large inter-organizational
networks, from the Climate Action Network to 350.org. An illustrative
example is the Fossil Fuel Non-Proliferation Treaty (FFNPT), which was
established in late 2019. The FFNPT had to operate largely online for the
next two years due to the Covid pandemic, but thanks to digital technology,
especially Zoom and Slack, participants forged a large and diverse network
including 80 cities and subnational governments, over 5,000 individuals and
hundreds of civil society organizations across the world.** The network has
members in almost every country in the world, and has also built alliances
with indigenous peoples in the Amazon and Pacific Island leaders.
Additionally, FFNPT activists have coordinated open letters from 101
Nobel laureates; 200 health institutions, 3,000 scientists and academics;
and faith institutions representing more than 1.5 billion people.*” They
coordinated many of these initiatives during the pandemic, when travel in
person was extremely difficult, relying largely on digital technology to grow
the network.

Challenges and Risks of Online Founding, Funding,
and Networking

Despite the many benefits, there are also risks and limitations entailed in
building coalitions and networking online. First, social media often cannot
replace the power of meeting in person. Research has found that activists
build more trust and stronger alliances when interacting face to face com-
pared with online (Hall, 2022). Second, as already discussed, not everyone
has access to cheap, reliable internet (Schradie, 2018; 2019). Hence, some
individuals and groups are more likely to participate in online networks than
others. Third, as we discuss in Section 5, there may be risks to forming
transnational alliances online, as governments can collect data on online
activities and repress or restrict activism (Chaudhry, 2022; Chaudhry and
Heiss, 2022; Dauvergne, 2020; Feldstein, 2021; Gohdes 2020). There are
many examples of environmental activists being targeted, even murdered,
by state authorities that use facial recognition cameras and machine learning
to suppress dissent. In 2017, in the Philippines alone, there were 48
documented murders of environmental and land activists in which state
authorities were likely involved (Dauvergne, 2020:162). Finally, just as it
benefits pro-climate activists, digital technology for coordinating and

8 Fossil fuel treaty, ‘Endorsements’ https://fossilfueltreaty.org/endorsements (last accessed 24 April
2021).

85 Far-right politicians like former President Donald Trump, and former Brazilian President Jair
Bolsonaro and their followers, have used Twitter to attack activists like Thunberg online.
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networking can, obviously, also be harnessed by groups seeking to obstruct
climate action. Groups that spread conspiracy theories, undermine climate
science, and question policies to tackle climate change are also using
technology to fundraise, recruit members, and network transnationally,
and are harnessing social media platforms like X (previously Twitter) to
attack climate activists online.*®

Conclusions and Questions for Further Research

Digital technologies have enabled new climate advocacy organizations to
form, fundraise, and network at a wider scale than ever before. However, we
need further research on population-wide impacts of digital technology. Have
more climate activist organizations been founded in the digital era thanks to
the ease of finding members and potential donors? Has there, for example,
been an increase in crowd-funded organizations? Or are other factors driving
population growth, for example, a younger generation’s frustration with
established environmental NGOs and their lack of urgency and radicalism in
tackling climate change? This would be consistent with the trend of new
groups — like XR, FFF and Last Generation — pioneering more radical actions.
Is the growth of organized climate activism a lasting trend or a ‘fad’ triggered
by temporary enthusiasm for the possibilities offered by new technologies?
We know that the creation of new international NGOs focused on environ-
mental conservation has stagnated in the United States (Bush and Hadden,
2019) but is the same true for climate organizations in the United States and
elsewhere?

We also do not know enough about how newer climate activist organizations are
funded, and the extent to which funding models differ between newer and older
generation groups. This is an important area for further research given that funding
not only assures organizational survival, but also determines who organizations are
reliant on and accountable to.

Another set of questions pertain to the implications of the rise in crowdfund-
ing for organizational strategies, legitimacy, and impact. If climate organiza-
tions are less reliant on large philanthropic donors, does this allow them to adopt
more radical goals, strategies, and tactics? Are the newer generation of climate
advocacy organizations, which have largely recruited their members online,
more effective at mobilizing the public than an older generation of profession-
alised environmental NGOs? Or do members who have signed up online have a

8 Right-wing groups and individuals are much more likely to be climate-sceptic than those on the
left (Dobson, 2016:92; Lowles, 2021:57). Although some far-right activists have also cited
climate action as part of their rationale for atrocious attacks against immigrants; and justifying
violent terrorism (Lowles, 2021).
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lower sense of affiliation with these organizations and therefore less willingness
to take action? Examining how advocacy organizations recruit staff, volunteers,
and members and how they fundraise is important for understanding these
organizations’ robustness and potential impact over time.

5 The Dark Side of Digital Technologies

While it can support climate activism, modern information and communication
technology can also be part of the problem. Digital technologies have a significant
carbon footprint, climate activists face growing digital surveillance and online
attacks, and social media platforms are found to spread disinformation about
climate change. Meanwhile, many communities at risk from climate change lack
access to basic digital resources, from reliable internet access to trustworthy online
information in their own language (Engine Room, 2023). These downsides mean
that, for some, initial optimism about digitally empowered activism as a tool to
build broader social movements and bypass state control has given way to
pessimism. Brett Solomon, founder and executive director of Access Now,
a global non-profit digital rights organization, puts it bluntly: ‘the internet has
stopped being our friend and is increasingly becoming our enemy. The balance

has shifted. Tech often weakens activists” ability to achieve their goals’."’

Digital Repression

Just as the advent of digital media has broadened opportunities for political
activism, it has also increased the instruments available to states to repress their
citizens by surveilling, manipulating, and censoring digital information flows
(Gohdes, 2020; 2024; Crawford, 2021). Common repression tactics include
blocking platforms, disabling VPN, forcing the release of user data from online
platforms, or relying on biometric surveillance such as facial scans to identify
and track dissenters (Funk et al., 2023; Earl et al., 2022). Some states regularly
shut down the internet to quell public dissent or create their own fenced-off
versions that they tightly control (Gunitsky, 2015). For example, China’s ‘Great
Firewall’ — a combination of legislative measures and technologies used to
regulate the internet — aims to keep foreign content out, and the Chinese
government reportedly spends $6.6 billion per year monitoring what goes on
inside (Crawford, 2021).

A key concern is that digitalization allows for more targeted violence against
activists. Recent studies find evidence of growing targeting of individual activists
via digital platforms where they’re first identified, subjected to trolling, in some

87 Interview with Brett Solomon, 28 November 2023.
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cases doxed,88 and in extreme cases, tracked down and killed (Engine Room,
2023; Earl et al., 2022; Gohdes, 2024). A report by Freedom House (2023),
‘Freedom on the Net’, found that in fifty-five of seventy countries sur-
veyed, people faced legal repercussions for expressing themselves online,
while there were examples of people being physically assaulted or killed
for their online commentary in forty-one countries. Some of the groups
most vulnerable to online repression and state violence include indigenous
climate activists seeking to protect their lands against logging and mining,
and small island state activists campaigning against increased emissions.*’
As COP28 kicked off in Dubai in 2023, many climate groups were
warning that the United Arab Emirates Government would target activists
with spyware.”” However, digital repression is not limited to autocracies.
For example, British police have monitored social media to make pre-
emptive interventions and arrests before protests occur, while US police
have used Stingray surveillance devices to monitor protesters’ mobile
phones (Earl et al., 2022:2).

While state repression in the digital era shares many similarities with pre-
digital repression — most obviously the fundamental aim of limiting and
controlling information — Earl et al. (2022) highlight how digital technologies
can change both the aims and scope of information control. Whereas pre-
digital censorship focused on suppressing knowledge and changing beliefs by
preventing undesirable information from circulating, digital censorship fur-
ther suppresses individuals’ ability to communicate with and be seen by others
(Earl et al., 2022). This acts as a barrier to community building, social
mobilization, and campaigning. As Brett Solomon of ‘Access Now’ reflects,
‘the targeted use of spyware, take Pegasus as an example ... it’s like weed-
killer. It kills speech, privacy, association, it kills everything’.”' Notably,
Access Now was created with the specific aim of helping activists who face
online intimidation and attack. The group operates a 24/7 ‘digital security
helpline’ for activists in nine languages, which states: ‘If you’re at risk, we can
help you improve your digital security practices to keep out of harm’s way. If
you’re already under attack, we provide rapid-response emergency
assistance’.”” This is one way activists can adapt to and circumnavigate
repression (Gohdes, 2024).

Doxing involves publicising personally identifiable information about an individual or organ-
ization, usually via the Internet, without their consent.

Interview with Brett Solomon, 28 November 2023.
www.accessnow.org/press-release/letter-governments-cop28/.

Interview with Bret Solomon, 28 November 2023.

AccessNow, ‘Helpline’, www.accessnow.org/help/ (accessed 21 November 2023).
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Disinformation

Fear is not the only mechanism of digital repression. Online censorship can also
impose costs on activists by making information more difficult to access, or by
spreading false information to confuse users about what is true and false.
Climate-related disinformation continues to spread online through social
media platforms that fail to moderate content. For example, new technical
tools such as automated bots and Al-powered algorithm generators have been
found to shape climate discussion on major online platforms like Twitter/X
(Earl et al., 2022). On social media, emotive content, posts shared by friends,
and algorithmic recommendations can also help false information gain traction.
A recent report by Climate Action Against Disinformation found major fossil-
fuel companies were behind much misleading information online (CAAD,
2023). The report revealed that fossil-fuel companies paid Meta, which owns
Facebook, Instagram, and WhatsApp, for climate disinformation advertise-
ments to the tune of $6 million per year.”

Another source of online disinformation is organized climate denial. A 2020
report by Influence Map found that Facebook earned an annual revenue of
$68 million from disinformation ads posted by known climate denier groups.‘)4
Prominent examples include ‘Watts up with that’, ‘Global Warming Policy
Forum’, ‘Climate Realists’, and ‘Friends of Science’ (Drieschova, 2023). So
far, scholars have found climate sceptics to be less successful at mobilizing
large followings online than pro-climate activists (Drieschova, 2023:241). But
this could change. Generative Al threatens to supercharge online disinforma-
tion, as the use of Al-generated images, audio, and text make it easier, faster,
and cheaper for mis-informers to distort the truth (Funk et al., 2023).
Importantly, false information tends to rise on social media sites around key
political events such as COP climate talks, or in the wake of extreme weather
events. For example, during the European 2023 heatwave, posts which claimed
that arson [by migrants] was responsible for the wildfires gained thousands of
retweets (CAAD, 2023). Other social media posts alleged the manipulation of
weather maps by TV broadcasters. The negative impact of such disinformation
should not be underestimated. As one activist reflects, ‘We can spend 10 years
building trust, that can be dissolved in 10 minutes by a fake video’.””> According
to the UN Intergovernmental Panel on Climate Change (IPCC), disinformation
represents a significant barrier to climate action by undermining accurate

%3 Estimates from 1 January — 31 October 2023 (CAAD, 2023, p. 43).

% https://influencemap.org/report/Climate-Change-and-Digital-Advertising-86222daed29¢6
f49ab2da76 b0Odf15f76#1.

% TInterview with Brett Solmon, 28 November 2023.
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transmission of climate science and by thwarting open debate necessary to build
support for ambitious climate action (IPCC, 2022:56, 1577).

Along with spreading false information, digital media also enables other
forms of repression such as ‘flooding’ and ‘channelling’ whereby repressors
make paying attention to certain information more attractive (Earl et al.,
2022:7-8). Flooding is a method of manipulating information and opinion by
introducing massive amounts of information into the digital space.
Authoritarian governments have been found to mass-produce online content
using automated bot accounts which fabricate social media content as if it were
the views of ordinary people to drown out criticism (ibid.). Online information
can also be used to distract. Ahead of COP28 in Dubai, the United Arab
Emirates released a game in Google App Store: ‘Immerse yourself in the urgent
world of global climate action in Climate Guardians COP28. As a delegate at
the UAE conference, craft policies, solve environmental challenges, and col-
laborate with players worldwide. Explore stunning UAE locations, make
impactful decisions, and compete for the highest cooperation score. Join the
movement for a sustainable future today.” Critics were quick to suggest this
game would be used not only to distract but also to spy on users.

Is climate disinformation getting worse? Seemingly, yes. #ClimateScam,
a hashtag frequently used to promote denialist and conspiratorial content, has
become more prominent on X/Twitter since Elon Musk took over the platform in
2022 (CAAD, 2023). A study by Global Witness which polled climate scientists
worldwide found that 39 percent had experienced online harassment (CAAD, 2023).
Many social media platforms have policies in place to counter misinformation or
online abuse. For example, Google announced in 2021 that it would block publishers
found to be spreading climate change disinformation from accessing its advertise-
ment products.% YouTube, Meta, and TikTok have also vowed to address climate
misinformation (CAAD, 2023). However, enforcement is found to be lacking.”’
Analysis by the UK-based Centre for Countering Digital Hate said Facebook did not
add fact-checking labels to half of the posts pushing content from prominent climate
change deniers (Center for Countering Digital Hate, 2022).%® In 2022, a coalition of
more than 450 scientists called on the executives of major advertising and public
relations firms to drop their fossil-fuel clients and stop what the scientists said was
their continued spread of disinformation around climate change.”
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97
98

https://support.google.com/google-ads/answer/11221321?hl=en.
www.nytimes.com/2023/05/02/technology/google-youtube-disinformation-climate-change.html.
https://counterhate.com/blog/facebook-failing-to-flag-harmful-climate-misinformation-new-
research-finds/.
www.reuters.com/business/cop/scientists-target-pr-ad-firms-they-accuse-spreading-disinforma
tion-2022-01-19/.
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Digital Divides

Yet another concern regarding digital climate advocacy is that it leaves behind
large segments of society. The digital revolution is widely seen to empower
individuals by enabling them to access and share information beyond their
local communities or national borders. However, the uneven distribution of
digital tools and competencies risks creating new digital divides, widening the
gap between cosmopolitan, wired urban elites and wider populations who may
lack such skills (Lynch, 2011:307). Unless it is provided in a format that is
easy to understand and navigate for the non-expert, open government data and
other open-access databases can risk magnifying digital divides by empower-
ing elites with expertise to navigate such systems, while remaining unacces-
sible to non-experts.

In terms of how digital divides intersect with other societal fault lines,
research has found that global internet use is lower for women than men,
especially in low-income countries (Lythreatis et al., 2022; World Bank,
2023), and that rates of internet access and ‘digital literacy’ tend to be
higher in richer countries, in urban settings, and among socio-economically
well-off groups. As of January 2024, there are 5.35 billion internet users
worldwide, accounting for 67.1 percent of the global population
(DataReportal, 2024). Against this global backdrop, digital progress has
been uneven, exacerbating the gap between the digital haves and have-
nots. According to World Bank and ITU data, 90 percent of the population
in high-income countries are online, compared with just 44 percent in
developing countries. Globally, 72 percent of households in urban areas
has access to the internet, almost twice as many as in rural areas
(38 percent).'”” Broadband in wealthier countries is five to ten times faster
than in low-income countries.'’’ Effectively, this means the populations
most at risk from the impacts of climate change often have the least access
to information about it and also less access to digital early-warning

. . 102
systems for climate emergencies.'’

Extractivism

A final ‘dark side’ of digitalization is that it contributes directly to climate
change by depleting natural resources and producing GHG emissions
(Crawford, 2021). Colour displays, speakers, camera lenses, rechargeable
batteries, hard drives, fibre optics, and other key elements in digital

190" \www.itu.int/netd/wsis/forum/2022/Agenda/Session/468.

191 hitps://blogs.worldbank.org/en/voices/digital-era-all.
102 \ww.adaptation-undp.org/bridging-digital-divide-will-save-our-planet.
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communication systems all rely on rare earth minerals. Lithium mines in
Nevada, southwest Bolivia, The Congo, Mongolia, Indonesia, and Western
Australia all testify to the rampant ‘extractivism’ feeding the digital economy
(ibid.). Once produced, digital communication systems are often powered by
fossil fuels. For example, the large data centres where many large language
models are trained and deployed are extremely energy-intensive, collectively
accounting for about 1 to 2 percent of global electricity usage (Li et al., 2023;
Crawford, 2021:43). Some forecasts suggest that by 2030, the electricity
usage of communication technologies could account for nearly a quarter of
global GHG emissions (Andrae and Edler, 2015). At the end of the commodity
chain is toxic waste: with over six billion new ICT goods sold annually,
e-waste has become the largest waste stream in many countries, with devel-
oping countries bearing a disproportionate burden as e-waste is illegally
shipped there from other countries (Global Information Society Watch,
2020). In sum, while digital technologies can help to promote climate-
friendly products and policies, these technologies themselves are often far
from climate-friendly.

Organizational Adaptation?

So is digital technology a boon or a curse for climate advocacy? Our aim
in this Element is not to assess whether digital technology helps or hinders
pro-climate activism overall, but to consider how climate advocacy organ-
izations adapt to new technologies. In this context we note that while they
are subjected to growing surveillance and online threats, activists continue
to develop more sophisticated strategies to protect themselves and circum-
vent information controls. Digital rights groups have emerged which
promote digital security for activists through capacity-building and aware-
ness-raising and by developing best practices for safe communication and
data storage (Engine Room, 2023). Digital rights organisations such as
Access Now, European Digital Rights, and Electronic Frontier Foundation
have also opened digital security helplines which offer emergency assist-
ance to individuals facing online harassment, attacks, and censorship. Still
other groups, such as the Goethe Institute in sub-Saharan Africa, specialize
in enhancing digital literacy. In sum, a new organizational ecology is
taking shape in response to digital repression.

Digital pessimists cite digital repression to argue that the internet repre-
sents a net negative for social movements. However, there is little schol-
arly consensus on the impacts of online repression (Earl et al., 2022:8).
Hobbs and Roberts (2018) find that when governments impose censorship
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on previously uncensored information, citizens are incentivized to learn
about or develop new methods of censorship evasion. For example,
Chinese social media users reacted to the government’s block of
Instagram by acquiring private virtual networks, and users were subse-
quently more likely to join censored websites like Twitter (X) and
Facebook (Hobbs and Roberts, 2018). Similarly, Pan and Siegel (2020)
find that while digital repression may suppress dissent by individuals who
are directly targeted, it does not tend to deter their online supporters, who
instead become more ready to engage in online dissent. Still other studies
have found that awareness of censorship, especially during crises, pushes
users to find ways to circumvent it and incentivises them to seek out
concealed information (Lynch, 2021). Conversely, when users are unaware
censorship exists, compensating for information manipulation becomes
very difficult, especially in online contexts where censorship is masked
by algorithms (Lynch, 2021).

Besides hitting back against digital repression and censorship, climate
activists also seek to offset the negative environmental impacts of the
digital technologies they depend on. The Green Web Foundation, a Dutch
NGO, provides an open-access database that measures the carbon emissions
of websites and cloud services and helps organizations switch their hosting
to green providers.'” In the last decade, the ‘right to repair movement’ has
pushed for the transition to circular consumption of electronics, based on
‘repair and reuse’ principles. As an example, the non-profit foundation,
Repair Café, which started in the Netherlands in 2007 builds skills to repair
digital devices. As of 2024, there are more than 3,000 Repair Cafés in more
than 25 countries worldwide.'® Other examples include Right to Repair

105
Europe,

a coalition representing over 100 organisations from twenty-one
European countries, The Restart Project based in London,'’® and the
Association for Progressive Communication which helps climate organizations
to connect in more sustainable ways.'"’

Activists are also trying to address extractivism and surveillance capit-
alism through mobilizing dissent. Tech Workers Coalition organized
a walk-out in September 2019, which saw millions of tech workers join
the youth #climatestrike under the banner #TechClimateStrike. The coali-

tion seeks to highlight how the tech industry cultivates a ‘green’ public
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www.thegreenwebfoundation.org. www.repaircafe.org/en/visit/.
195 https://repair.eu/. 1% https:/therestartproject.org/.
197 www.apc.org/en/pubs/guide-circular-economy-digital-devices.
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image but is in fact a major contributor to climate change and profits from
selling surveillance technologies. Another example is Climate Action Tech,
a global community of tech workers organized on Slack which seeks to
seed climate action in companies and industrial organizations through

community building and support.'’®

Conclusions and Questions for Further Research

It is impossible to say definitively whether digital technology helps climate
activism more than it hinders it. Technologies are not disembodied from
wider social and political contexts; the balance of political and economic
power and ambition is decisive for their consequences. What is clear is
that a digitally connected world creates new opportunities for effective
climate action as well as new risks arising from, inter alia, mass produc-
tion and use of digital devices, large-scale surveillance, and new social
divides between digital haves and have-nots. Thus, in incorporating digital
technologies into their strategic repertoires there is a danger that climate
activists inadvertently contribute to the problem they are fighting. Avoiding
this danger requires a better understanding of how different digital technolo-
gies interact with different aspects of climate activism. Debates about the
effects of social media must push beyond simple dichotomies between bene-
fits of scale versus drawbacks of slacktivism and digital repression towards
systematic theorising and empirical testing of specific mechanisms and claims
(Lynch, 2011). This new research agenda should harness new methods to
analyse the vast amounts of data available online to better understand the
effects of online mobilization and government crackdowns. While there is
a burgeoning literature on online repression in authoritarian regimes, there are
fewer studies of digital repression in democratic regimes, or of how digital
repression specifically affects climate activism. To what extent are climate
activists in different parts of the world resilient to online censorship? When
does censorship create backlash? Do climate activists face different challenges
from other groups? Scholars also need to gain a better understanding of how
different uses of technology affect the climate footprint of organizations to
promote a focus on more sustainable ways of connecting. Finally, research
focused on understanding when and why the backlash against climate action
may prove stronger than the campaign for positive change will be crucial to
effective resistance to online disinformation.

198 https://climateaction.tech/community/.
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Conclusion

Do digital technologies improve the impact of climate change activism? Some
scholars and commentators argue that new digital technologies are causing
fundamental societal change, wiping away old social and organizational struc-
tures and patterns of action. Yet, fundamental societal changes are rarely driven
by technological innovation alone but arise from the way(s) in which new
technologies interact with existing social, political, and economic structures to
produce change. In this Element we have therefore focused on how specific
technologies are influencing and changing specific aspects of climate activism;
from mobilization and campaigning to monitoring and enforcement, organ-
izational formation and fundraising, and elite lobbying.

Internet and social media have significantly lowered costs to climate activists
of organizing, fundraising, mobilizing support, and networking domestically
and internationally. New technologies have also led to improvements in elite
lobbying, and to more effective monitoring of state compliance with national
and international climate pledges. More broadly, digital technologies have
contributed to challenging the monopoly of the state over critical information
and data infrastructure (Beraldo and Milan, 2019). Climate activists today have
a wealth of data at their command; from satellite, and other remote sensing data,
to open-source data on climate litigation and environmental policies, which they
can use to better understand the causes and impacts of climate change, and to
campaign more effectively for pro-climate political action. It is important
to acknowledge, however, that not all climate organizations are equally able
to harness data analytics and satellite data; a point we return to later.

In addition to seeing new forms of digital activism, we have also seen a wealth of
new climate activist organizations forming in the past decade, including many
youth organizations such as Sunrise, and Fridays For Future. While none of these
groups are defined by their use of digital technology or social media, they have
benefitted greatly from it in terms of attracting members, fundraising, and coordin-
ating collective action. In sum, technology has both supersized climate activism
(enabling existing organizations to quickly scale up their campaigns, lobbying, and
monitoring activities, and enabling new organizations to form) and has also
transformed how some organizations campaign (for example, enabling organiza-
tions to hand over agenda-setting power to supporters, to crowdsource funding, or
to enlist citizen scientists to scale up and democratize environmental research).

Who Uses Tech for What?

As we have illustrated in previous sections, climate organizations differ widely
in the extent to which they rely on modern technology and for what purposes.
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Such variation may be idiosyncratic, but there may also be underlying factors
shaping technology use including, for example, political context, organizational
size, age, and funding.

Generalist versus Specialist Organizations

Much scholarship on transnational advocacy has focused on large, well-known
organizations whose work has global reach. These ‘household-name’ NGOs tend to
have a ‘generalist’ profile, meaning they work across a broad range of issues and
geographic areas, and tend to focus on mainstream issues that appeal to large public
constituencies and are deemed acceptable by powerful policymakers (Stroup and
Wong, 2017). However, recent studies of the ecologies of NGO populations have
shown that global NGO populations are increasingly dominated by smaller, special-
ist organizations whose missions are narrower and who use a more limited set of
strategies and tactics (Eilstrup-Sangiovanni 2019; Bush and Hadden, 2019).
Although more research is needed to establish a clear pattern, these studies suggest
that technologies tend to be used differently by generalist and specialist organiza-
tions. For generalist organizations, digital technology often presents a tool to
supercharge existing strategic repertoires by increasing the scope and speed, and
lowering the cost, of familiar practices. For smaller, specialist organizations,
however, technology has often been found to serve as a basis for innovation of
new strategies and tactical repertoires, such as technology-assisted monitoring
and enforcement (Eilstrup-Sangiovanni, 2019; Eilstrup-Sangiovanni and
Sharman, 2021; 2022).

Legacy NGOs versus Digital Natives Organizations

Similar to the divide between generalist and specialist organizations, scholars have
found a digital divide between older (and larger) NGOs and CSOs and younger
(smaller) newcomers. Large legacy NGOs tend to have more resources to invest in
digital strategies but are more likely to opt for broadcasting strategies (i.e., posting
their own content) rather than using digital tools in more transformative ways. In
contrast, smaller and younger NGOs are found to use their online presence to
engage more directly with their supporters and to network with other groups
(Mitchell et al., 2020). As legacy NGOs such as WWF, Friends of the Earth, and
Greenpeace have come under pressure from new digital advocacy organizations,
many have responded by increasing their online presence (Hall et al., 2020; Hall
et al., 2020). This is not surprising; after all, most NGOs use digital platforms to
educate members and the public about their cause. However, NGOs founded before
the internet era often struggle to embrace more transformative digital strategies such
as ‘conversing’, ‘digital analytics’/’testing’, or ‘facilitating’ because it challenges
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their long-established staff-led, and expertise-driven organizational structures (Hall
et al., 2019). There are some exceptions: Greenpeace, for example, created the
Mobilization Lab to stimulate more member-driven campaigning within the
organization, and many national Greenpeace sections have online petitions
where supporters can initiate their own campaigns (Hall et al., 2020). Overall,
however, legacy NGOs with professionalized and staff-led advocacy strategies
are less likely than digitally native organizations to cede substantial control
over campaigns to supporters, whereas digital natives are more open to online
feedback and supporter-led actions, and more likely to embrace digital analyt-
ics (Hall et al., 2020).

Global North versus Global South

Given uneven access to digital infrastructures, and high demands on technical
skills, one might assume that NGOs in the Global North, which tend to be
relatively better funded, are more likely to adopt new digital technologies than
those based in the Global South. However, NGOs in the Global South often
‘leapfrog’ their northern counterparts in digital innovation. For example, NGOs
in India and South Africa have been faster to use SMS and peer-to-peer text
messaging than many campaigning NGOs in the Global North who are more
reliant on email for communication (Hall, 2022). When thinking about digital
divides in the context of wider organizational ecologies, we must also consider
how global demographic changes affect who is using digital technologies, and
how. In 1996, in the early days of the internet, 80 percent of internet users were
based in North America and Europe; today two-thirds of internet users are in the
Global South (Kapur, 2024:58). As Kapur points out, ‘India and China now
account for about half the world’s mobile data traffic; the fastest-growing
population of users is in Africa’. The technologies that have worked for climate
NGOs in the Global North may not be the same as those that will be embraced in
the Global South, especially if we end up with different governance models for
the internet in different parts of the world, as some predict (Bradford, 2023).

Varying Responses to Surveillance, Repression, and Backlash

Who uses tech for what will often depend on the political context in which climate
organizations are operating. As discussed in earlier sections, states are increasingly
using digital technology to monitor and repress activists (Gohdes, 2024). Research
suggests that both democratic and authoritarian regimes are shrinking civic space
and making it more difficult for activists to fundraise, network, and coordinate
internationally (Chaudhry, 2022). Digital repression comes in many forms — from
internet shutdowns, to targeted surveillance (Gohdes, 2024; Earl et al., 2022). Often
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activists find ways to navigate repression and backlash, either by opting for non-
digital forms of communication and focusing their efforts on off-line activities, or by
developing new technological solutions to avoid surveillance. These choices in turn
depend on what forms of digital repression activists encounter, and what civic and
political rights and avenues of juridical protection are available to them to seek
redress.

We see great potential for further research into which types of climate advo-
cacy organizations use which technologies, and for what purposes. Specifically,
we see a need for research comparing technology use by older legacy NGOs with
younger digital natives such as Fridays For Future, XR, 350.org, Last Generation,
and Sunrise. Scholars should also continue to build on organizational ecology
literature to understand patterns of specialization and ‘niche-seeking’ among
climate advocacy groups (Eilstrup-Sangiovanni, 2019; Eilstrup-Sangiovanni
and Sharman, 2022; Bush and Hadden, 2019), and to investigate which organiza-
tions are most likely to innovate, under what conditions. We also see a need for
more systematic research to understand how digital repression influences tech use
by climate groups in different geographic, political, and cultural settings. Overall,
more comparative studies are needed to understand to what extent different
climate organizations are specializing in using specific technologies to step up
their fight against climate change.

Drivers of Strategic Innovation

In addition to understanding ecologies of NGO tech use, there is also a need to
understand where the impetus for technological innovation comes from, and to
scrutinize the growing relationship between the for-profit tech sector and the non-
profit world of climate activism. As we have pointed out, many of the technological
innovations that climate activist organizations use on a daily basis (whether satellite
data, Al, or Facebook, or specific platforms and applications such as Climate
Action Tracker or Global Forest Watch) are developed, funded, and serviced by
the private corporate sector. Recent years have seen the emergence of communities
of tech experts who specialize in developing software for non-profits and advocacy
organizations, or who develop and manufacture purpose-built technological tools
for NGOs such as ‘eco-surveillance drones’. Although many ‘tech-for-good’
developers in the climate sector operate on a non-profit basis, they too must find
ways to fund their initiatives. We do not have sufficient data to point to a clear trend,
but anecdotal evidence from many of our examples and interviews suggests that
many operate on start-up grants from Google.org and other big tech companies. If
this is a firm trend, it raises thorny questions about whether the development of
many new technologies supporting climate monitoring and advocacy are, at least
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indirectly, driven and shaped by incentives to stimulate technological innovation
with potential for commercial application.

Of course, big tech companies may also sponsor technology for use by
climate NGOs with less nefarious motives, such as showcasing the public
benefits generated by their business. One (anonymous) interviewee suggested
that Google’s generous sponsorship of platforms like the Indigenous Mapping
Platform, SkyTruth, and ClimateTRACE (among many others) is ultimately
a form of CSR policy, or even an ‘employee benefit’ in that the opportunity to
dedicate time and resources to develop technologies ‘for good’ makes tech
developers employed at Google feel more positive about their jobs. If, at the
same time, such activities spur creative innovation from which Google ultimately
benefits commercially ... well, that’s clearly a win-win, they suggested. We
believe that scholarship on climate advocacy would benefit from looking closer
into the nexus between the incentives and actions of the corporate tech sector and
technological innovations in the climate advocacy sector. We should also pay
close attention to whether and how big tech companies tackle their own climate
emissions, and address problems of ‘extractivism’ in the industry.

Technological change is not the only explanation for strategic innovation
among climate advocacy organizations. A sense that ‘time is running out’ is
central to powering contemporary climate activism, perhaps more so than for
other environmental problems due to the perceived urgency of the problem and
irreversible ‘tipping points’ in the climate system. This prompts some activists
to take a more radical approach, as explicitly urged by Malm (2021) in How to
Blow Up a Pipeline. A sense of urgency may also play a role in driving activists
to form new organizations as they grow frustrated with the tactics and/or lack of
progress of existing environmental NGOs and movements. As the climate crisis
has worsened, activists have also broadened their goals, from a primary focus on
mitigation (reducing emissions), to include loss and damage, adaptation, and
climate justice (Allan, 2021; Vanhala, forthcoming). Technology may be used in
different ways by these broader climate movements.

In addition to technological enablers and a growing sense that time is running
out, the goals and strategies of climate activist organizations are also shaped by
economic shocks and political crises. The global financial crisis, the recession
that followed it, and the subsequent COVID pandemic led governments to bail
out certain sectors of the economy. In the United States and the EU, legislators
proposed ‘Green New Deals’ to stimulate green growth (Moschella, 2024).
Many governments are taking a more proactive role in incentivizing and finan-
cing climate action, compared with twenty years ago. This may in turn create
more opportunities and openings for climate activists to push for state-financed
climate action, whether through ‘inside’ elite lobbying or ‘outside’ mobilization
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of public pressure.'”” At the same time, we have also seen geopolitical tensions
spark new conflicts, leading many governments to increase their military
budgets. Militarization and conflict contribute significantly to climate change.
As Crawford (2022) reports, the US military is the largest single institutional
contributor of GHG emissions in the world. Conflicts may also distract state
leaders from tackling climate issues and narrow opportunities for activists to
push for political action. Although they go far beyond the scope of this Element,
these wider structural changes in global politics influence climate advocacy in
profound ways. It goes without saying that organizational innovation and
change is not solely driven by technological changes.

Looking beyond climate activism, there is more research to be done on how
technology is challenging and enabling national and transnational advocacy
more broadly. While some of the technology uses we highlight in this Element
may be specific to climate change activism, many of the tech-based challenges
and opportunities we have identified also apply beyond the climate movement
to activists working for human rights, women’s and children’s rights, disarma-
ment, migrant and refugee rights, and so on. Like pro-climate organizations,
many of these movements are facing strong opposition from far-right move-
ments that are also harnessing digital technologies, in particular social media, to
further their cause. How activists navigate this backlash both online and offline
is an important question for scholars and practitioners alike.

Implications for Practitioners and Activists

We wrote this short Element in the hope that it would be of interest to both
students and scholars of non-state activism broadly, and to activists themselves.
At the time of writing, Al and ChatGPT are big new innovations; however,
technological change can move fast. Hence it would be problematic for us to
suggest specific technological solutions or strategies for climate activists.
Rather we hope this Element will encourage practitioners to think critically
about how technology can support or transform their work. Technology can
both rationalize and scale up existing work — whether this be fundraising,
mobilizing members, or collecting data and monitoring states — and offer
activist organizations completely new ways of working, for example, by hand-
ing power to members to initiate online campaigns, and empowering citizen
scientists to evidence environmental damage and hold their governments to
account. In considering how to embrace technology, activist organizations
should foreground their theory of change (i.e., their strategy for effecting

199 We have also seen the rise of ‘shareholder” activism with people buying stocks in companies,
and then holding them to account on their climate emissions.
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change in the world) and consider if and how different technologies may enable
them to do this better. They should also be looking outwards and learning from
other organizations that have different theories of change. There may be
opportunities for collaboration between niche and generalist groups.

This Element has also raised wider questions about the implications of digital
technologies for activists. Organizations that use technology to optimize and/or
scale up their work may become more ‘efficient’ at producing campaign
content, but no more effective at influencing decision-makers and public opin-
ion. Hence, organizations should consider how and when to engage digital
specialists in organizational decision-making. Digital experts can be consulted
simply to maximize views, donations, or reach online; or they can be included in
strategic decision-making to look for transformative ways to promote climate
action. If activists have a deep understanding of their organizational mission and
theory of change, as well as an understanding of the technological opportunities
available, they may find novel ways to promote climate action. There are also
specialist organizations that bridge the advocacy and tech worlds (such as
Access Now and Tactical Tech) and provide important advice on how to
navigate government repression and backlash. The support of such organiza-
tions can be critical especially for activist organizations that frequently cross
international borders and/or enter new contexts — such as those attending recent
UNFCCC Conferences of the Parties (COP) in Dubai or Azerbaijan.

The question of whether, and how, new technologies can help and/or hinder
climate activism will remain important, as new technologies emerge, and global
warming continues. We hope this Element will contribute to the ongoing
conversation.
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