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1.1 INTRODUCTION

Artificial intelligence- and machine learning (AI/ML)-based technologies aim to
improve patient care by uncovering new insights from the vast amount of data
generated by an individual patient, and by the collective experience of many
patients.”

Though there is no unified definition of Al,* a good working definition is that it is
a branch of computer science devoted to the performance of tasks that normally
require human intelligence.> A major subbranch of this field is ML, in which, based
on the US Food and Drug Administration’s (FDA) definition, techniques are
applied to design and train software algorithms to learn from and act on data.*
When intended to diagnose, treat, or prevent a disease or other conditions, AI/ML-
based software is a medical device under the Food, Drug, and Cosmetic Act in the
United States as well as the Council Directive 93/42/EEC and Therapeutic Products
Act in the European Union and Switzerland, respectively.” Examples of AI/ML-
based medical devices include an imaging system that uses algorithms to give
diagnostic information for skin cancer or a smart electrocardiogram device that
estimates the probability of a heart attack.®
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Medical devices that are Al/ML-based exist on a spectrum from locked to con-
tinuously learning. “Locked” algorithms provide the same result each time the same
input is provided.” Such algorithms need manual processes for updates and valid-
ation. By contrast, adaptive or continuously learning algorithms change their behav-
ior using defined learning processes. These changes are typically implemented and
validated through a well-defined and possibly fully automated process that aims at
improving performance based on analysis of new or additional data.”

While Al/ML-based technologies hold promise, they also raise questions about
how to ensure their safety and effectiveness.” In April 2019, the FDA published
a discussion paper and announced that it was reviewing its regulation of AI/ML-
based medical devices.” The distinctive characteristics of Al/ML-based software
require a regulatory approach that spans the lifecycle of Al/ML-based technologies,
allowing necessary steps to improve treatment while assuring safety outcomes.

In this chapter, we analyze the regulation of the clearance and certification of Al/
ML-based software products in the United States and Europe. Due to the distinctive
characteristics of AI/ML-based software, we believe that a regulatory approach is
required that spans the lifecycle of these technologies, allowing indicated steps to
improve treatment and ensure safety.” We conclude by reviewing the regulatory
implications of this approach.

1.2 CLEARANCE OF AI/ML-BASED MEDICAL DEVICES
IN THE UNITED STATES

There is no separate regulatory pathway for AI/ML-based medical devices. Rather, in
the United States, the FDA reviews medical devices based on the risks of the devices
primarily through the 1) premarket approval pathway (most stringent review for high-
risk devices), 2) the s10(k) pathway, or 3) de novo premarket review (for low- and
moderate-risk devices).” Additionally, the humanitarian device exemption can
apply to medical devices intended to benefit patients in the treatment or diagnosis
of diseases or conditions that affect fewer than 8,000 individuals in the United States
per year.”

Premarket approval (PMA) is the most likely FDA pathway for new Class IlI
medical devices. Class III devices are those that support or sustain human life, are of
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substantial importance in preventing impairment of human health, or which pre-
sent a potential unreasonable risk of illness or injury. The FDA determined that
general and special controls alone are insufficient to guarantee safety and effective-
ness of such devices. Thus, such devices require a PMA application to obtain
marketing approval. Premarket approval requires the demonstration of “reasonable
assurance” that the medical device is safe and effective and generally includes at
least one prospective trial."* Clearance through the s10(k) pathway is intended for
devices for which a PMA is not required (Class I, 11, and III devices). In contrast to
the PMA, the s10(k) pathway only requires “substantial equivalence” to an already
marketed device.” The de novo pathway is an alternate pathway to classify novel
medical devices that had automatically been placed in Class Il after receiving a “not
substantially equivalent” (NSE) determination in response to a s10(k) submission.
There are two options for de novo classification for novel devices of low to moderate
risk. In the first option, any sponsor that receives an NSE determination may submit
a de novo request to make a risk-based evaluation for classification of the device into
Class I or II. In option 2, any sponsor that determines that there is no legally
marketed device upon which to base a determination of substantial equivalence
may submit a de novo request for the FDA to make a risk-based classification of the
device into Class I or II, without first submitting a 510(k) and receiving an NSE
determination.’® The de novo pathway allows new devices to serve as references or
predicates for future s10(k) submissions."”

A majority of AI/ML-based medical devices are cleared through the si0(k)
pathway."® However, the s10(k) pathway has been criticized for not sufficiently
guaranteeing safety and effectiveness. The s10(k) clearance can lead to chains of
medical devices that claim substantial equivalence to each other, but over years or
even decades, may diverge substantially from the original device."” For example,
certain metal-on-metal hip implants were cleared without clinical studies and based
on predicate medical devices that did not demonstrate safety and effectiveness or
were discontinued.* Indeed, past clearance of AI/ML-based medical devices can be
traced back to other devices that do not have an AI/ML component. For example,
the Al/ML-based medical device, Arterys Oncology DL, cleared in 2018, which is
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indicated to assist with liver and lung cancer diagnosis, can be traced back to cardiac
imaging software cleared in 1998, which was considered as substantially equivalent
to devices marketed prior to 1976.*" The clearance decision does not provide any
information regarding clinical validation, and such testing may not have been
done.”

Changes or modifications after marketing of a device requires additional FDA
notification and possibly review, either as a supplement to the premarket approval or
as a new gio(k) submission.”® Of course, this is a further challenge for AI/ML
devices, since adaptive algorithms that enable continuous learning from clinical
application and experience may result in outputs that differ from what has initially
been reviewed prior to regulatory approval.™

The FDA publishes summaries of the cleared medical devices’ safety and effect-
iveness as well as statements. However, only rarely does the device description state
whether the medical device contains an AI/ML component.”® One example in
which this was indicated was BriefCase, a radiological computer-aided triage and
notification software that was s10(k) cleared in 2018 and indicated for use in the
analysis of nonenhanced head CT images. According to the FDA’s summary,
BriefCase uses an artificial intelligence algorithm to analyze images and highlight
cases with detected intracranial hemorrhage on a standalone desktop application in
parallel to the ongoing standard of care image interpretation. The user is presented
with notifications for cases with suspected intracranial hemorrhage findings.*
Another example is AiCE (Advanced Intelligent Clear-IQ Engine), an AI/ML-
based medical device that was s10(k) cleared in 2020. AiCE is a noise-reduction
algorithm that improves image quality and reduces image noise by employing deep
convolutional neural network methods for abdomen, pelvis, lung, cardiac, extrem-
ities, head, and inner ear applications.”” However, the FDA’s summaries and
statements do not reveal whether a cleared AI/ML-based medical device contains
locked or adaptive algorithms.* For example, Tllumeo System, an image manage-
ment system software used with general purpose computing hardware to acquire,
store, distribute, process, and display images and associated data throughout the

21
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clinical environment, is promoted as “adaptive” on the manufacturer’s website, but
this is not explicitly mentioned in the FDA’s summary.*’

1.3 CE MARKING OF AI/ML-BASED MEDICAL DEVICES IN EUROPE

In Europe, there is also no specific regulatory pathway for AI/ML-based med-
ical devices.’” In contrast to the United States, medical products are not
approved by a centralized agency. Apart from the lowest-risk medical devices
(Class 1) that can be carried out under the sole responsibility of the manufac-
turer, initial review of medical devices of higher-risk Classes (Ila, IIb, and III)
are handled by private so-called notified bodies.?" In Vitro Medical Devices
(IVD) are, based on their risks, either marketed on the basis of the sole
responsibility of the manufacturer or handled by notified bodies.?* The EU
Member = States, EFTA States (Liechtenstein, Iceland, Norway, and
Switzerland), and Turkey concluded treaties with regard to the mutual recog-
nition of conformity assessments for medical devices.** For simplicity, we use
“Europe” to refer to these countries, unless otherwise denoted. Each of these
European countries recognize certificates (“Conformité Européenne” [CE]
marks) issued by accredited private notified bodies in the other European
countries, meaning that after a manufacturer obtains a CE mark in one
European country, direct distribution is possible across FEurope. Country-
specific requirements remain valid, such as mandatory notification for new
medical devices, requirements regarding the languages in which the product
information must be provided, provisions regarding the prescription and pro-
fessional use, advertising, reimbursement by social insurances, surveillance.’*
Studies show that medical devices are often certified in Europe prior to
approval in the United States.>® However, faster access in Europe brings with
it important risks that have been well documented. Recent changes to the

current European device regulatory system are intended to better safeguard
9 Compare Royal Philips, Philips llumeo with adaptive intelligence has been selected by University of
Utah Health radiologists, Philips News Center (Nov. 26, 2018), www.philips.com/a-w/about/news/
archive/standard/mews/press/2018/20181126-philips-illumeo-with-adaptive-intelligence-has-been-
selected-by-university-of-utah-health-radiologists.html, with Letter from Robert Ochs, Director, US
Food & Drug Admin., to Yoram Levy, OA/RA Consultant, Philips Medical Systems Technologies
Ltd. (Jan. 12, 2018), www.accessdata.fda.gov/cdrh_docs/pdfi7/K173588.pdf.
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2017), www.zora.uzh.ch/id/eprint/142601/.
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medical-devices/regulation-of-medical-devices/medical-device-regulation_online-guide.html.

3 1d.

#*1d.

3 Muehlematter et al., supra note 18; T.J. Hwang et al., Comparison of Rates of Safety Issues and
Reporting of Trial Outcomes for Medical Devices Approved in the European Union and United
States: Cohort Study, 353 BM] 3323 (2016).

https://doi.org/10.1017/9781108975452.002 Published online by Cambridge University Press


https://www.philips.com/a-w/about/news/archive/standard/news/press/2018/20181126-philips-illumeo-with-adaptive-intelligence-has-been-selected-by-university-of-utah-health-radiologists.html
https://www.philips.com/a-w/about/news/archive/standard/news/press/2018/20181126-philips-illumeo-with-adaptive-intelligence-has-been-selected-by-university-of-utah-health-radiologists.html
https://www.philips.com/a-w/about/news/archive/standard/news/press/2018/20181126-philips-illumeo-with-adaptive-intelligence-has-been-selected-by-university-of-utah-health-radiologists.html
https://www.accessdata.fda.gov/cdrh%5Fdocs/pdf17/K173588.pdf
https://www.zora.uzh.ch/id/eprint/142601/
https://www.swissmedic.ch/swissmedic/en/home/medical-devices/regulation-of-medical-devices/medical-device-regulation%5Fonline-guide.html
https://www.swissmedic.ch/swissmedic/en/home/medical-devices/regulation-of-medical-devices/medical-device-regulation%5Fonline-guide.html
https://doi.org/10.1017/9781108975452.002

18 Kerstin N. Vokinger, et al.

patient safety.>* For example, the revised laws (Regulation 2017/745 on Medical
Devices [MDR] and Regulation 2017/46 on in vitro diagnostic medical devices
[IVDR]) raised the certification threshold for medical products. However, these
new laws still do not address Al/ML-based medical devices specifically. Due to
the COVID-19 pandemic, the date of implementation of these laws by Member
States has been postponed by one year to May 2021 for the MDR and May 2022
for the IVDR.3”

In contrast to the United States, Furope does not have a publicly accessible,
comprehensive database for certified medical devices and summaries of the regula-
tory decisions. The EC database on medical devices (Eudamed) is a repository for
information on market surveillance exchanged between national competent author-
ities and the Commission. However, its use is restricted to national competent
authorities, the country-specific device regulatory authorities for medical devices,
such as Swissmedic in Switzerland.?® In some Furopean countries, for example,
Germany, the United Kingdom, or France,?” such authorities have publicly access-
ible databases for registered medical devices in their country. However, such
databases only reflect a fraction of the medical devices CE marked in Furope.

1.4 IMPLICATIONS FOR LIFECYCLE REGULATION OF AI/ML-BASED
MEDICAL DEVICES

The traditional paradigm of medical device regulation in both the United States and
Furope was not designed for (adaptive) AI/ML technologies, which have the poten-
tial to adapt and optimize device performance in real time. The iterative and
autonomous nature of such AI/ML-based medical devices require a new lifecycle-
based framework with the goal of facilitating a rapid cycle of product improvement
and to allow such devices to continuously improve while providing patients’ safety.*”

First, we believe it is important to address the currently limited evidence for safety
and effectiveness available at the time of market entry for such products. Both in the

3% 1d.; A.G. Fraser et al., Commentary: International Collaboration Needed on Device Clinical

Standards, 342 BMJ 2952 (2011); N. Williams, The Scandal of Device Regulation in the UK, 379

Lancet1789—go (2012); D. Cohen, Patient Groups Accuse European Parliament of Putting Economic

Interests Ahead of Safety on Medical Devices, 347 BMJ 6446 (2013); D.B. Kramer et al., Regulation of

Medical Devices in the United States and European Union, 366 N. Engl. J. Med. 848-55 (2012).

37 European Comm’n, Medical Devices — EUDAMED, https://ec.curopa.cu/growth/sectors/medical-

) devices/mew-regulations/eudamed_en.
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39 BAM, Recherche in éffentlichen Medizinprodukte Datenbanken, www.dimdi.de/dynamic/de/medi
zinprodukte/datenbankrecherche/; MHRA, Medical Device Manufacturers by Name, http://aic
.mhra.gov.uk/era/pdr.nsf/name?openpage&start=20o1&count=1000; ANSM, Mise sur le marché
des dispositifs médicaux et dispositifs médicaux de diagnostic in vitro (DM/DMIA/DMDIV), www
.ansm.sante.fr/Activites/Mise-sur-le-marche-des-dispositifs-medicaux-et-dispositifs-medicaux-de-
diagnostic-in-vitro-DM-DMIA-DMDIV/DM-classe-I-DM-sur-mesure-assemblage-Declaration/( off
set)/s.
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United States and in Europe, a majority of the cleared and CE-marked AI/ML-based
medical devices have not required new clinical testing.* This can deprive patients
and clinicians of important information needed to make informed diagnostic and
therapeutic decisions. Ideally, AI/ML-based medical devices that aim to predict,
diagnose, or treat, should be evaluated in prospective clinical trials using meaning-
ful patient-centered endpoints.** More rigorous premarket assessment of the per-
formance of AI/ML-based medical devices could also facilitate trustworthiness and
thus broader and faster access to these new technologies.** Implementation of Al/
ML-based medical devices in clinical care will need to meet particularly high
standards to satisfy clinicians and patients. Mistakes based on the reliance of an
Al/ML-based medical device will drive negative perceptions that could reduce
overall enthusiasm for the field and slow innovation. This can be seen with another
Al-fueled innovation, autonomous and semi-autonomous vehicles. Even though
such vehicles may be, on average, safer than human drivers, a pedestrian death due
to such a vehicle error caused great alarm.* As pointed out in a prior study, it is also
crucial to ensure that new regulations help contribute to an environment in which
innovation in the development of new AI/ML-based medical devices can flourish.*
Thus, the prerequisites for clinical testing must be aligned with the risks of AI/ML-
based medical devices.

Second, to address the postapproval period (“surveillance”), manufacturers and
the agencies (FDA in the United States, national authorities in Europe) should work
together to generate a list of allowable changes and modifications that Al/ML-based
medical devices can use to adapt in real time to new data that would be subject to
“safe harbors” and thus not necessarily require premarket review. This is especially
crucial for devices with adaptive algorithms. Such a “safe harbor” could, for
example, apply to modifications in performance, with no change to the intended
use or new input type, provided that the manufacturer agrees that such changes

4% These modifications should be docu-

would not cause safety risks to patients.
mented in the manufacturer’s change history and other appropriate records.
However, modifications to the AI/ML-based medical device’s intended use (e.g.,
from an “aid in diagnosis” to a “definitive diagnosis”) could be deemed to fall out of
the “safe harbor” scope and require submission of a new review.*” Depending on the
modification, it may be reasonable that a focus of the review lies on the underlying

algorithm changes for a particular AI/ML-based medical device.

+ Hwang et al., supra note 1; Muehlematter et al., supra note 18.

+# T.M. Maddox et al., Questions for Artificial Intelligence in Health Care, 321 JAMA 31, 31 (2019); W.
W. Stead, Clinical Implications of Artificial Intelligence and Deep Learning, 320 JAMA 1107, 1107
(2018).
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Since even anticipated changes may accumulate over time to generate an
unanticipated divergence in the AI/ML-based software’s eventual performance,
there should be appropriate guardrails as software evolves after its initial
regulatory approval. One possibility would be to develop built-in audits for
regular intervals using data from ongoing implementation and assessing out-
comes prespecified at the time of approval.* Another example would be to
implement an automatic sunset after a specific amount of years, such as five
years.*” This would allow the regulatory agencies to periodically review accu-
mulated modifications and postapproval performance to ensure that the risk-
benefit profile for the device remains acceptable.”® A stronger focus on the
postapproval period is also in line with the FDA’s discussion paper that
proposes, among other things, that manufacturers provide periodic reporting
to the FDA on updates to their software.”

Lastly, transparency has the potential to improve the usefulness, safety, and
quality of clinical research by allowing agencies, regulators, researchers, and
companies to learn from successes and failures of products.”® It also fosters
trust.”* Function and modifications of Al/ML-based medical devices are key
aspects of their safety, especially for adaptive software, and should therefore be
made publicly accessible. Since modifications to AI/ML-based medical devices
may be supported by the collection and monitoring of real-world data, manufac-
turers should also provide information about the data being collected in an annual
report. A further approach to enhance transparency and trustworthiness could be
that manufacturers actively update the FDA and European agencies, as well as the
public (clinicians, patients, general users) with regard to modifications in algo-
rithms, change in inputs, or the updated performance of the AI/ML-based medical
devices.”™

A stronger focus on transparency should also be pursued by the FDA and
European agencies. For example, medical devices that contain an AI/ML compo-
nent should be indicated as such in the FDA’s summaries. The FDA should also
clarify in the summaries whether such AI/ML-based medical devices include locked
or adaptive algorithms. In Europe, the public does not have access to reviews or
summaries of notified bodies or national authorities. National authorities in Europe
should adopt the FDA’s approach.

# Hwang et al., supra note 1.

4 1d.; R.B. Barikh ct al., Regulation of Predictive Analytics in Medicine, 363 Science 810, 810-12 (2019).
Hwang et al., supra note 1.

US Food & Drug Admin., Proposed Regulatory Framework, supra note 4; T. Minssen et al.,
Regulatory Responses to Medical Machine Learning, 7 J. Law & Biosciences 1 (2020).

TJ. Hwang et al., Evaluating New Rules on Transparency in Cancer Research and Drug
Development, 5 JAMA Oncol. 461 (2019).
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Medical devices that are AI/ML-based pose new chances and challenges.
Current regulations in the United States and in Europe are not designed
specifically for Al/ML-based medical devices, and do not fit well with adaptive
technologies. We recommend a regulatory approach that spans the lifecycle of
these technologies.
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