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Abstract

The progress in precision medicine has resulted in genomic technology spreading worldwide. This has raised
concerns about the ethics of genetic data sharing and privacy. This article focuses on South Asia and first aims to iden-
tify, analyze, and understand the laws, regulations, and policies related to genetic data privacy and discrimination in that
region. This is accomplished through a qualitative examination of existing laws and policies on privacy rights and a
doctrinal analysis of legislation gathered from seven jurisdictions, viz. Bangladesh, Bhutan, India, the Maldives,
Nepal, Pakistan, and Sri Lanka. Following the presentation of the country-specific study, the article turns to discussing
the study’s results, which suggest that the area lacks both national norms and a regional policy specific to the protection
of personal genetic data. The article then offers possible reasons for this outcome and suggests that the countries must
formulate culturally sensitive regulations and universally applicable legal principles for genetic privacy notwithstand-
ing the existing challenges of poverty, non-uniform demographics, and an absence of political will.
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1. INTRODUCTION

“Technology has made life fundamentally interconnected. [The] age of information has resulted in complex
issues for informational privacy.”1

The age-old proverb that “knowledge is power” has significant repercussions for the individual’s position in
today’s world where data is pervasive and all-encompassing. The Honorable Supreme Court of India has described
the present epoch as an age of information where information is knowledge.2 Information is now freely available in
the public domain, spurred by new technological advancements in science, medicine, biosciences, and other allied
fields.3 For example, as online social and economic activities proliferate, the significance of data privacy and protection
is increasingly apparent. Of equal concern is the manner and means by which personal data is collected or used, includ-
ing the disclosure to third parties of individuals’ personal information without their knowledge or consent.4 Indeed,
technological advancements have raised questions about the proper use and the possible misuse of people’s
information.

* Rajiv Gandhi School of Intellectual Property Law, Indian Institute of Technology, Kharagpur, West Bengal – 721302,
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1 J. S. Khehar, C.J.I. et al., Justice K.S. Puttaswamy (Ret.) and Anr. v. Union of India and Ors. (AIR 2017 SC 4161).
2 J. S. Khehar, C.J.I. et al., Anr. v. Union of India and Ors.
3 Carrie Buchanan, “Revisiting the UNESCO Debate on a New World Information and Communication Order: Has the

NWICO Been Achieved by Other Means?” Telematics and Informatics 32, no. 2 (May 2015): 391–99, https://doi.org/10.
1016/j.tele.2014.05.007.

4 “Data Protection and Privacy Legislation Worldwide” (United Nations Conference on Trade and Development
(UNCTAD), Dec. 14, 2021), https://unctad.org/page/data-protection-and-privacy-legislation-worldwide.

International Journal of Legal Information 2024, Page 1 of 14. © The Author(s), 2024. Published by International Association
of Law Libraries
doi:10.1017/jli.2024.3

1

https://doi.org/10.1017/jli.2024.3 Published online by Cambridge University Press

https://orcid.org/0000-0002-1077-7302
https://orcid.org/0000-0001-8117-2493
https://doi.org/10.1016/j.tele.2014.05.007
https://doi.org/10.1016/j.tele.2014.05.007
https://doi.org/10.1016/j.tele.2014.05.007
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://doi.org/10.1017/jli.2024.3


Relatedly, we have entered an era where it has become commonplace to sequence an individual’s genome
for health or identification purposes. Genomic technologies are generating a wealth of new knowledge about
human health and the potential for disease.5 In 1990, a large-scale research project popularly known as the
Human Genome Project (HGP) was launched to study the human genome. Until 2003, the HGP had made signifi-
cant investments in studying the possible ethical, legal, and social implications (ELSI) of genetic development.
Several benefits of genome sequencing have been identified over the years such as those for public health,
disease prevention, and personalized medicine. Today, a plethora of genetic tests are being integrated into health-
care systems. These tests range from whole-genome or whole-exome sequencing to multi-omics and epigenetic
testing adopted by clinical practices. Now widely available, these tests are often offered as direct-to-consumer
genetic testing (DTC-GT) services.6 A few examples of these DTC-GT services are Veritas Genetics,
Ancestry, and 23andMe.

With the wide-scale availability of these types of tests in countries like the United States, and the emerging
situations where the same tests could be adopted and introduced in countries like India, concerns have arisen regard-
ing ELSI. Such concerns arise from the possibility of the differential treatment of asymptomatic individuals or their
relatives based on their actual or assumed genetic information collected mostly through DTC-GT testing.7 Because
genetic testing has been proven to be an effective tool for understanding and controlling health and disease, discrim-
inatory practices against the aforementioned asymptomatic individuals or their relatives are certainly a cause for
concern.

1.1. Genetic Discrimination and the Law

Genetic technology has enabled precision medicine, but there are concurrently potential gene discrimination
(GD) issues. Genetic data can be used to discriminate against individuals and oppress vulnerable populations.8

According to UNESCO, GD is “usually understood as a type of discrimination based on genetic characteristics
that is intended to infringe or has the effect of infringing on human rights, fundamental freedoms, and human
dignity.”9 Thus, GD refers to any form of differential treatment against one individual that is based on actual or sus-
pected gene characteristics.10

The possibility of the unfair treatment of individuals based on their genetic traits can arise in multiple
situations and areas, including, but not limited to, insurance, employment, and healthcare. As far back as the
1970s, the first instance of GD appeared in the United States when individuals of African-American descent
were prevented from obtaining employment or health insurance because they had tested positive in the manda-
tory genetic screening programs for sickle cell disease (a group of inherited blood disorders).11 Concerns about
possible discriminatory uses of genetic information among academics and vulnerable members of society
became more pronounced in the 1980s and 1990s, coinciding with the overall progress made in human genetics
during that period. One example of that progress is the identification of several rare disorders caused by a
single gene.

5 Hannah Kim et al., “Genetic Discrimination: Introducing the Asian Perspective to the Debate,” Npj Genomic Medicine 6,
art. no. 54 (July 1, 2021), https://doi.org/10.1038/s41525-021-00218-4.

6 Kim et al., “Genetic Discrimination.”
7 Annet Wauters and Ine Van Hoyweghen, “Global Trends on Fears and Concerns of Genetic Discrimination: A Systematic

Literature Review,” Journal of Human Genetics 61, no. 4 (Apr. 2016): 275–82, https://doi.org/10.1038/jhg.2015.151.
8 Yann Joly, “Genetic Discrimination and the Ghost of the Future Past,” The Wire Science, Mar. 1, 2023, https://science.

thewire.in/the-sciences/dna-genetic-discrimination/.
9 Yann Joly and Gratien Dalpe, “Genetic Discrimination Still Casts a Large Shadow in 2022,” European Journal of Human

Genetics 30, no. 12 (Dec. 2022): 1320, https://doi.org/10.1038/s41431-022-01194-8 (citing UNESCO, “Universal Declaration
on the Human Genome and Human Rights,” Nov. 11, 1997, https://en.unesco.org/themes/ethics-science-and-technology/
human-genome-and-human-rights).

10 Paul R. Billings, Mel A. Kohn, and Marvin R. Natowicz, “Discrimination as a Consequence of Genetic Testing,”
American Journal of Human Genetics 50, no. 3 (1992): 476–82.

11 Philip Reilly, “State Supported Mass Genetic Screening Programs,” in Genetics and the Law, eds. Aubrey Milunsky and
George J. Annas (Boston: Springer US, 1976), 159–84, https://doi.org/10.1007/978-1-4684-2229-0_15.
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ELSI concerns, which were shared across countries in Western Europe and North America, eventually led to
the introduction of instruments aimed at prohibiting GD.12 For instance, these two foundational human rights texts
emerged in 1997: the European Convention on Human Rights and Biomedicine (CHRB), which expressly bars “any
form of discrimination on the basis of genetic heritage,”13 and the Universal Declaration on the Human Genome and
Human Rights (UDHGHR), which was issued by the United Nations Educational, Scientific and Cultural
Organization (UNESCO). One thing that is certain, which forms the basis of these texts despite a lack of regulatory
uniformity, is that any type of discrimination based on genetic disposition, information, or heritage violates the basic
tenets of human rights.

Indeed, these human rights documents observe that an individual’s genetic information must be protected
from unauthorized disclosure.14 The ambit of protection covers collection and preservation as well as the mainte-
nance of genetic data’s confidentiality. For example, the International Covenant on Civil and Political Rights
(ICCP) explicitly aims to respect and promote data privacy.15 The UDHGHR16 includes provisions on non-discrim-
ination and the right to privacy. It further emphasizes the importance of protecting the dignity and rights of individ-
uals regarding the use or misuse of their genetic information. The International Declaration on Human Genetic Data
(IDHGD)17 explicitly emphasizes the need to protect the confidentiality of genetic data and calls for the development
of national laws and policies to address genetic discrimination across countries. The Convention on the Rights of
Persons with Disabilities (CRPD) also recognizes the right to non-discrimination and access to health, while the
Council of Europe’s CHRB18 is the sole legally binding international covenant for protecting human rights in rela-
tion to the biomedical field.19

These covenants and treaties provide guidance and principles for protecting individuals from genetic
discrimination, ensuring the privacy and confidentiality of genetic information, and promoting the responsible
use of genetics and biotechnology.

1.2. Genetic Discrimination: An Asian Perspective

Asia is one of the world’s leading regions in the genomics and precision medicine revolution.20 Several
Asian countries are actively working with international groups to create public biobanks with large amounts of
data collected from their populations.21 The Hong Kong government, for example, has established the Hong

12 World Health Organization, “Medical Genetic Services in Developing Countries: The Ethical, Legal and Social
Implications of Genetic Testing and Screening,” Human Genetics Chronic Diseases and Health Promotion, 2006, https://
apps.who.int/iris/bitstream/handle/10665/43288/924159344X_eng.pdf?sequence=1&isAllowed=y.

13 Council of Europe, “Convention for the Protection of Human Rights and Dignity of the Human Being with Regard to the
Application of Biology and Medicine: Convention on Human Rights and Biomedicine,” Apr. 4, 1997, https://rm.coe.int/
168007cf98; “Article 11. Non-Discrimination - ‘Any form of discrimination against a person on grounds of his or her
genetic heritage is prohibited.’”

14 See ECHR, European Court of Human Rights, Council of Europe, “European Convention on Human Rights,” Strasbourg
cedex, France, Aug. 2021, https://www.echr.coe.int/documents/d/echr/Convention_ENG; UNESCO, “International Declaration
on Human Genetic Data,”Oct. 16, 2003, https://www.unesco.org/en/legal-affairs/international-declaration-human-genetic-data?
hub=66535.

15 United Nations General Assembly, “International Covenant on Civil and Political Rights,” no. 14668 (1966), https://
treaties.un.org/doc/Publication/UNTS/Volume%20999/volume-999-I-14668-English.pdf.

16 UNESCO, “Universal Declaration on the Human Genome and Human Rights,” Nov. 11, 1997, https://www.unesco.org/
en/legal-affairs/universal-declaration-human-genome-and-human-rights.

17 UNESCO, “International Declaration on Human Genetic Data,” Oct. 16, 2003, https://www.unesco.org/en/legal-affairs/
international-declaration-human-genetic-data?hub=66535.

18 Council of Europe, “Convention for the Protection of Human Rights and Dignity of the Human Being with regard to the
Application of Biology and Medicine: Convention on Human Rights and Biomedicine,” https://www.coe.int/en/web/
conventions/-/council-of-europe-convention-for-the-protection-of-human-rights-and-dignity-of-the-human-being-with-regard-
to-the-application-of-biology-and-medicin-2.

19 Council of Europe, Convention on Human Rights and Biomedicine.
20 Kim et al., “Genetic Discrimination.”
21 The International Cancer Genome Consortium, the Global Alliance for Genomics and Health, and the International

Human Epigenome Consortium are a few of these international groups.
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Kong Genome Institute to conduct large-scale genome sequencing. In South Korea, samples from about 240,000
participants were collected for a genome and epidemiology study. Taiwan has established its own National
Biobank Consortium, which integrates thirty-three pre-existing biobanks for a comprehensive big-data network of
biomedical data. Likewise, in Japan, BioBank Japan has worked with about 300,000 participants to secure DNA
and serum samples.22

In response to the threat of GD, various policymakers in Asia have reacted by developing regulations that
must meet several criteria points, including the overall prohibition of genetic discrimination. Countries like Taiwan,
Singapore, Japan, China, etc., have focused their laws on alleviating any fears associated with genetic testing and
preventing people from refusing to take a genetic test or participating in genetic research out of fear of GD.23

Laws have been adopted in many countries to avoid discrimination. Still, these nations are struggling to keep up
with technological advances in the study of genes and DNA, as research databases and DTC-GT services have
made them increasingly accessible and easier to link to individuals.24

The following table shows the current scenario of laws across several Asian jurisdictions.25

Over the years, GD has generally become recognized as a potential tool for interfering with human rights and
the right to equality. This problem has merited the attention of policymakers across Asian countries as well; however,
this phenomenon has evolved differently in South Asia.26 The nations of the Indian subcontinent (viz. Bangladesh,
Bhutan, India, the Maldives, Pakistan, Nepal, and Sri Lanka), which geographically comprise the majority of
South Asia, make it an important “hub” with the potential for developing laws addressing GD.27 The geographic,
cultural, and ethical foundations of these nations are analogous, and the social, economic, and political challenges
these countries face are also comparable.28 In addition, their healthcare systems currently require significant
modernization. Therefore, the following part will look at the laws and provisions to ascertain whether the existing
constitutional and legal structures in these countries have sufficiently addressed the problem of GD or whether there
is a need to legislate further.

TABLE 1:
Laws across Asian Jurisdictions

Country Laws against GD Laws protecting Genetic Privacy

China Measures for Administrative Health Insurance 2019 Personal Information Security Specifications 2020;
PRC Regulations on the Administration of Human
Genetic Resources 2019

Hong Kong SAR Disability and Discrimination Ordinance 1996 Personal Data Privacy Ordinance 1996
Japan Japanese Association of Medical Sciences Guidelines

for Genetic Tests and Diagnosis in Medical
Practice 2011 (revised in March 2022)

Protection of Personal Information Act 2017

Philippines National Ethical Guidelines for Health and Health-
Related Research 2017

Data Privacy Act 2012

South Korea Bioethics and Safety Act 2019 Personal Information Protection Act (PIPA) 2020
Singapore National Guidelines on Genetic Testing and Genetic

Research, Bioethics Advisory Committee 2005
Genetic Testing and Genetic Research—Bioethics
Advisory Committee Report 2005;

Personal Data Protection Act 2012;
Ethical Codes and Guidelines of the Singapore
Medical Council (SMC)

Taiwan Employment Service Act 1992 Personal Data Protection Act 2012

22 Kim et al., “Genetic Discrimination.”
23 Ibid.
24 Joly, “Genetic Discrimination and the Ghost of the Future Past.”
25 Source: Hannah Kim et al., “Genetic Discrimination: Introducing the Asian Perspective to the Debate,” Npj Genomic

Medicine 6, art. no. 54 (July 1, 2021), https://doi.org/10.1038/s41525-021-00218-4.
26 Joly, “Genetic Discrimination and the Ghost of the Future Past.”
27 Vibhushinie Bentotahewa, Chaminda Hewage, and Jason Williams, “The Normative Power of the GDPR: A Case Study

of Data Protection Laws of South Asian Countries,” SN Computer Science 3, no. 3 (May 2022): 183, https://doi.org/10.1007/
s42979-022-01079-z.

28 Bentotahewa, Hewage, and Williams, “The Normative Power of the GDPR.”
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2. COUNTRY-SPECIFIC ANALYSIS OF LAWS AND POLICIES REGARDING GENETIC DISCRIMINATION AND PRIVACY

The need to keep sensitive information about a person confidential calls for disciplinary control over the
stakeholders, including medical practitioners, employers, etc. Any information, including an individual’s family
history, employment status, health issues, and particularly the risk of a genetic disease that can lead to social
stigma, needs to be protected.29 The next section of the article identifies laws and policies (or the lack thereof)
related to genetic data and GD in seven countries that comprise much of the area of the South Asia region:
Bangladesh, Bhutan, India, the Maldives, Nepal, Pakistan, and Sri Lanka. Subsequently, the article discusses the
findings and conjectures why the protection principles related to personal genetic data may not yet be fully integrated
into national norms or regional health policies.

2.1. Bangladesh

Bangladesh is a signatory to several international covenants and treaties that address human rights, partic-
ularly those on discrimination and privacy. Bangladesh ratified the International Covenant on Civil and Political
Rights (ICCPR) in 2000, and it ratified the CRPD in 2007. Furthermore, Bangladesh is a signatory to the
Universal Declaration of Human Rights (UDHR). While these international covenants do not specifically address
GD, they provide a broader framework for protecting human rights and preventing discrimination on any
grounds, including genetic. Bangladesh’s obligations under these covenants require the government to take measures
to prevent and address discrimination in all forms, including GD.

2.1.1. Status of Genetic Discrimination and Privacy Laws in Bangladesh

In Bangladesh, GD has been reported in the contexts of employment and insurance. There have been
instances where individuals have been denied employment or promotion due to a family history of genetic disorders,
and insurance companies have refused coverage based on the same criteria.30 However, there is currently no specific
legislation in Bangladesh that addresses GD.

The Constitution of Bangladesh guarantees the right to privacy under article 43, which states, “Every citizen
shall have the right to the protection of his or her privacy.” However, this provision has not been interpreted to
address genetic privacy specifically.31 The Constitution of Bangladesh also guarantees equal rights and non-discrim-
ination based on race, gender, religion, and place of birth.32 The Labor Act of Bangladesh prohibits discrimination in
employment and working conditions based on such factors as race, gender, religion, or disability.33

Similarly, there is no specific legislation in Bangladesh that addresses genetic privacy. The Bangladesh
Medical & Dental Council has guidelines on the ethical practice of medicine, which includes genetic testing and
counseling.34 These guidelines recommend obtaining informed consent from patients before performing genetic
tests and also maintaining the confidentiality of test results.35 However, these guidelines are not legally binding
and have no enforcement mechanism. As a result, the protection of genetic privacy in Bangladesh is currently
limited.

29 Mohammad Jakir Hosen et al., “Genetic Counseling in the Context of Bangladesh: Current Scenario, Challenges, and a
Framework for Genetic Service Implementation,” Orphanet Journal of Rare Diseases 16, no. 1 (Apr. 9, 2021): 168, https://doi.
org/10.1186/s13023-021-01804-6.

30 Naimul Kabir, “Genetic Discrimination: A Reality in Bangladesh,” Dhaka Tribune, June 15, 2019, https://www.
dhakatribune.com/health/2019/06/15/genetic-discrimination-a-reality-in-bangladesh.

31 Law Library of Congress, “Bangladesh: Right to Privacy Guaranteed by Constitution,” Global Legal Monitor - LLC,
June 12, 2018, https://www.loc.gov/law/foreign-news/article/bangladesh-right-to-privacy-guaranteed-by-constitution/.

32 See art. 28, “The Constitution of the People’s Republic of Bangladesh” (1972), http://bdlaws.minlaw.gov.bd/act-367.
html.

33 Bangladesh Labour Act, 2006 (XLII of 2006), § 195, https://mccibd.org/wp-content/uploads/2021/09/Bangladesh-
Labour-Act-2006_English-Upto-2018.pdf.

34 See para. 1.1, Bangladesh Medical & Dental Council, “Genetic Testing Guidelines,” BM&DC (2019).
35 Para. 2.4, Bangladesh Medical & Dental Council.
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Regarding healthcare, Bangladesh’s National Health Policy 2011 seeks to ensure equal and non-discrimina-
tory access to health services for all citizens. This policy highlights the significance of providing equal access to
health services to disadvantaged and vulnerable populations, including individuals with disabilities.36 In addition,
the Bangladesh Bioethics Society (BBS)37 seeks to promote ethical practices in research, healthcare, and biotechnol-
ogy. The BBS has established guidelines for the ethical conduct of research, which includes provisions for protecting
the rights and dignity of study participants and preventing discrimination based on numerous factors such as genetic
information.38 However, the absence of a specific GD policy in Bangladesh could potentially expose individuals to
GD. Future policymakers may wish to consider enacting laws and regulations to protect against it.

2.2. Bhutan

Bhutan is a party to several international covenants and treaties that address GD-related issues. The UDHR,
ICCPR, and CRPD are a few of these instruments. Bhutan has also ratified the International Convention on
Eliminating All Forms of Racial Discrimination (ICERD). The ICERD prohibits racial discrimination in all
forms, including discrimination based on genetic characteristics.

2.2.1. Bhutan’s Stance on Genetic Discrimination and the Status of Existing Laws

There is limited information available on instances of GD in Bhutan. However, given that Bhutan is a small
and relatively homogeneous country with a low level of genetic testing, there have been fewer opportunities for GD
to occur there than in other countries. Bhutan does not have specific laws that address GD, although some periph-
erally related norms might be applicable. For example, the Constitution of the Kingdom of Bhutan39 prohibits dis-
crimination based on “race, sex, language, religion, politics, or other status.”40

One area where GD could potentially manifest is in the workplace, where employers could use genetic infor-
mation to make hiring or firing decisions. Bhutan’s labor laws prohibit discrimination “on the basis of race, sex,
language, religion, politics, or other status,” which could potentially cover GD. The Labour and Employment Act
of Bhutan 2007, under Chapter II (Prohibitions), specifically prescribes that employers shall not discriminate
against their employees for vacancies, wage conditions, and minimum wages.41 Section 237 also defines discrimi-
nation as a less favorable treatment a person receives based on certain conditions. Any express or implied reference
to GD, however, is lacking.42

Another potential area where GD could occur is in healthcare, where healthcare providers could use genetic
information to deny individual healthcare coverage or treatment. Bhutan’s National Health Policy 2011 (NHP 2011)
prohibits discrimination based on genetic information and recognizes the importance of protecting the confidentiality
of genetic information. Indeed, section 3 of the policy states that genetic information shall be treated as confidential
and not disclosed without the individual’s informed consent.43 The NHP 2011 guidelines intend in spirit that no
person should be discriminated against based on their genetic data.

Bhutan’s Information, Communications and Media Act 2006 broadly addresses concerns about online
privacy, but the same cannot be said about specifically addressing genetic information. The recent 2019 Media

36 Munzur-e-Murshid and Mainul Haque, “Hits and Misses of Bangladesh National Health Policy 2011,” PubMed Central
(PMC), Apr. 10, 2020, https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7373115/.

37 Bangladesh Bioethics Society (BBS, June 9, 2021), https://www.bioethics.org.bd.
38 “BBS - Constitution” (BBS, June 5, 2021), https://www.bioethics.org.bd/pages/constitution.php.
39 Constitution of the Kingdom of Bhutan (2008).
40 See Constitution of Bhutan, “Article 7 -ABhutanese citizen shall have the right to equality before the law and shall not be

discriminated against on the grounds of race, sex, language, religion, politics or other status.”
41 Labour and Employment Act of Bhutan (2007), §§ 11–13.
42 Labour and Employment Act, § 237, “‘discrimination’means if a person is treated less favourably, either directly or indi-

rectly, on the basis of race, colour, sex, marital status, pregnancy, religion, political opinion, social origin or involvement in a
workers’ association or as an occupational health and safety representative.”

43 Ministry of Health, Bhutan, “National Health Policy” (2011), https://www.moh.gov.bt/wp-content/uploads/moh-files/
2015/11/National-Health-Policy.pdf.
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Bill addresses matters related to the protection of the right to privacy of individuals.44 In addition, the government is
responsible for conducting privacy impact assessments from time to time.45

These policies and laws demonstrate the need for more specific genetic data discrimination and privacy laws
in Bhutan. However, the 2019 Media Bill provides a glimpse of Bhutan’s commitment to maintaining data privacy
despite the absence of specific legislation.

2.3. India

In India, there are no specific laws that prohibit GD. However, several laws and regulations can potentially
be applied to address GD in particular contexts.

Congenital diseases and hereditary disorders are a significant health burden in India.46 Therefore, genetic
testing and counseling services must be adequate and effective. Birth-related malformations and genetic diseases
are the third leading cause of infant mortality in India’s urban areas.47 India has a large population with a high
birth rate and a preference for consanguineous marriage in many communities, which has resulted in a high preva-
lence of genetic disorders.

Discussions on data privacy and GD have been gathering force over the years in India. For example, in 2018,
the Government of India’s Department of Biotechnology (DBT) organized a consultation on “GD and Social
Stigma” to explore GD-related issues and identify strategies to address them.48 The DBT has also been actively
involved in research and development related to human genetics. The Human Genetics and Genomics Program
funds genome-related health and disease research, which supports basic, translational, and clinical genomic research
to improve medical care.49

The DBT and the Government of India have also launched the Unique Methods of Management and
Treatment of Inherited Disorders (UMMID) Initiative to combat the high prevalence of genetic diseases in India.
The initiative is designed to provide comprehensive clinical care, including establishing Genetic Diagnostic Units
in government hospitals as part of the National Inherited Diseases Administration (NIDAN) Kendras; training
and producing skilled clinicians in human genetics; accurately screening pregnant women and newborns; and pro-
viding the successful detection and proper diagnoses of inherited genetic diseases.50 The 2021 Biotech–Promotion of
Research and Innovation through Data Exchange (Biotech–PRIDE) Guidelines is an outcome of such programs,
initiatives, and consultations. These guidelines articulate the need for the protection of privacy and confidentiality
of data. For instance, Guideline 1.2 mandates that shared modalities should ensure privacy protection, and the
same must be non-discriminatory and fair for all individuals when sharing their data. It is noteworthy that the guide-
lines’ “Imperatives of data exchange and sharing” require that data sharing be conducted “in a responsible
manner.”51

The Constitution of India prohibits discrimination “on the basis of religion, race, caste, sex, or place of
birth.” Under article 15, the constitution prohibits discrimination on these grounds while article 21 guarantees the

44 See Bhutan Information, Communications and Media Bill 2019, ch. 17.
45 See Bhutan Information, Communication and Media Bill 2019, § 311.
46 Dept. of Biotechnology, Ministry of Science & Technology, Government of India, “UMMID & Genome India and

Microbiome, BTIS Network,” https://dbtindia.gov.in/scientific-directorates/information-systems-ner/ummid-genome-india-
and-microbiome-btis-network (last visited Jan. 9, 2024).

47 Dept. of Biotechnology, Ministry of Science & Technology, Government of India, “UMMID & Genome India.”
48 Dept. of Biotechnology,Ministry of Science & Technology, Government of India, “Consultation on Genetic Discrimination

and Social Stigma” (2018).
49 Dept. of Biotechnology, Ministry of Science & Technology, Government of India, Cancer & Genetic Disorders, https://

dbtindia.gov.in/scientific-directorates/health-wellness/cancer-genetic-disorders (last visited Jan. 9, 2024).
50 Dept. of Biotechnology, Ministry of Science & Technology, Government of India, “UMMID & Genome India.”
51 Dept. of Biotechnology, Government of India, “BIOTECH-PRIDE Guidelines,” July 2021, https://dbtindia.gov.in/sites/

default/files/uploadfiles/Biotech%20PRIDE%20Guidelines.pdf.
“1.2 Modalities in which data are shared must protect privacy, confidentiality, security and should be non-discriminatory and
fair, and no harm must be done to individuals as a result of human-data sharing. It should also honour relevant National and
International agreements accepted by GoI on protection of rights on biodiversity and benefit sharing. The guidelines do not
allow sharing of ‘sensitive data.’”
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“right to life and personal liberty.”52 As interpreted by at least one Indian court, the constitution guarantees under
article 21 the right to genetic privacy, and under article 14, protection from GD.53 In 2017, an appeal was
brought before the Honorable High Court of Delhi to decide on the discrimination of persons with genetic disorders
in the context of health insurance.54 The court considered clause 4.17 of the impugned insurance policy wherein
“‘genetic disorder’” was one exclusion subject to which the company was not liable to pay the amount insured.55

The Honorable single-judge bench observed that determination of what is a “‘genetic disorder’” would require
genetic testing, which is a “complex and expensive process.”56

Furthermore, the court observed that applying a general rule would lead to arbitrariness if a type of genetic dis-
order is excluded without proper genetic testing or that kind of exclusion is included. Hence, the court found that the
exclusion clause itself was “too broad, ambiguous and discriminatory.”57 It held that discrimination based on genetic
heritage is unconstitutional “in the absence of appropriate genetic testing and [the] laying down of intelligible differen-
tia.”58 However, the matter was appealed, and vide order dated August 27, 2018, the Honorable Supreme Court of India
granted a stay on the operation of the High Court of Delhi’s judgment. The stay order wasmade partially, as the Supreme
Court listed five crucial matters involving a substantial question of law that it aims to address in this case.59 These five
aspects relate to the issue of discrimination against personswith geneticmalformations and raise an important question of
whether the Constitution of India provides for a right to health.60 The matter is still sub judice.However, the High Court
did discuss (for once in the judicial history of India) the implications of GD, albeit in the insurance sector.

In the health sector, India’s National Health Policy 2017 (NHP 2017) emphasizes the need for ethical con-
siderations in healthcare, including the use of genetic information. The Key Policy Principles under NHP 2017 state
that healthcare should be provided non-discriminatorily and equitably, emphasizing vulnerable and underprivileged
sectors of society.61 Moreover, the Indian Council of Medical Research (ICMR) 2017 Ethical Guidelines for
Biomedical Research on Human Participants covers genetic information. These guidelines state that “research
involving human subjects should be conducted in accordance with ethical principles that respect the dignity,
rights, safety, and well-being of the research participants,” including those involved in genetic tests.62

Additionally, the National Policy for Treatment of Rare Diseases 2021 aims to support and treat patients suffering
from rare diseases. The policy dictates that the focus of the government is “to create awareness amongst all the levels
of health care personnel as well as [the] general public towards the [sic] rare diseases. This will encourage people to
seek pre-marital genetic counselling, the identification of high-risk couples [and] families and also result in [the]
prevention of births as well as early detection of cases of rare diseases.”63

For the protection of data and privacy, the Information Technology (Reasonable security practices and pro-
cedures and sensitive personal data or information) Rules, 2011, provide for the protection of sensitive personal data
or information, which may include genetic information. The rules require entities that collect such information to
obtain informed consent from the concerned individual, provide notice regarding the collection and use of such infor-
mation, and take reasonable security measures to protect the information.64

52 Constitution of India (1950).
53 Prathiba M. Singh, J.,M/s United India Insurance Company Ltd. v Jai Parkash Tayal (Delhi High Court CMNos. 45832/

& RFA 610/2016 2017).
54 Prathiba M. Singh, J., M/s United India Insurance Company Ltd. v Jai Parkash Tayal.
55 Ibid., para. A.12.
56 Ibid., para. B.4.
57 Ibid., para. B.5.
58 Ibid., para. F.1 (ii).
59 See order dated 27-08-2018 ROP under Diary no. 29590/2018, https://main.sci.gov.in/case-status.
60 SLP (c) No. 23789/2018.
61 Ministry of Health and Family Welfare, Government of India, “National Health Policy” (2017), https://main.mohfw.gov.

in/sites/default/files/9147562941489753121.pdf.
62 Government of India, “ICMR Guidelines” (2020), https://main.icmr.nic.in/guidelines?field_select_disease_tid=97.
63 Ministry of Health and Family Welfare, Government of India, “National Policy for Rare Diseases” (2021), https://main.

mohfw.gov.in/sites/default/files/Final%20NPRD%2C%202021.pdf.
64 Ministry of Electronics and Information Technology, Government of India, “The Information Technology (Reasonable

security practices and procedures and sensitive personal data or information) Rules” (2011), https://www.wipo.int/wipolex/en/
text/338328.

AKASH AND SHUVRO PROSUN SARKER8

https://doi.org/10.1017/jli.2024.3 Published online by Cambridge University Press

https://main.sci.gov.in/case-status
https://main.sci.gov.in/case-status
https://main.mohfw.gov.in/sites/default/files/9147562941489753121.pdf
https://main.mohfw.gov.in/sites/default/files/9147562941489753121.pdf
https://main.mohfw.gov.in/sites/default/files/9147562941489753121.pdf
https://main.icmr.nic.in/guidelines?field_select_disease_tid=97
https://main.icmr.nic.in/guidelines?field_select_disease_tid=97
https://main.mohfw.gov.in/sites/default/files/Final%20NPRD%2C%202021.pdf
https://main.mohfw.gov.in/sites/default/files/Final%20NPRD%2C%202021.pdf
https://main.mohfw.gov.in/sites/default/files/Final%20NPRD%2C%202021.pdf
https://www.wipo.int/wipolex/en/text/338328
https://www.wipo.int/wipolex/en/text/338328
https://www.wipo.int/wipolex/en/text/338328
https://doi.org/10.1017/jli.2024.3


Discrimination violates the ICCPR, the International Covenant on Economic, Social and Cultural Rights
(ICESCR), and the CRPD of the United Nations.65 To protect and implement these covenants, the Indian
Parliament enacted the Protection of Human Rights Act 1993, which provides measures for ensuring the protection
of human rights and prohibiting any form of discrimination on any grounds, including disability.66 Furthermore, the
Rights of Persons with Disabilities Act 2016 prohibits discrimination based on a person’s physical incapacity or dis-
ability, which can include genetic disabilities.67 However, the Indian courts’ due interpretation could further clarify
the issue.

The DNA Technology (Use and Application) Regulation Bill 2019 was another outcome of debates and con-
sultations on GD. The bill was created to identify missing persons, victims, offenders, undertrials, and deceased
persons. The bill would have created a DNA Regulatory Board (DRB) and also National and Regional DNA
Data Banks, including a national forensic DNA database for identifying the abovementioned groups. The goal
was to improve scientific DNA testing in the country.68 The Digital Personal Data Protection Bill 2022 received
the assent of the President of India and became an act on August 11, 2023. The provisions of the act focus on
the purposeful data processing of individuals while concurrently ensuring their rights are protected against the neces-
sity of collecting data for law enforcement purposes.69 The DNA Technology Bill of 2019, however, was withdrawn
in July 2023.

The laws and regulations in India are not explicitly designed to address GD, and their effectiveness in pre-
venting GD may be limited when they can only provide protection in specific contexts. Various policies can also be
used to avoid GD in India, but there is still a need for a specific law that directly addresses GD.

2.4. Maldives

The Maldives does not currently have specific laws that address GD. However, the Maldives Constitution
prohibits “discrimination on the basis of race, gender, religion, or political beliefs.” Articles 17 and 24 lay down the
rights to non-discrimination and privacy, respectively.70 These constitutional guarantees could be interpreted to
include genetic information.

In addition, the Maldives has ratified the UDHR, which recognizes the right to privacy, and the ICCPR,
which recognizes the right to life and the “prohibition of cruel, inhuman, or degrading treatment or punishment.”
Further, the ICESCR prohibits discrimination on various grounds, including genetic information. However, these
international treaties have not been incorporated explicitly into the laws of the Maldives.71

Without specific laws, individuals in the Maldives may have to rely on general laws and regulations to
protect their genetic information. The penal code prohibits obtaining private information or any secure information
without a license or authority and disclosing such information to a third party.72 The Maldives’ Ministry of
Economic Development announced the drafting of a new data protection bill in 2016, but it has not yet been pro-
mulgated.73 In such a situation, individuals who have faced discrimination based on their genetic data may have
to rely on the general antidiscrimination provisions of the constitution and other laws. It is also possible that the

65 Suresh Bada Math et al., “The Rights of Persons with Disability Act, 2016: Challenges and Opportunities,” Indian
Journal of Psychiatry 61, no. 10 (2019): 809, https://doi.org/10.4103/psychiatry.IndianJPsychiatry_105_19.

66 Ministry of Home Affairs, Government of India, Protection of Human Rights Act (1993), https://www.mha.gov.in/sites/
default/files/Protection%20of%20HR%20Act1993_0.pdf.

67 Government of India, “The Rights of Persons with Disabilities (RPwD) Act” (2016), https://lddashboard.legislative.gov.
in/actsofparliamentfromtheyear/rights-persons-disabilities-act-2016.

68 Ministry of Science and Technology, Government of India, DNA Profiling Bill (Dept. of Biotechnology, Feb. 22, 2019).
69 Ministry of Electronics and Information Technology, Government of India, Digital Personal Data Protection Bill (2022),

https://www.meity.gov.in/writereaddata/files/The%20Digital%20Personal%20Data%20Protection%20Bill%2C%202022.pdf.
70 Dheena Hussain, trans., “Functional Translation of the Constitution of the Republic of Maldives,” Constitution of

Maldives - The President’s Office (2008), https://presidency.gov.mv/Pages/Index/15.
71 Government of the Republic of Maldives, “List of Treaties to which the Maldives Is Party to,” Dec. 2020, https://www.

gov.mv/en/files/treaties-list-december-2020.pdf.
72 Paul H. Robinson, “Final Report of the Maldivian Penal Law and Sentencing Codification Project: Text of Draft Code

(Volume 1) and Official Commentary (Volume 2),” Jan. 2006, https://scholarship.law.upenn.edu/faculty_scholarship/290.
73 Robinson, “Final Report.”
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Maldives government will enact specific laws that prohibit GD in the future, particularly as advances in genetic
research and testing continue to raise ethical and legal questions.

2.5. Nepal

Nepal has yet to pass specific laws or craft distinct policies addressing GD.
The new Constitution of Nepal, promulgated in 2015, describes the country as a “federal republic.” As a

result, substantial changes have occurred in Bangladesh’s legal system.74 Article 28 of the constitution, read with
the Individual Privacy Act of 2018 and the penal code, guarantees the right to privacy and information protection,
which can be read to include genetic information. 75 The Privacy Act itself is not considered a data privacy law per se
because certain basic principles are missing. However, the private sector bodies operating in Nepal are bound to
follow the act’s various provisions.76 The act encompasses online business and commercial activities that involve
the collection of user data and restricts it from being shared with third parties.77 The act requires that the reason
for collecting personal data and user information, including genetic information, be demonstrated with clarity.

2.6. Pakistan

Pakistan has ratified or signed several international covenants and instruments that relate to GD. For
example, it approved the ICCPR in 2010 and signed the UNESCO Declaration on the Responsibilities of the
Present Generations Towards Future Generations (DRPGTFG) in 1997. The declaration emphasizes the importance
of considering the impact of scientific and technological developments on future generations, including the potential
for GD.78 Pakistan signed the UDHGHR in 1997 and ratified the CRPD in 2011.

2.6.1. Genetic Discrimination Privacy Laws and Policy in Pakistan

In Pakistan, GD, privacy legislation, and policies are still in their infancy. There is currently no legislation
that explicitly addresses GD or protects the confidentiality of genetic information. However, there are some laws and
policies in place that may provide some protections. These laws and policies may indirectly address concerns regard-
ing GD and privacy. For example, the Pakistan Electronic Crimes Act 2016 includes provisions that prohibit unau-
thorized access, copying, or transmission of data, which could potentially apply to genetic data.79

Similarly, Pakistan’s constitution includes a right to privacy that could be applied to genetic information.
Article 25(1) of the Constitution of Pakistan80 guarantees “equality before [the] law and equal protection of [the]
law” while article 14 declares that the dignity of man and privacy of home shall be inviolable, which could again
potentially apply to genetic data protection.81 However, the constitution does not explicitly address discrimination
based on genetic information.

In 2020, Pakistan’s Ministry of Information Technology and Telecom introduced the Personal Data
Protection Bill. This proposed act includes provisions that resonate with the requirements of international frame-
works for data protection and regulation, including the European Union’s GDPR. It encompasses the right to

74 National Forum of Parliamentarians on Population and Development, Nepal, “Nepal’s Constitution and FederalismVision
and Implementation” (2020), https://asiafoundation.org/wp-content/uploads/2020/10/Nepals-Constitution-and-Federalism‗Vision-
and-Implementation‗English.pdf.

75 “Nepal - Data Protection Overview,” Feb. 24, 2022, https://www.dataguidance.com/notes/nepal-data-protection-overview.
76 “Nepal - Data Protection Overview.”
77 Newpane Law Associates, “Introduction to the Privacy Act 2018,” Feb. 18, 2019, https://www.neupanelegal.com/news-

detail/introduction-to-the-privacy-act-2018.html.
78 “Declaration on the Responsibilities of the Present Generations Towards Future Generations,” Nov. 12, 1997, https://en.

unesco.org/about-us/legal-affairs/declaration-responsibilities-present-generations-towards-future-generations.
79 Government of Pakistan, “Prevention of Electronic Crimes Act, 2016” (Act no. XL of 2016), http://nasirlawsite.com/

laws/peca1.htm.
80 National Assembly of Pakistan, “Constitution of the Islamic Republic of Pakistan” (1973, as modified to May 31, 2018),

https://na.gov.pk/uploads/documents/1549886415_632.pdf.
81 National Assembly of Pakistan, “Constitution.”
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access and amend personal data, recognizes the provisions for withdrawing individual consent, and allows for the
erasure of data upon request. A data-control authority is provided to prevent the data processing of individuals’ infor-
mation. All these provisions have kept the bill in line with internationally applicable and acceptable norms on data
privacy. In other words, there is a potential need for data localization in the proposed act.82 In addition, the National
Bioethics Committee of Pakistan83 was established in 2007 to advise on ethical aspects related to biotechnology,
genetic research, and healthcare. The committee has published guidelines for the ethical conduct of research that
involves the participation of humans, which may indirectly address some privacy concerns related to genetic
analysis. However, the committee has not yet produced specific recommendations or policies on genetic privacy.

Like in India, the general population of Pakistan has a high rate of first-degree consanguineous associations.
This has made Pakistanis prone to developing various genetic disorders.84 Therefore, researchers and medical genet-
icists in the country have developed the Pakistan Genetic Mutation Database (PGMD), which provides access to data
analysts and facilitates the interpretation of possible gene mutations. The PGMD is a public domain database and
records more than one thousand genetic mutations along with at least 130 distinct types of scientific disorders. It
is anticipated that databases like the PGMD will assist researchers, geneticists, and clinicians by providing
genetic screening of population-specific mutations. In turn, this is expected to facilitate effective genetic counseling
and assistance with personalized healthcare.85

The lack of a specific policy or law on GD in Pakistan could lead to potential violations of the privacy and
rights of individuals who undergo genetic testing or have genetic conditions. Although Pakistan has introduced the
ambitious National Health Vision 2016–2025, which mentions “new strategic priorities including non-communica-
ble diseases,” there is no mention of genomics.86 Thus, there is clearly a need for the government of Pakistan to
develop policies and laws that specifically address GD and protect the privacy and rights of individuals based on
their genetic information.

2.7. Sri Lanka

Data protection is essential in Sri Lanka, which has a growing population and presumably an increasing use
of information technology. The 19th amendment to Sri Lanka’s Constitution of 1978 guarantees fundamental rights
for its citizens. However, there is no specific guarantee for the right to individual privacy.87 In 2022, the Personal
Data Protection Act was enacted, which was prepared by the Sri Lankan Ministry of Digital Infrastructure and IT
and the Legal Draftsman’s Department. The law covers the “fundamental principles of privacy and data protection.”
It prescribes measures for protecting personal data held by various stakeholders, such as banks, hospitals, telecom
operators, and other entities that process such personal data. The act also aims to “regulate the processing of personal
data, designate a data protection authority, and safeguard the rights of citizens.”88

The Sri Lankan Medical Council has also issued guidelines on genetic testing and counseling, including the
necessity of informed consent and ensuring the confidentiality of collected genetic information. These guidelines
may allow for protection against discrimination, mainly based on genetic information.89 In addition, Sri Lanka is
a signatory to the UDHGHR, which recognizes the importance of protecting genetic information and preventing

82 Bentotahewa, Hewage, and Williams, “The Normative Power of the GDPR.”
83 National Bioethics Committee Pakistan, “Safeguarding Publications in the Medical Field” (2007), http://nbcpakistan.org.

pk/#:\textasciitilde:text=NBC-R%20is%20to%20safeguarding,publications%20in%20the%20medical%20field.
84 S. Khan, “Pakistan: Cousin Marriages Leading to Genetic Disorders,” Dw, July 2, 2022, https://www.dw.com/en/

pakistan-cousin-marriages-create-high-risk-of-genetic-disorders/a-60687452.
85 Iqbal Qasim et al., “Pakistan Genetic Mutation Database (PGMD): A Centralized Pakistani Mutome Data Source,”

European Journal of Medical Genetics (EJMG) 61, no. 4 (Apr. 2018): 204–8, https://doi.org/10.1016/j.ejmg.2017.11.015.
86 Moenn Riaz et al., “Implementation of public health genomics in Pakistan,” European Journal of Human Genetics 27,

no. 10 (2019): 1485–92, https://doi.org/10.1038/s41431-019-0428-z.
87 Prathiba Mahanamahewa, “Data Protection Law an E-Business and E-Government Perception” (2007), https://silo.tips/

download/data-protection-law-an-e-business-and-e-government-perception.
88 Parliament of the Democratic Socialist Republic of Sri Lanka, Personal Data Protection Act (Mar. 22, 2022), https://

www.dataguidance.com/legal-research/personal-data-protection-act-no-9-2022.
89 Sri Lanka Medical Council, “Guidelines on Ethical Conduct for Medical and Dental Practitioners” (July 2009), https://

www.mc.lk/images/publications/EthicalConduct.pdf.
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discrimination based on genetic characteristics. Despite these protections, however, there is still a need for specific
laws and policies in Sri Lanka to address GD and protect individuals from harm.

3. DISCUSSION

The existing legal frameworks for protecting individual rights and privacy in Asia do not automatically guar-
antee protection from genetic discrimination. And the specific laws that do exist there to protect personal genetic data
are only partially coping with the problem. In contrast, in countries like the United States and Canada, specific laws
do exist90 against genetic discrimination, and these acts operate in tandem with the existing non-discrimination pro-
visions in those countries’ insurance and labor laws. As globalization and rapid technological advancements occur, it
is essential to think on that scale and seek out the reasons for the absence of uniform domestic laws on GD and
genetic data privacy—in Asia, but more specifically in South Asia.

3.1. Disparities among Laws across Asia

Despite Asia’s thriving private sector, which provides technologies and genetic services to consumers world-
wide, there is disparity among the genetic services available in that region. Many of the countries in South Asia, for
example, are developing countries. In general, people in low- and lower-middle-income nations do not have access
to genetic services even though these services have become essential to medical practices in the twenty-first
century. Some of the identified reasons that citizens in these nations lack such services are insufficient knowledge, exor-
bitant costs, scarcities of epidemiological data, antiquated medical education systems, inadequate infrastructures, and
the absence of comprehensive health strategies.91 Personal traits have also been identified that act as barriers.92

As a whole, South Asian countries have limited access to genetic services; legal and policy protections for
genetic privacy and discrimination are accordingly limited. Several medical councils have issued guidelines on
genetic testing and counseling, which may serve as a guide for ethical practice, but they are not binding. It is
worth noting that reports of GD are uncommon in these nations, and the limited legal frameworks that do exist
do not denote specific penalties for data security breaches.

TABLE 2:
Existing laws in South Asian countries

Country Laws against GD Laws protecting Genetic Privacy

Bangladesh National Health Policy 2011;Bangladesh Bioethics Society
(BBS) Guidelines

Medical and Dental Council Guidelines on the Ethical Practice of Medicine

Bhutan National Health Policy 2011 Information, Communications and Media Act 2006;
Media Bill 2019

India National Health Policy 2017;
National Policy for the Treatment of Rare Diseases 2021;
Protection of Human Rights Act 1993;
Rights of Persons with Disabilities Act 2016;
DNA Technology (Use and Application) Regulation Bill 2019

Biotech-PRIDE Guidelines (Department of Biotechnology) 2021;
ICMR Ethical Guidelines for Biomedical Research and Human Participants
2017;

Information Technology (Reasonable Security Practices and Procedures and
Sensitive Personal Data or Information) Rules 2011;

Digital Personal Data Protection Act 2023
Maldives None Data Protection Bill 2016
Nepal None Privacy Act 2018
Pakistan National Health Vision 2016–2025 Personal Data Protection Bill 2020;

National Bioethics Committee Guidelines
Sri Lanka Sri Lanka Medical Council Guidelines on Ethical Conduct for

Medical and Dental Practitioners 2009
Personal Data Protection Act 2022

90 See the texts of the Genetic Information Non-Discrimination Act of 2008 (United States) and the Genetic Non-
Discrimination Act 2017 (Canada).

91 Hosen et al., “Genetic Counseling in the Context of Bangladesh.”
92 Ibid.
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3.2. Difficulties in Developing Laws Against Genetic Discrimination

The reluctance and unwillingness of South Asian nations to develop their own GD-related norms are due to
the prevalence of external and internal obstacles. These obstacles also impede collective decision-making and are
contributing factors that hamper the formation of a regional framework to combat the problem of GD.93 A few of
the factors that can be identified in this regard are the following:

3.2.1. Social and Linguistic Differences

Sociological disparities and diverse groups’ perspectives have been identified as the most significant
barriers to the global development of a data protection framework.94 Accordingly, social differences and cultural
histories might influence the growth of data protection policies across South Asia. Literature also suggests that
different languages may have various levels of recognition, which could affect collective policy formulation in
the region.95

3.2.2. Mistrust Among Countries

Several factors, such as socio-political and ideological differences, border disputes, and the continuation of
cross-border conflicts, contribute to mistrust among nations. For example, the tensions resulting from India and
Pakistan’s border disputes illustrate why countries embroiled in combat or war-like situations find it difficult to
cooperate in the long run for the common good. Even so, in 2015, as an outcome of the Madheshi movement,
the India-Nepal border, which has historically remained open, was closed down.96 As a result, the blockade
impacted bilateral ties between the two nations. Efforts are still underway to resolve the basic issues and
restore mutual trust.97

3.2.3. Legal and Legislative Differences

The ways nations adhere to regional bilateral or multilateral conventions or international treaties vary from
nation to nation, and these disparities tend to influence the creation of joint initiatives for developing domestic laws.
Legal and legislative differences impede cross-border cooperation and make responding, investigating, and enforc-
ing the law difficult.98 Moreover, the enactment of laws in some nations is determined by national-level decisions
based on multiple factors and circumstances. These concerns could be economic, political, or social. For instance,
most countries that ratified the Budapest Convention (a framework agreement on cybercrime) took too long for
several reasons, including the delayed development of the enabling domestic laws.99

There are indeed visible differences among GE and genetic data protection laws across Asian countries. For
example, laws in India and Bangladesh mandate notifying authorities about a data breach.100 However, in China,

93 World Health Organization, “Medical Genetic Services in Developing Countries: The Ethical, Legal and Social Implications
of Genetic Testing and Screening” (2006), https://iris.who.int/bitstream/handle/10665/43288/924159344X_eng.pdf.

94 Jianhong Liu, Bill Hebenton, and Susyan Jou, eds., Handbook of Asian Criminology (New York: Springer, 2013), https://
books.google.com/books/about/Handbook‗of‗Asian‗Criminology.html?id=5QFw0WHPJD8C.

95 Eszter Hargittai, “Weaving the Western Web: explaining differences in internet connectivity among OECD countries,”
Telecommunications Policy 23, nos. 10/11 (Nov. 1999): 701–08, https://doi.org/10.1016/S0308-5961(99)00050-6.

96 Nayanima Basu, “What the India-Nepal Peace Treaty is and why Nepal has problems with it,” The Print (Jan. 24, 2021),
https://theprint.in/theprint-essential/what-the-india-nepal-peace-treaty-is-and-why-nepal-has-problems-with-it/591235/.

97 Sujeev Shakya, “India and Nepal: redefining a relationship,” Frontline (June 15, 2023), https://frontline.thehindu.com/
world-affairs/india-and-nepal-need-to-redefine-their-relations-in-the-light-of-changing-realities-in-both-countries/article66945078.ece.

98 Miguel Angel Mendoza, “Challenges and Implications of Cybersecurity Legislation,” welivesecurity, Mar. 13, 2017,
https://www.welivesecurity.com/2017/03/13/challenges-implications-cybersecurity-legislation/.

99 Miguel Angel Mendoza, “Challenges and Implications.”
100 Suparna Goswami, “Bangladesh to Propose a Privacy Law,” Bank Info Security, Feb. 2, 2021, https://www.

bankinfosecurity.asia/bangladesh-to-propose-privacy-law-a-15898.
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appropriate government entities and network users must warn of security faults and vulnerabilities.101 In contrast,
Japan requires that an effort be made to notify authorities of the breach incident.102 In India, the recently passed
Digital Personal Data Act 2023 makes it mandatory for the concerned “data fiduciary”103 to notify the “data prin-
cipal”104 or the person whose digital data has been breached, as well as the Data Protection Board of India.105

4. CONCLUSIONS AND RECOMMENDATIONS

Genetic discrimination is a global issue that has sparked discussion and debate. There are numerous forms of
GD, including social discrimination and victim stigmatization, which can create unofficial barriers to accessing
healthcare and cause discrimination against female mutation carriers. Individuals should be protected against the
unauthorized disclosure of genetic information as specified in international human rights standards to prevent the
incidence of GD.

This study identified the GD and genetic privacy frameworks in seven subcontinental nations and high-
lighted the need for comprehensive norms in those areas. With over 1.8 billion people, the South Asian region is
one of the most densely populated regions in the world, but its national laws on genetic testing and data lack
force and authority and are not uniform. Further, due to the diversity of actors and interests in the region, there
are enormous challenges involved with crafting legally applicable principles for genetic privacy.

Lack of sufficient expertise in drafting legislation specific to GD and genetic privacy; outdated medical edu-
cation systems; poor health, medical, and genetic-testing facilities; high costs for health infrastructure development;
and the absence of umbrella health policies are among the reasons why there is a dearth of specific laws or policies in
South Asia. Barriers to regional cooperation regarding GE and genetic data protection have also been identified,
including social and linguistic differences, mistrust among nations, and legislative differences. To address these
issues, additional research is needed to develop nuanced, multilevel, GD policies and to investigate methods for iden-
tifying common factors that could unite these nations to develop a unified data protection mechanism.

These authors suggest that the South Asian Association for Regional Cooperation (SAARC) should encour-
age South Asian nations to develop uniform protection mechanisms for genetic information. SAARC should form a
project team to raise awareness of the need for personal data protection, provide guidance, and help to make this a
reality. The group’s terms of reference must be clearly stated, and the association must be able to obtain pledges from
governments that they will debate and publish their plans for developing legislation to protect genetic data and
privacy. In reality, this may not be simple if there is no consensus among the region’s nations, and if they continue
to adhere to unyielding domestic ideologies and positions. It would not be easy to set a deadline for achieving the
desired outcome because the process itself is likely to evolve, and success depends on the good faith and willingness
of these countries to play their parts in the interest of regional and international communities. If world order is to have
any meaning, these attitudes must be changed. The potential also exists for nations that are already considered devel-
oped to provide funds to protect citizens’ privacy and examine current policies in developing and underdeveloped
countries.106

In conclusion, these authors hope that the results of this study will help future academics analyze discourses
on genetic discrimination and privacy. Moreover, the data reported in this work should serve as a valuable resource,
contributing to efforts to develop feasible mechanisms to protect citizens’ genetic information while at the same time
ensuring the utility of that information in the contexts of healthcare provision and disease prevention.

101 Dora Luo, “China - Data Protection Overview,”Nov. 2022, https://www.dataguidance.com/notes/china-data-protection-
overview.

102 Daniel Hounslow, “Japan-Data ProtectionOverview,”Oct. 2022, https://www.dataguidance.com/notes/japan-data-protection-
overview.

103 Digital Personal Data Protection Act 2023, § 2(i).
104 Ibid., § 2(j) – “Data Principal” means the individual to whom the personal data relates.
105 Ibid., § 8.
106 Douglas Beal, Enrique Rueda-Sabater, and Teresa Espirito Santo, “Comparing Socioeconomic Development Across

Nations,” Nov. 27, 2012, https://www.bcg.com/publications/2012/public-sector-globalization-comparing-socioeconomic-
development.
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