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1 INTRODUCTION

South Africa is a renowned case for its remarkable peacebuilding process that
followed the transition from the apartheid era in the 19gos, particularly in terms
of reconciliation, restorative justice, forgiveness, and healing from a violent past
(Borris, 2002). However, the reconciliation process is ongoing, as seen in the first
five days of September 2019 when some xenophobic, looting, and violent attacks
emerged in Johannesburg. This time, the victims of those violent attacks were not
black South Africans. Instead, the victims were Nigerians who lived and worked
in South Africa (Holmes, 2019). This episode of violence could be impacted by
different factors, including social media promotion. This example highlights
a common feature of online communication in conflict-torn and postconflict
societies in various parts of the world. The digital transformation has blurred
the boundaries between cyberspace and “physical” space, creating a continuum
between online and offline violence. As such, cyberspace has become a realm
for political confrontation. Information and data can both be tools to empower
dissidents while also being weapons for users, decision makers, governments, and
armed groups (Berman, Felter & Shapiro, 2020; Duncombe, 2019). In this con-
text, threats of violence are published on webpages and social media platforms
to create and exacerbate a climate of fear. Violence targeted at specific minor-
ity groups reproduces offline practices of discrimination and hatred (Alexandra,
2018). Moreover, social media and messaging applications are used to mobilize
populations generating large-scale collective actions that have created meaning-
ful changes or call for actions worldwide, such as the cases of the Arab Spring
(Salem, 2014), the Black Lives Matter movement in the United States (Zeitzoff,
2017), or the feminist movement in Argentina (Chenou and Médsmela, 2019).
These dynamics are particularly important in postconflict contexts where new
opportunities for truth and reconciliation emerge while conflictual relationship
might migrate online.
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Many cybersecurity studies focus on state actors and, more specifically, on great
powers with strong capacities to conduct cyber operations on a global scale, such as
the Stuxnet attack (Valeriano and Maness, 2018), or the digital attack on the Ukrai-
nian power grid in 2015 (Deibert 2018). However, the resolution of intrastate conflict
dynamics, which are crucial elements undermining the existence of a sustainable,
stable, and secure cyberspace, usually goes ignored. The use and impact of Infor-
mation and Communication Technologies (ICTs) in cyberspace during intrastate
conflicts has also drawn much attention due to its impact, expanding the analysis of
the media’s role in conflicts. However, cyberspace’s role in peacebuilding has been
less studied, despite the Tunis Commitment for the Information Society, adopted
by the UN in 2005, which acknowledges the potential of ICTs to promote peace
by “assisting post-conflict peacebuilding and reconstruction” (United Nations,
2005). As illustrated by the aforementioned South African riots case, the issue of
peacebuilding in cyberspace goes beyond access and safe use of technology. It also
includes the regulation of violent content and information. This chapter proposes
a dialogue between Internet studies and the analysis of peacebuilding to define the
notion of cyber-peacebuilding based on the cases of Colombia and South Africa.
Drawing upon the four pillars of cyber peace (Shackelford, 2020, preface), it iden-
tifies the main venues for cyber peacebuilding research. We propose a working
definition of cyber peacebuilding as those activities that delegitimize online vio-
lence, build capacity within society to peacefully manage online communication,
and reduce vulnerability to triggers that may spark online violence. These efforts
include, but are not limited to, the prevention of the use of online violence as a con-
flict reduction strategy. They also seek to address the structural causes of conflict
by eliminating online discrimination, detecting possible threats and power abuses,
and promoting inclusion and peaceful communication in cyberspace.

This chapter, organized into three parts, contributes to structuring the emerg-
ing field of cyber peacebuilding research. It draws a bridge between cyber peace,
understood as a global public good, and its implementation at the national level by
drawing on the cases of South Africa and Colombia.

It begins by broadening the perspective of cyber peace studies to include intra-
state armed conflicts located mostly in the Global South. The second section out-
lines the challenges posed by intrastate conflicts for global cyber peace and draws
upon cybersecurity and conflict resolution literature to define cyber-peacebuilding.
The third section focuses on how the four pillars of cyber peace used as a frame-
work in this volume — namely human rights, access and cybersecurity norms, mul-
tistakeholder governance, and stability — can help structure cyber peacebuilding
research and even inform policymakers with a particular focus on South Africa and
Colombia. Finally, the chapter concludes with the relevance of cyber peacebuild-
ing research and draws some examples for further research on the issue.
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2 TOWARD A COMPREHENSIVE CYBER PEACEBUILDING APPROACH

The use of ICTs both affects the dynamics of violent disputes and helps to generate
peacebuilding activities (Puig, 2019). The use of these technologies does not follow
a deterministic path. Technologies, including social media platforms, provide new
ways of communication between parties that could increase harm as well as provide
novel forms of cooperation. To better understand their impact, we explore some chal-
lenges that intrastate armed conflicts generate in a global scenario, then we discuss
the role of cyberspace in internal conflicts. Finally, we propose some ideas about the
relevance of cyber peacebuilding based on intrastate conflict resolution scenarios.

Intrastate armed conflicts have emerged as a new complex challenge globally, par-
ticularly in the Global South (Pettersson & Oberg, 2020). A substantial increase in
intrastate disputes occurred in the post—Cold War period, becoming the most frequent
and deadly form of armed conflict in the world (Mason & Mitchell, 2016), with devas-
tating consequences at social and psychological levels (Wallensteen, 2018). Intrastate
armed conflict can be defined as civil wars (Sarkees & Wayman, 2010) or understood
as asymmetric conflicts (Berman, Felter & Shapiro, 2020). Intrastate armed conflicts
include periods of military hostility between government security forces and members
of one or more armed opposition groups within a state lasting ten or more days, with-
out regard to the number of fatalities (Mullenbach, 2005). They can be categorized
according to the dispute’s issue and the rebels” goals, such as ideological revolutions,
ethnic revolutions, and secessionist revolts. Moreover, they can be characterized by the
causes of their occurrences. Internal armed conflicts can be explained by greed, cen-
tered on individuals’ desire to maximize their profits; grievance, where conflict occurs
as a response to socioeconomic or political injustice; and opportunity, which highlights
factors that make it easier to engage in violent mobilizations (Cederman & Vogt, 2017).

The role of cyberspace in internal conflicts can be interpreted as a double-edged
sword, as it enhances the interaction between users, digital platforms, and govern-
mental agencies across multiple technological devices. However, the tensions con-
cerning its positive or negative use not only depend on the users, who range from
ordinary citizens to political leaders, rebels, and extremist groups, among other soci-
etal actors — all of whom interact using IC'Ts. The social and political contexts of
its use are relevant because those conditions allow for the presence of new actors
that behave with complex rules, which undoubtedly change the dynamics of civil
wars and peacebuilding scenarios. In short, cyberspace matters in the development
and ending of intrastate conflicts because they have become information centric
(Berman et al., 2020; Steinberg, Loyle, & Carugati, in this volume).

Cyberspace capabilities contribute to the creation and tracking of analytical ele-
ments concerning the tensions, positions, narratives, and changes in the domestic
balance of power of states and non-state actors. It offers the possibility to develop
conflict prevention actions, as discussed in Chapter 4. Moreover, cyberspace repre-
sents a nurturing ground that allows for the generation and promotion of conflict
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resolution initiatives. As Ramsbotham, Miall, and Woodhouse (2016, p. 432) argued,
the “virtual world of cyberspace is, therefore, contested and conflictual in the same
way as the ‘real” world is, but the challenges are the same in the sense that eman-
cipatory agendas of conflict resolution apply as much to cyber peacemaking as to
‘conventional’ peacemaking.” In short, this digital space represents a hybrid and
dynamic environment (Gohdes, 2018), in which uncertainty and threats emerge, but
also where the conflicting parties can create peaceful ways to coexist.

The potential for utilizing cyberspace in peacebuilding activities, particularly to
enhance the role of mediators and generate policy change, is a positive example of
such technologies (Tellidis & Kappler, 2016; Puig Larrauri & Kahl, 2013). A relatively
recent development in cyberspace is the emergence of social media, where users can
create content and interact across both micro and macro communities (Kaplan &
Haenlein, 2012). The use of social media has undoubtedly changed how we commu-
nicate and relate to our world. Its negative uses have raised new complex concerns
about ethical and security issues. The recruitment of extremists (Weimann, 2016;
Walter, 2017), the increasing polarization among the minority groups who are most
active in discussions about public affairs (Barberd, 2020), and the promotion of hate
speech (Mathew et al., 2019) are some negative uses that heighten conflict dynamics,
not only in cyberspace but also in physical space. However, the use of social media
also reduces the costs of information distribution in the framework of violent conflict
(Hochwald, 2013), which could generate new social mobilizations and reduce collec-
tive action problems (Margetts et al., 2015). Additionally, social media can generate
new data and information about the conflict environment that might forecast new
violent actions. Its use is also a critical factor in the promotion of narratives that could
establish peaceful engagement using a bottom-up approach and could even help
foster polycentric information sharing, as was discussed in Chapter 3.

Given the background, our definition of cyber peacebuilding draws upon differ-
ent strands of literature. Previous efforts to analyze the role of ICTs in the termina-
tion of conflicts include cyber peacekeeping and the ICTs for peace frameworks.
Moreover, we subscribe to the positive definition of peace adopted by cyber peace
scholars. Finally, our definition of cyber peacebuilding is based on a contemporary
conflict resolution approach that echoes critical cybersecurity perspectives.

Along with the diffusion of interactions into cyberspace in conflicttorn and
postconflict countries, the role of ICTs in peacekeeping operations, and as tools to
promote peace, has been increasingly acknowledged by scholars and intergovern-
mental organizations. From the use of big data in peacekeeping operations (Karlsrud,
2014) to the institutionalization of cyber peacekeeping teams and operations in the
United Nations, such as the United Nations™ Digital Blue Helmets (Almutawa, 2020
Robinson, et al,, 2019; Shackelford, 2020), the literature has broadened to include
cyberspace in the analysis of peacekeeping. Cyber peacekeeping is an evolution of an
idea that emerged in the 199os, which posited that ICTs could promote peace. During
the process that led to the World Summit on Information Society, the idea of ICTs
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being used for peace was further developed and included in the Tunis Commitment
for the Information Society (United Nations, 2005). However, the use of the concept
remained limited in scholarly publications with some exceptions (see Laouris, 2004;
Spillane, 2015; Young & Young, 2016) and declined with the massification of social
media and the subsequent debate on its role in polarization. While the IC'Ts for peace
scholarship generally focus on access and the infrastructure layer from a techno-
optimistic perspective, an analysis of the content layer, and the particular role of social
media in conflict and peace dynamics, is a starting point to develop novel inquiries.

Another source of inspiration for cyber peacebuilding is the ongoing effort to pro-
mote a positive definition of cyber peace in a scholarly debate primarily dominated
by the issue of cyberwar. More specifically, we situate cyber peacebuilding within
“the construction of a network of multilevel regimes that promote global, just, and
sustainable cybersecurity by clarifying the rules of the road for companies and
countries alike to help reduce the threats of cyber conflict, crime, and espionage to
levels comparable to other business and national security risks.” (Shackelford, 2019,
p- 163). In this chapter, we propose an analysis of a cyber peacebuilding approach,
which mainly focuses on the national level in postconflict contexts, but also
includes the participation of local and international actors. Moreover, the analysis
of conflictual contexts and peacebuilding in the digital era can help explore new
ways to address the increasing polarization at work in mature democracies.

Finally, cyber peacebuilding adopts a human-centered approach and promotes
an emancipatory normative stance on the provision of cybersecurity (Collins, 2020).
Within this context, cyber peacebuilding is a reformulation and an extension of the
definition of peacebuilding adapted to the digital age. Drawing upon the definition
of peacebuilding proposed by the Alliance for Peacebuilding (2012), we define cyber
peacebuilding as an active concept that captures those activities that delegitimize
online violence, build capacity within society to peacefully manage online commu-
nication, and reduce vulnerability to triggers that may spark online violence. Some
activities involve, but are not limited to, preventing the use of online violence as a
conflict strategy and highlighting the role of users, states, and Big Tech companies
in this regard. They also seek to address the structural causes of conflict by elimi-
nating online discrimination; enhancing the scope and impact in the territory of
peacebuilding mechanisms; and promoting inclusion and peaceful communication
in cyberspace. As such, cyber peacebuilding efforts represent an essential stepping
stone in the pursuit of cyber peace as a global public good.

Such a focus on cyber peacebuilding is not entirely new (see, e.g., Puig Larrauri &
Kahl, 2013; Tellidis & Kapler, 2016; AlDajani & Muhsen, 2020), even though its expres-
sion rarely appears as such. This chapter argues that it can be a useful concept for
establishing and structuring a scholarly dialogue that explores the multiple dimensions
of peacebuilding in cyberspace beyond a liberal approach, which is often limited to the
establishment of liberal institutions — democracy, human rights, open economy, and
the rule of law (Zaum, 2012). Here, we adopt a comprehensive approach that includes
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all activities focused on preventing the causes of violent conflict and strengthen mecha-
nisms to handle conflict in a constructive and nonviolent way (Parlevliet, 2017).

Cyber peacebuilding represents a contribution to global cyber peace from a poly-
centric approach. Beyond an exclusively top-down perspective on the necessity of
global agreements and norms for building a peaceful and stable cyberspace, we adopt
a polycentric approach in order to address how local threats to peacebuilding efforts
undermine the existence of cyber peace at a global level (for a similar perspective, see
Chapter 2). From this perspective, the proliferation of internal armed conflicts requires
the construction of peaceful cyber contexts in conflict-torn and postconflict societies.

To further explore the prospects of cyber peacebuilding, we focus on two cases:
South Africa and Colombia. With the victory of the African National Congress in
the 1994 election, South Africa started a process of transition from the apartheid
era, which notably entailed a new constitution and the establishment of a Truth
and Reconciliation Commission in 1996. Despite important achievements, the rec-
onciliation process is still ongoing (du Toit, 2017). On the other hand, Colombia
has taken a number of major steps toward the termination of a five-decade-long
internal conflict. One of the most important was the peace accord of 2016 between
the government and the Revolutionary Armed Forces of Colombia (FARC) guer-
rilla organization. While the two countries are situated at different sites on the
conflict/postconflict continuum, they both face the challenges of peacebuilding
and reconciliation (Rodriguez-Gémez et al., 2016). Moreover, they are both middle-
income and relatively highly digitized countries in the Global South (Chouci and
Clark, 2018, p. 163). Also, in both cases, governmental stakeholders have ignored the
relevance of cyberspace for the development of peacebuilding actions. Thus, they
represent two diverse and interesting cases in which to explore the prospects of cyber
peacebuilding.

3 THE FOUR PILLARS OF CYBER PEACEBUILDING

The broad definition of cyber peacebuilding outlined in the previous section encom-
passes many issues and actors. The four pillars of cyber peace (Shackelford, 2020)
provide a framework to structure the analysis. Local threats to cyber peace and cyber
peacebuilding efforts can be categorized within the pillars of cyber peace: access and
cybersecurity, human rights, multistakeholder governance, and stability (see Figure 5.1).

3.1 Human Rights, a Call of Action to Update the Social Contract

The promotion of human rights and peacebuilding mechanisms can be analyzed as
joint processes in which peacebuilding insights and methods can advance human
rights promotion and protection (Parlevliet, 2017). However, some overlapping ten-
sions must be considered, such as the complicated relationship between freedom
of expression and political stability, and the disputes concerning how to handle
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FIGURE 5.1 The contributions of the four pillars of cyber peace to cyber peacebuilding
(source: elaborated by the authors [September 21, 2020]).

sensitive issues such hate speech, sexual harassment, and politically driven attacks
that foment collective violent responses.

While freedom of expression, privacy, and data protection are covered by
International Humanitarian Law and Human Rights Law at the international level
(Franklin, 2019; Lubin, 2020), inadequate enforcement mechanisms and profound
social issues at the national level, such as a lack of digital literacy and limited Internet
access, undermine their implementation (Shackelford, 2019). This difficult adoption
of international regulations complicates peacebuilding scenarios because govern-
ments regulate freedom of expression to impose an official truth, which sometimes
limits the right of expression and association of the opposition sectors. Moreover,
in peacebuilding scenarios, some voices, even the official ones, can become radi-
calized, creating new challenges to stability. In this context, governments can be
tempted to prioritize security and stability over freedom of expression and a pluralist
dialogue toward peacebuilding.

For example, there is no Internet detailed legal framework in Colombia that
guarantees its citizens’ fundamental rights in cyberspace. Nevertheless, freedom of
speech is viewed comprehensively by the Constitutional Court. It is also backed by
Colombia’s membership of the Inter-American Human Rights System, which means
that this right applies, not only offline, but also in the online world (Dejusticia,
Fundacién Karisma and Privacy International, 2017). However, the respect of those
human rights in cyberspace is often challenged due to the use of a securitization nar-
rative by the current governing party that was an opponent to the peace negotiations

https://doi.org/10.1017/9781108954341.005 Published online by Cambridge University Press


https://doi.org/10.1017/9781108954341.005

Cyber Peace and Intrastate Armed Conflicts 101

with the FARC rebels. The government perceives peacebuilding as a mere process
of disarmament, demobilization, and reintegration of former combatants in order to
restore stability. This limited view of the peacebuilding process also justifies the use
of online state surveillance actions to guarantee national security, in which politi-
cal leaders, former government officials, journalists, and humanrights activists are
targeted because of their support of the peace agreement (Vyas, 2020). Without a
doubt, the respect of human rights in Colombia, through cyberspace interactions,
represents a new challenge that has been ignored by policymakers in the reconstruc-
tion of the social fabric in this transitional society.

Second, there is a tension in cyberspace on how to handle sensitive issues that
could evolve into violent conflicts. In this complex scenario, Big Tech companies
play a critical role because they are able to track and censor what people post and
share. However, in the Global South, this tension is not a priority (Schia, 2018). On
the contrary, Big Tech companies are more concerned with access and digitalization
than privacy rights. Many social media companies that operate in developing coun-
tries do not have clear policies regarding this issue. Instead, their roles in these societ-
ies have been linked to increasing disinformation, inciting violence, and decreasing
trust in the media and democratic institutions (Bradshaw & Howard, 2019).

The case of South Africa provides an interesting perspective on the respect of
human rights in cyberspace as part of a reconciliation process. Their constitution
guarantees the right to freedom of opinion and expression. This topic is mainly
addressed under the supervision of the South African Human Rights Commission
(SAHRC), which was created by the South African Constitution and the Human
Rights Commission Act 0f 1994. Its aim is linked to promoting human rights through
a variety of actions about education and raising community awareness; making
recommendations to the Parliament; reviewing legislation; and, most importantly,
investigating alleged violations of fundamental rights and assisting those affected
to secure redress (Sarkin, 1998). Based on its mandate, this institution had provided
significant recommendations in the legislation linked to topics data protection
(SAHRC, 2012) and recent cybersecurity issues (SAHRC, z2017). Nevertheless, its
main challenge is to address issues concerning hate speech and racism in cyber-
space, particularly on social media platforms, in a quick and efficient way. This
commission acknowledges the issue, and it has taken some steps to face this chal-
lenge recognizing the allegations of racism perpetrated on social media (SAHRC,
2016). Most importantly, it started a multistakeholder dialogue to reach a detailed
social media charter, including human rights education at all academic levels, to
fight racism in the digital sphere (SAHRC, 2019).

In conclusion, in order to address human rights issues in cyberspace, particularly
in peacebuilding scenarios, there is a need for a new social contract that recog-
nizes human rights as digital rights. Human rights are considered a crucial element
of peacebuilding, which must include cyberspace activities. To provide an impact
on the development of peacebuilding mechanisms, some human rights standards,
values, and principles must be included. To accomplish that end, some actions
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concerning public policies regarding security and privacy ought to be addressed
by governments without exceeding their power. Big Tech companies must provide
stricter and more straightforward privacy protocols and conduct codes in layperson’s
terms based on the local framework in which they operate. Moreover, civil soci-
ety’s role, particularly that of users, must be present to delimitate the scope of the
potential legal actions concerning topics linked to privacy rights, freedom of speech,
misinformation, and disinformation. This inclusive approach would help to create a
healthy environment for the exchange of ideas and information, enabling all mem-
bers who coexist in a changing society to respect and resolve their differences, even
in the context of intrastate armed conflict and peacebuilding scenarios.

3.2 Multistakeholder Cyber Peacebuilding

Multistakeholder governance has become a gold standard in Internet governance
and regulations of human activities in cyberspace (Scholte, 2020). While not exempt
from criticisms in terms of legitimacy and efficiency, the cooperation between pub-
lic and private actors has become necessary to handle increasingly large amounts of
data and regulate private algorithms and infrastructure, leading to a hybridization
of governance (Chenou & Radu, 2019).

This hybridization of governance has also transformed the approach to cyberse-
curity. Cybersecurity, understood as a national security issue, has historically cur-
tailed the space for multistakeholder governance (Dunn Cavelty, 2013; Kuehn, 2014).
However, recent developments in the production and governance of cybersecurity
showcase different governance structures beyond the hierarchical state-led gover-
nance of cybersecurity (Kuerbis & Badiei, 2017; Mueller, 2017; Shires, 2018; Tanczer
et al,, 2018). A multi-stakeholder governance of cybersecurity is emerging at the
global, national, and local levels (Pernice, 2018). According to Pernice, the shared
responsibility in the establishment of cybersecurity and cyber peace requires a:

[...] multilevel and multi-stakeholder system of cybersecurity governance, a system that
includes all stakeholders: the individual citizen and civil society, business enterprises,
and public authorities, from the local up to the global level (Pernice, 2018, p. 122).

The participation of different sectors in cybersecurity governance is even more
important in postconflict contexts, where peacebuilding efforts also require the
inclusion of multiple stakeholders (Brzoska et al., 2011; Narten, 2011). Beyond pub-
lic authorities, three types of actors are of particular importance. First, the private
sector plays an essential role in peacebuilding efforts, both during the negotiations
and in the implementation of peace agreements (Rettberg, 2007, 2016; Miklian
& Schouten, 2019). Second, the media can promote peace and the prevention of
incitement to violence (Howard, 2002; Himelfarb & Chabalowski, 2008). Finally,
civil society fulfils different functions in peacebuilding, such as: the protection
of citizens; the monitoring of human rights violations and the implementation
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of peace agreements; advocacy for peace and human rights; socialization to values
of peace and democracy; intergroup social cohesion; facilitation of dialogue; and
service delivery to create entry points for the other functions (Paffenholz, 2010).
Despite some common requirements and goals, multistakeholder cybersecurity gov-
ernance and multistakeholder peacebuilding are rarely treated together in practice. For
example, South Africa has been one of the pioneering countries and a model of mul-
tistakeholder peacebuilding with the establishment of an infrastructure for peace. The
1991 National Peace Accord created Regional and Local Peace Committees that were
open to any relevant civil society organization, such as religious organizations, trade
unions, business and industry representatives, and traditional authorities (Odendaal,
2010). This multistakeholder infrastructure for peace became a reference for further
processes (Preventive Action Working Group, 2015). In 1994, South Africa created the
National Economic Development and Labour Council in order to allow for multi-
stakeholder participation in the formulation of economic and social policies. However,
multistakeholder participation in the governance of cyberspace is limited in South
Africa (Mlonzi, 2017). For example, the National Cybersecurity Policy Framework was
drafted under the leadership of the South African Department of Communications
between 2009 and 2012, but was later transferred to the Ministry of State Security
(Global Partners Digital, 2013). As the responsibility of a civilian Ministry, cybersecurity
fell under the category of economic and social policy and was thus, open to multistake-
holder participation. However, the leadership of the Ministry of State Security limited
the scope of cybersecurity and undermined the participation of diverse stakeholders.
In Colombia, multistakeholder participation became institutionalized in economic
and social policies through the Consejo Nacional de Politica Econémica y Social
(National Council of Economic and Social Policy). There is a strong participation
of diverse stakeholders in the formulation of Internet governance policies organized
around the Mesa Colombiana de Gobernanza de Internet (Colombian Internet
Governance Forum). Moreover, the recent peace accord acknowledges that “participa-
tion and dialogue between different sectors of society contribute to building trust and
promoting a culture of tolerance, respect and coexistence” (Reptblica de Colombia,
2016, Introduccion, translated by the authors). However, the issue of peacebuilding is
hardly included in Internet governance debates that tend to reproduce global discus-
sions. On the other hand, the governance of cyberspace is not among the priorities of
peacebuilding efforts beyond the question of access (see the section below).
Multistakeholder cyber peacebuilding represents a step further in the implemen-
tation of multistakeholder participation. It requires a multistakeholder dialogue
between actors involved in the regulation of cyberspace and the diverse sectors that
share a responsibility in peacebuilding activities. The cases of South Africa and
Colombia illustrate the necessary participation of social media platforms and search
engines in peacebuilding efforts. As the corporate social responsibility of digital
platforms in campaigns and elections is being discussed in consolidated democ-
racies, the role of digital platforms in postconflict societies to promote peace and
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limit incitement to violence must be put on the agenda. Likewise, the mass media’s
responsibility in the promotion of a culture of peace is now shared with new media
and social media (Stauffacher et al., 2011; Comninos, 2013). As noted by Majcin
(2018), modern peace agreements should include the regulation of social media con-
tent that may disrupt the peace and promote the resurgence of violence. These rules
could even be institutionalized in the form of special commissions to review content
on social media and take action when viral publications undermine peacebuilding.

In sum, multistakeholder governance of cyber peacebuilding entails not only the
adoption of national cybersecurity policies that allow for the participation and rep-
resentation of all stakeholders in postconflict societies, it also requires the adoption
of multistakeholder mechanisms directly aimed at the promotion of peace and the
prevention of violence in cyberspace with the participation of the private sector,
digital platforms, academia, and civil society organizations.

3.3 Redefining Stability in Cyberspace

To understand the role of stability in cyberspace, we adopt a nuanced definition
of stabilization by drawing upon conflict resolution literature to explain how the
tensions generated in cyberspace can affect the dynamics and the conclusion of
intrastate conflicts and the development of peacebuilding activities.

There are many approaches to the concept of stability to address armed conflicts.
They include issues related to statebuilding (Hoddie & Hartzell 2005), international
interventions (Belloni & Moro, 2019), and negotiated peace settlements (Hartzell
et al., 2001), among other approaches. From the UN Security Council’s vision, sta-
bility refers to a desired state of affairs, almost as a synonym of “peace” (Kerttunen &
Tikk, 2020). Additionally, this concept has a robust state-centric approach (Carter,
2013). To analyze cyberspace’s effect in the ending of intrastate conflicts and peace-
building scenarios, the dynamic definition proposed by Mielke, Mutschler, and
Meininghaus (2020) is more useful. They argue that stability is an open-ended and
transformative process which accepts changes in social dynamics to keep its forces
in equilibrium by constant reconcilement of interests. In a nutshell, the state’s role
is crucial to address normative rules, but nonstate actors also play a critical role in
achieving long-term stability.

Considering that cyberspace is a very dynamic place, stabilization efforts can
lead to the transition from intrastate conflicts toward the restoration of the social
fabric through peacebuilding actions. This nuanced approach of stability is crucial
to understand issues in conflict resolution scenarios, such as the role of spoilers in
cyberspace.

Spoilers can be understood as “key individuals and parties to the armed con-
flict who use violence or other means to shape or destroy the peace process and in
doing so jeopardize the peace efforts” (Nilsson & Soderberg, 2011, p. 624; see also
Stedman, 1997). This definition serves to understand the impact of those actors in
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cyberspace that affect the termination of intrastate conflicts. Digital spoilers are
those political actors with relevant influence upon users in cyberspace that exploit
their influence to promote violence and spoiling behavior to affect the attempts to
achieve peace. They differ from Internet trolls, defined as “unknown online users
that create and claim intentionally upsetting statements to enhance strong emo-
tional responses posting offensive or unkind things on the Internet using tactics of
disinformation and propaganda” (Petykd, 2018). Digital spoilers are conflicting par-
ties or leaders who use trolling activities, such as the promotion of disinformation
and propaganda to affect the achievement of conflict resolution scenarios.

One example of digital spoilers can be found in Colombia, where the opponents
of the peace agreement promoted strong and negatively charged hashtags on social
media concerning the endorsement of the peace process with the FARC guerilla
organization in October 2016 (Nigam et al., 2017). The promotion of these mes-
sages, among other factors, affected the perception of the peace negotiations, which
was reflected in the rejection of the peace plebiscite by a small margin. The man-
agement of spoilers is a daunting task because influential social media platforms
users can foment emotions and hostile attitudes against the peacebuilding process.
However, these digital spoilers can be tackled when they violate internal regulations
of social media platforms (BBC News Mundo, 2019), which highlights the relevance
of multistakeholder Internet governance at the national level.

Another relevant example can be found in South Africa, in which political fig-
ures use the rhetoric of hate speech toward different communities in order to gain
political support (Akhalbey, 2019; Meyer, 2019). The SAHRC has, in the past, ana-
lyzed and sanctioned some cases concerning the use of social media to promote
hate speech (Geldenhuys and Kelly-Louw, 2020). However, it scems that its mandate
does not cover those digital spoilers who express their thoughts in an offensive and
disturbing way, pushing the limits of the right to freedom of speech. Their social
media statements address critical issues that the peacebuilding process did not solve,
such as land reform or race relations, suggesting unpeaceful actions to solve those
issues. Additionally, to address the damage that these digital spoilers could make in
cyberspace, social media platforms have a key role to play in order to tackle hurtful
messages. In this particular case, it seems that there is a misconnection between the
conception of the legal rights of freedom of expression provided by the SAHRC and
the rules established by social media platforms (Nkanjeni, 2019), which represents a
new institutional challenge to address.

In sum, within the framework of cyberspace, stability must be analyzed dynami-
cally. The handling of information plays a critical role because it reflects an age-
old tension concerning the relationship between citizens and governments. In that
sense, Big Tech companies have become referees and players in a complicated
situation. On the one hand, they need to guarantee information and data protec-
tion to ensure their legitimacy. On the other hand, they must also respect govern-
mental authority, whose interests are linked to employing surveillance, gathering
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data, and performing intelligence through controlled information. Amid intrastate
armed conflicts and peacebuilding scenarios, the scope of government surveillance
could be enhanced, intensifying asymmetric responses. On the other hand, there
are more real threats concerning political motivations to spoil conflict resolution
scenarios than the risk of cyberspace’s misuse of information beyond the cyberse-
curity framework. Against this background, the concept of digital spoilers is useful
to analyze the behavior of actors whose role could substantially affect the dynamics
of stability and conflict resolution efforts. This dynamic approach of stability could
lead to the fertile ground to develop cyber peacebuilding actions.

3.4 Inclusion and Human-Centered Cybersecurity

Universal Internet access is an enabling condition for cyber peace. It was identi-
fied as the first of the five principles for cyber peace by the I'TU (International
Telecommunication Union, 2011). According to the ITU, providing access to tele-
communication technologies is part of the responsibilities of states, which was later
translated into the (debated) idea of Internet access as a human right (Tully, 2014).
However, the relationship between Internet access and cyber peacebuilding is not
direct. Access to the Internet is a necessary, though insufficient, condition to build-
ing peace that spans offline and online spaces.

Contrary to the late twentieth century’s techno-optimistic visions, the “old”
concept of the digital divide remains relevant today (van Dijk, 2020). While early
accounts of the digital divide focused on physical access and the divide among
countries, contemporary analysis of the digital divide insists on the quality of access
and the importance of the gap between Internet access within the same country.
This dimension is of utmost importance for cyber peacebuilding (Wilson & Wilson,
2009). Those communities that do not have access to the Internet are generally com-
munities that have been historically marginalized (Tewathia et al., 2020). The digi-
tal divide also presents a gender dimension that undermines women'’s participation
in peacebuilding (Njeru, 2009). Moreover, since telecommunication infrastructures
are targets and battlegrounds during conflicts, violence-affected regions are likely
to suffer from inadequate or unstable connectivity (Onuoha, 2013; Adeleke, 2020).
Furthermore, the national digital divide certainly undermines states’ capacities
and presence on peripheral territories and, subsequently, their legitimacy (Krampe,
2016). This lack of presence and the complicated access to increasingly digitized
public services reinforces the perceived abandonment by the states among margin-
alized communities.

Both South Africa and Colombia have reached significant rates of access at the
national level as a result of economic development and ambitious policies. While
just over 50 percent of the world population had access to the Internet at the end of
2019 (International Telecommunication Union, 2020), access rates in South Africa
were around 65 percent (DANE, 2020; STATSSA, 2020). However, national digital
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divides are still important in both countries. For example, over 74 percent of the
Gauteng province around Johannesburg and Pretoria benefit from Internet access,
compared to just over 46 percent in the poorer province Limpopo, that also has the
smallest white South African population in the country (Media Monitoring et al.,
2019, p. 12). In Colombia, less than 10 percent of the inhabitants in 700 out of the
1,123 municipalities have Internet access (Quintero & Solano, 2020). These munici-
palities are located in geographically remote areas that are also the most affected by
the internal conflict.

The bridging of the digital divide is related primarily to the telecommunication
infrastructure. Another key element is the use of Internet access by individuals and
grassroots organizations to participate in the process of peacebuilding through ecarly
warnings, grassroots reporting and monitoring, and data collection “from below.”
Internet access is necessary to engage in political activities, including peacebuilding
(Puig Larrauri & Kahl, 2013; Shandler et al., 2019).

While access is a necessary feature to build the conditions for civil society to
participate, it is not sufficient to secure meaningful participation. Another crucial
condition for cyber peacebuilding is the construction of a cyberspace that is safe
for everyone. A broad and emancipatory definition of cybersecurity goes beyond
the preservation and defense of critical national infrastructure. It focuses on the
general population, both users and nonusers, to build a postconflict cyberspace
that is safe for everyone, including former fighters, victims, women, and mar-
ginalized communities. However, cybersecurity policies tend to be framed as a
response to conflict. For example, research shows that cybersecurity capacity is
greater in countries engaged in civil war. However, this capacity seems to aim
to crack down on domestic dissent rather than provide secure cyberspace at the
national level (Calderaro & Craig, 2020). Even in postconflict contexts, the origi-
nal state-centered and militarized approach tends to prevail, despite the evolving
conditions. As we have seen, the South African National Cybersecurity Policy
Framework was first drafted by the Department of Communications. It was later
transferred to the Ministry of State Security and finally adopted in 2015 (State
Security Agency, 2015). While it briefly mentions “hate speech” and “fundamental
rights of South African citizens” (State Security Agency, 2015, pp. 5, 14), the bulk
of the document focuses on national security and on the fight against cybercrime.
In the same vein, Colombia adopted a Digital Security policy in 2016 that was
drafted during the negotiations between the government and the FARC guer-
rilla organization (CONPES, 2016). However, the document does not mention
the postconflict context. It is largely inspired by the OECD discussions on the
management of digital risks and thus, focuses on the necessary conditions for
the development of trust in Colombian digital markets. On the other hand, the
peace accord only mentions [C'Ts as a way to access public information and public
services such as health and education, without acknowledging their role in the
peacebuilding process (Republica de Colombia, 2016).
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Contrary to these examples, the institutionalization of cyber peacebuilding
should rely on more comprehensive cybersecurity policies that do not reproduce
the patterns of great cyber powers to focus on peacebuilding needs in postconflict
societies, such as digital literacy and the regulation of hate speech.

4 CONCLUSIONS AND POLICY IMPLICATIONS

South Africa shows us that reconciliation is possible, even in cyberspace. After the
violent attacks in Johannesburg mentioned in the chapter introduction, citizens
started to promote hashtags and social media campaigns, such as #SayNoloXeno-
phobia, to call for unity, and looking for an end to the violence in this mature peace-
building scenario (Levitt, 2019). This example also shows us that while cyberspace
has undoubtedly affected the dimensions, approaches, and complex dynamics of
intrastate conflicts, it can also promote peacebuilding activities to enhance conflict
resolution scenarios.

Colombia provides some examples of how transitional justice contributes to cyber
peace in terms of Internet access and human rights. Victims and governmental
agencies jointly construct the idea of restorative justice through the use of ICTs and
digital tools (Chenou, Chaparro-Martinez, & Mora Rubio, 2019). Moreover, this rela-
tionship is tested in times of crisis; for example, during the COVID-19 pandemic,
where digital tools allow for the continuation of transitional justice (Alfredo Acosta &
Zia, 2020). Under certain conditions, the adoption of ICTs by transitional justice
tribunals might enhance the efficiency and efficacy of the distribution of justice,
allowing both parties to save time by reducing mobilization costs and unnecessary
formalities to the minimum. In terms of truth and reconciliation, evidence can be
found in the creation of an online news portal that looks to contribute to the recon-
struction, preservation, and dissemination of the historical and judicial truth about
the Colombian conflict, adopting a bottom-up and in-depth journalism perspective
(Verdad Abierta, 2020).

South Africa also provides different examples of cyber peacebuilding. In terms
of peaceful social mobilization using ICTs, the use of mobile phones improves
organization efficiency, access to information, and strengthens the collective iden-
tity of social movements; for example, among members of the Western Cape Anti-
Eviction Campaign in 2001 (Chiumbu, 2012). Moreover, in 2015, South African
university students protested around the #FeesMustFall hashtag, to demand rel-
evant changes in their education system, such as the decolonization of curricula
and a significant increase in government funding for universities (Cini, 2019). But
most importantly, with the use of the hashtag #RhodesMustlall, young South
Africans provided some analytical elements about how social media could be
the way to collectively question the normative memory production to turn the
page away from the apartheid era (Bosch, 2017). Despite the criticisms that could
be addressed to the SAHRC for the inconsistent sanctioning of hate speech by
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political leaders, its contribution to the legislative initiatives concerning data pro-
tection, and cybersecurity, respectively, is remarkable (SAHRC, 2012, 2017).

In sum, several contributions to the development of peacebuilding activities are
fostered by the linkage between the activities of conflict resolution in cyberspace
and in the physical world. This chapter proposed a working definition of cyber
peacebuilding in order to provide a broad perspective that reflects changes in the
way cyberspace is perceived during interstate armed conflicts and afterwards. [C'Ts
are not only tools, they also constitute and enable the interactions that comprise
the lifeblood of cyberspace, transforming the political dynamics of conflict and
peacebuilding. Hence, this approach responds to the necessity to implement peace-
building efforts both in the physical space and in cyberspace. The construction of
a stable and lasting peace after intrastate conflicts requires delegitimizing online
violence, capacity building within society toward peaceful online communication,
and a reduction of the vulnerability to digital spoilers. The structural causes of con-
flict must also be addressed by eliminating online discrimination and by promoting
inclusion and peaceful communication in cyberspace.

The focus on peacebuilding scenarios points to one of the major sources of
instability, both online and offline for many countries in the world. While cyberse-
curity studies tend to focus on state actors that have important capacities, a human-
centered perspective on cybersecurity and cyber peace must address the digital
dimension of intrastate conflicts as is discussed further in the essays section by the
Cyberpeace Institute.

Most intrastate conflicts take place in the Global South. As the majority of
Internet users are now located in the Global South, the combination of ICTs and
intrastate conflicts is undermining the efforts toward global cyber peace. However,
cyberthreats in the Global South are less visible than in the Global North. The
focus on commercial threats and on powerful countries obscures the prevalence of
cyberthreats against civil society and in the Global South (Maschmeyer et al., 2020).
We argue that the concept of cyber peacebuilding sheds light on the relationship
between intrastate conflict and global cyber peace and thus contributes to raising
awareness about cyberthreats in the Global South.

The four pillars of cyber peace provide a framework to outline comprehensive
cyber peacebuilding efforts. As illustrated by Figure 5.1, they highlight the impor-
tance of existing human rights and the necessity to create new norms for the digital
age. The pillar of multistakeholder governance sheds light on the role of the pri-
vate sector, and especially of digital platforms and Big Tech companies, along with
civil society, to complement and monitor efforts by states and intergovernmental
organizations. Stability in postconflict cyberspace can be implemented through the
promotion and preservation of a free flow of information and through the identifica-
tion and management of digital spoilers that undermine the establishment of peace.
Finally, the pillar of access and cybersecurity is particularly important in conflict-
prone societies where exclusion and marginalization fuel violence. Moreover,
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cybersecurity must be understood beyond the implementation by the state of a pub-
lic policy aimed at the protection of national infrastructure and at the management
of digital risk. A human-centered approach is necessary in order to build a cyber-
space that is safe for everyone.

This preliminary overview of the different dimensions of cyber peacebuilding
in the Colombian and South African cases paves the way for further research on
the centrality of cyberspace in the termination of contemporary intrastate conflicts,
and for the construction of a stable and lasting peace at a global level. Moreover,
it identifies venues for political action. States and international organizations must
design new norms of human rights for the digital age along with comprehensive
and human-centered cybersecurity policies. Capacity building can empower civil
society, foster a safe use of technology, and promote peaceful communication and a
culture of peace in cyberspace. Finally, the necessary role of digital platforms must
be addressed in order to achieve a meaningful participation and a partnership with
states and intergovernmental organizations to tackle online violence.
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